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Fortinet FCSS_SASE_AD-24 Exam Syllabus Topics:

Topic Details

e Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.
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¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
Topic 2 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,

Topic 3
P and applying security posture checks and compliance rules to ensure a secure environment.
o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security
profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
Topic 4 SASE. Understanding these concepts is crucial for securing access to applications and data across the

network.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q13-Q18):

NEW QUESTION # 13
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be used to allow or deny access to network resources

B. Zero-trust tags can be used to create multiple endpoint profiles which can be applied to different endpoints
C. Zero-trust tags can determine the security posture of an endpoint.

D. Zero-trust tags can be used to allow secure web gateway (SWG) access

Answer: A,C

Explanation:

Zero-trust tags are critical in implementing zero-trust network access (ZTNA) policies. Here are the two key advantages of using
zero-trust tags:

Access Control (Allow or Deny):

Zero-trust tags can be used to define policies that either allow or deny access to specific network resources based on the tag
associated with the user or device. This granular control ensures that only authorized users or devices with the appropriate tags can
access sensitive resources, thereby enhancing security.

Determining Security Posture:

Zero-trust tags can be utilized to assess and determine the security posture of an endpoint.

Based on the assigned tags, FortiSASE can evaluate the device's compliance with security policies, such as antivirus status, patch
levels, and configuration settings. Devices that do not meet the required security posture can be restricted from accessing the
network or given limited access.

NEW QUESTION # 14

A customrer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.

In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure ZTNA tags on FortiGate.

B. Configure FortiGate as a zero trust network access (ZTINA) access proxy.
C. Configure ZTNA servers and ZTNA policies on FortiGate.

D. Sync ZTNA tags from FortiSASE to FortiGate.

E. Configure private access policies on FortiSASE with ZTNA.

Answer: A,B,C

Explanation:

To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:

Configure ZTNA tags on FortiGate (Option A):

ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can



access protected resources.

Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):

FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.

Configure ZTNA servers and ZTNA policies on FortiGate (Option C):

To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determne how traffic is routed, inspected, and controlled based on device posture and user identity.

NEW QUESTION # 15

Which FortiSASE feature can you use to see a list of Software-as-a-Service (SaaS) applications and health-check metrics for first-
mile connectivity between the geographical points of presence (PoPs) provisioned for your FortiSASE mstance and these SaaS
applications?

Response:

e A security logs

¢ B. event logs

¢ (. digital experience monitoring DEM
¢ D. FortiView

Answer: C

NEW QUESTION # 16
Refer to the exhibits.
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# show firewall policy | grep -f SASE
config firewall policy
edit §
set name “vpn_SASE_spokeZhub_8~
set uuid @1baB5f2-dd45c-51ee-5719-2035a036¢chb3 T
set srcintf “SASE”
set dstintf “dmz”
set action accept
set srcaddr “all”
set dstaddr “SASE_local”
set schedule “always”
set service "ALL" .
set comments “VYPN: SASE (Created by VPN wizard)”

next

edit 9
set name “vpn_SASE_spoke2spoke_8" -«
set uuid @1eb72ca-d45c-51¢e bd#3=bd2 fiebER6ELE:
set sreintf SASE" w ) | D o ) &
set dstinge * SASEr
set action accept F::RTINET
setfsrcaddr “all”
sét dstaddr “all”
set schedule “always”

set service “ALL" b

set comments “VPN: SASE (Created by VPN wizard)~
next
edit 10

set name “SASE Health Check”
set uuid b9573f5c-d45c-51ee-bc11-d5a31431082a
set srcintf “SASE”
set dstintf “SASE_Health”
set action accept
set srcaddr “all”
set dstaddr “all”
set schedule “always™
set service “ALL"
next
end
A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.

However, the administrator is not able to ping the webserver hosted behind the FortiGate hub.
Based on the output, what is the reason for the ping failures?

A. Quick mode selectors are restricting the subnet.

B. The Secure Private Access (SPA) policy needs to allow PING service.

C. Network address translation (NAT) is not enabled on the spoke-to-hub policy.
D. The BGP route is not received.

Answer: D

NEW QUESTION # 17
How does integrating endpoint detection and response (EDR) systens into SASE contribute to security posture?
Response:

e A It provides real-time threat detection and response at endpoints



¢ B. It enhances user interface designs
e C. It serves as the primary firewall
e D. It isolates the network from the internet

Answer: A

NEW QUESTION # 18
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