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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

Topic 2

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Topic 3
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

Topic 4

SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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NEW QUESTION # 41 
Refer to the exhibit.
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How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP 128.66.0 125?

A. FortiGate routes the traffic flow according to the FIB.
B. FortiGate steers the traffic flow through port2.
C. FortiGate load balances the traffic flow through port1 and port2.



D. FortiGate drops the traffic flow.

Answer: D

Explanation:
The router policy explicitly denies traffic with source 10.0.1.128/25 (which includes 10.0.1.130) and destination 128.66.0.0/24
(which includes 128.66.0.125). Even though SD-WAN service 4 shows members (port1 and port2) alive and available for this
traffic, the router policy is evaluated first and blocks it.
Therefore, FortiGate drops the traffic flow.

NEW QUESTION # 42 
Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines
a VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.



B. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
C. You can assign only one IPsec template to each FortiGate device.
D. You should use the same outgoing interface of both templates.

Answer: C

Explanation:
FortiManager allows only one IPsec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch_IPsec_1 and Branch_IPsec_2 to the same device (branch1_fgt) is not permitted.

NEW QUESTION # 43 
Refer to the exhibits.

The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.
Which statement best describes the cause of the issue?



A. You can assign only one template with a tunnel type of static to each FortiGate device.
B. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
C. You can assign only one IPsec template to each FortiGate device.
D. You should use the same outgoing interface of both templates.

Answer: C

NEW QUESTION # 44 
You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What should you do to
implement ADVPN 2.0 in this scenario?

A. Delete the existing ADVPN configuration and configure ADVPN 2.0.
B. Update the SD-WAN configuration on the branches.
C. Update the IPsec tunnel configurations on the hub.
D. Update the IPsec tunnel configuration on the branches.

Answer: C

NEW QUESTION # 45 
Refer to the exhibit. Which action will FortiGate take if it detects SD-WAN members as dead?

A. FortiGate fails over to the secondary device after it detects port5 as dead.
B. FoftiGate bounces port5 after it detects all SD-WAN members as dead.
C. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead.
D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: D

NEW QUESTION # 46
......
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