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Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q49-Q54):
NEW QUESTION # 49 
What is the role of the FortiAuthenticator certificate management service?

A. Generating local certificates for various purposes
B. Managing network load balancing
C. Handling firewall configurations
D. Managing user passwords

Answer: A
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NEW QUESTION # 50 
What is the advantage of using FortiToken for two-factor authentication?

A. It can be easily integrated with any third-party authentication service
B. It doesn't require user interaction for authentication
C. It can generate unlimited tokens for free
D. It's a physical token made of solid gold

Answer: B

NEW QUESTION # 51 
When working with administrator profiles, which permission sets can be customized?

A. Only the pre-existing permission sets can be customized.
B. Only user-created or cloned permission sets can be customized.
C. Only non-administrator permission sets can be customized.
D. All permission sets can be customized.

Answer: B

NEW QUESTION # 52 
Which protocol is commonly used for RADIUS single sign-on (RSSO) to integrate third-party logon events with Fortinet Single
Sign-On (FSSO)?

A. DNS
B. SNMP
C. HTTP
D. RADIUS

Answer: D

NEW QUESTION # 53 
Which three of the following can be used as SSO sources? (Choose three.)

A. FortiGate
B. RADIUS accounting
C. SSH sessions
D. FortiAuthenticator in SAML SP role
E. FortiClient SSO Mobility Agent

Answer: A,B,E

Explanation:
RADIUS accounting can be used by FortiAuthenticator to obtain user identity and session details for SSO.
FortiClient SSO Mobility Agent reports user login events to FortiAuthenticator for SSO.
FortiGate can act as an SSO source by sending user authentication information to FortiAuthenticator.
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