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GIAC Defending Advanced Threats Sample Questions (Q27-Q32):

NEW QUESTION # 27

‘Which of the following are typical activities conducted during cybersecurity reconnaissance?
(Choose Two)

Response:

e A Encrypting sensitive data
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¢ B. Documenting system vulnerabilities
¢ C. Implementing a data retention policy
¢ D. Scanning for open ports and services

Answer: B,D

NEW QUESTION # 28
What role does role-based access control (RBAC) play in adhering to the least privilege principle?
Response:

A. Tt assigns user permissions based on the specific roles within an organization.
B. It ensures that all users have the same baseline access for simplicity.

C. It automatically escalates user permissions when systems are underutilized.
D. It restricts user access based solely on seniority within the company.

Answer: A

NEW QUESTION # 29
What is the primary benefit of employing encryption in data exfiltration techniques?
Response:

A. Tt masks the content from network monitoring tools
B. It reduces the amount of data needing exfiltration
C. It ensures faster transfer of data

D. It conplies with international data protection laws

Answer: A

NEW QUESTION # 30
Which strategy is effective in mitigating risks associated with malicious email attachiments?
Response:

A. Regular password changes

B. Sandbox execution of received attachments
C. Inplementing strict outbound firewall rules
D. Disabling external media devices

Answer: B

NEW QUESTION # 31

During a routine inspection, your security team detects a spike in outbound traffic from a user's machine to an external IP address.
Upon investigation, it is discovered that a PowerShell script was used to execute a payload that is now communicating with a remote
Server.

What immediate actions should your team take to mitigate the attack and prevent future incidents?

Response:

A. Disconnect the compromised system from the network and analyze the script to understand the payload's behavior
B. Disable PowerShell on all machines across the network and isolate the compromised system

C. Reformat the affected machine and rebuild the system froma secure backup

D. Monitor all outbound traffic for the next 24 hours to gather more data on the attack

Answer: A

NEW QUESTION # 32
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