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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q113-Q118):
NEW QUESTION # 113 
Which tool is commonly used to interact with restricted Linux environments during client exploitation?
Response:

A. Netcat
B. Sudo
C. SSH
D. Metasploit

Answer: C

NEW QUESTION # 114 
You need to craft and send a custom ICMP echo request packet to test network devices. Which of the following Python/Scapy
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commands would you use?
Response:

A. send(IP(dst="192.168.1.1")/ICMP())
B. send_icmp_request("target=192.168.1.1")
C. packet("icmp", destination="192.168.1.1")
D. send_ping("192.168.1.1")

Answer: A

NEW QUESTION # 115 
What technique is essential for writing exploits against canary-protected programs?
Response:

A. Use of NOP sleds
B. Format string vulnerabilities
C. Return-oriented programming (ROP)
D. Buffer overflow in non-executable stacks

Answer: C

NEW QUESTION # 116 
You are developing a custom fuzzer for a proprietary protocol. Which of the following steps should you take to maximize code
coverage during fuzzing?
Response:

A. Avoid any form of input mutation
B. Randomly generate inputs without any knowledge of the protocol
C. Use protocol-specific mutations and track coverage with dynamic analysis tools
D. Rely solely on predefined inputs from previous tests

Answer: C

NEW QUESTION # 117 
What is one key vulnerability that attackers exploit in DNS cache poisoning attacks?
Response:

A. Lack of DNSSEC (Domain Name System Security Extensions)
B. Poor memory management
C. Lack of input sanitization
D. Weak hashing algorithms

Answer: A

NEW QUESTION # 118
......
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