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You can free download part of Pass4Leader's exercises and answers about APMG-International certification ISO-IEC-27001-
Foundation exam as a try, then you will be more confident to choose our Pass4Leader's products to prepare your APMG-
International Certification ISO-IEC-27001-Foundation Exam. Please add Pass4Leader's products in you cart quickly.

APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

Topic 2
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.

Topic 3
Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
are detected or imminent, potentially compromising data or system integrity.

Topic 4
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q41-Q46):
NEW QUESTION # 41 
Which statement describes the Classification of information control in Annex A of ISO/IEC 27001?

A. Ensures that information is classified based on confidentiality, integrity and availability
B. Ensures the rules to control physical and logical access apply to assets
C. Ensures that security perimeters are used to protect assets
D. Ensures that all information assets are labelled with their classification

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.12 (Classification of information) states:
"Information should be classified according to the information security needs of the organization based on confidentiality, integrity and
availability." This aligns directly with option B. Option A (labelling) is a separate control (Annex A.5.13). Option C (security
perimeters) is under physical controls (Annex A.7.1). Option D (access control rules) relates to Annex A.5.15 and A.8.2.
Thus, the verified correct statement for the Classification of information control isB.

NEW QUESTION # 42 
Identify the missing word in the following sentence.
The organization shall determine the [ ? ] of interested parties relevant to information security.

A. influence
B. requirements
C. number
D. structure

Answer: B

Explanation:
Clause 4.2 of ISO/IEC 27001:2022 states:
"The organization shall determine: a) interested parties that are relevant to the information security management system; b) the
relevant requirements of these interested parties; c) which of these requirements will be addressed through the ISMS." This confirms
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that the missing word isrequirements. Neither number, structure, nor influence are specified in the standard.

NEW QUESTION # 43 
Which statement describes a requirement of an internal audit programme?

A. Previous audit results are disregarded to ensure objectivity
B. The programme must consider the importance of the target processes
C. All processes must be audited within a 3-year cycle
D. The programme must use third party auditors to ensure impartiality

Answer: B

Explanation:
Clause 9.2.2 of ISO/IEC 27001:2022 specifies requirements for the internal audit programme. It requires organizations to:
"Plan, establish, implement and maintain an audit programme(s) including the frequency, methods, responsibilities, planning
requirements and reporting, which shall take into consideration the importance of the processes concerned, changes affecting the
organization, and the results of previous audits." This makes optionCcorrect, since importance of the processes is a required factor.
Option A is incorrect because audits do not need third-party auditors; objectivity can be maintained internally if independence is
respected. Option B is wrong because previous audit results must be considered, not disregarded. Option D is also incorrect - the
standard does not specify a 3-year cycle; frequency depends on risks and needs.
Thus, the correct verified answer isC.

NEW QUESTION # 44 
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. Annually
B. At planned intervals and if significant changes occur
C. According to a schedule defined by the Certification Body
D. Every six months

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) specifies:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.
Therefore, the verified correct answer isD.

NEW QUESTION # 45 
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

A. Nonconformity and corrective action
B. Competence
C. Communication
D. Awareness

Answer: D

Explanation:
Clause 7.3 (Awareness) requires:
"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.



Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).
Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

NEW QUESTION # 46
......
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