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WGU Network-and-Security-Foundation Sample Questions (Q61-Q66):

NEW QUESTION # 61
A person is troubleshooting a network issue and needs to see a list of all active network connections.
Which Linux command should be used?

A. netstat
B. ifconfig
C. dig

D. nslookup

Answer: A

Explanation:

Thenetstatcommand in Linux displays active network connections, listening ports, and network statistics. It is useful for diagnosing
network issues and identifying open connections.

* nslookupis for DNS queries.

* digprovides DNS information, not network connection status.

* ifconfigshows network interface details but does not list active connections.

NEW QUESTION # 62
Which layer of the OSI model includes the ICMP?

A. Transport
B. Application
C. Session

D. Network

Answer: D

Explanation:

TheNetwork layer(Layer 3 of the OSI model) includes thelnternet Control Message Protocol (ICMP), which is used for network
diagnostics (e.g.,pingcommand). ICMP helps in error reporting and network troubleshooting.

* Transport layerhandles reliable data delivery (e.g., TCP, UDP).

* Session layermanages communication sessions.

* Application layerprovides end-user services.
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NEW QUESTION # 63

Users of a network have been experiencing issues. In the course of troubleshooting, an admmistrator wants to test DNS resolution
against a host.

‘Which command in Linux should be used for this purpose?

A. netstat

B. ifconfig
C. traceroute
D. dig

Answer: D

Explanation:

Thedigcommand in Linux is used for DNS troubleshooting, It queries DNS records and provides detailed information about domain
name resolutions.

* traceroutetracks the path packets take to a destination but does not diagnose DNS.

* netstatlists active connections, not DNS records.

* ifconfigis used for managing network interfaces.

NEW QUESTION # 64

A start-up company wants to build its computer network by starting with the base- level resources offered by a cloud service. In this
way, the company won't have to buy physical hardware but canstill have complete control over operating systens and other
software.

Which cloud service model should be used?

A. Function as a Service (FaaS)

B. Platformas a Service (PaaS)

C. Infrastructure as a Service (IaaS)
D. Software as a Service (SaaS)

Answer: C

Explanation:

Infrastructure as a Service (IaaS)provides virtualized computing resources, including virtual machines, storage, and networking, while
allowing users full control over operating systems and applications. Examples include AWS EC2 and Google Compute Engine.

* SaaSprovides ready-to-use applications (e.g., Google Docs).

* FaaSruns code in response to events (e.g., AWS Lambda).

* PaaSprovides development environments but not full infrastructure control.

NEW QUESTION # 65

An individual has been tasked with setting up an office network. During the process, there is a need for a device that extends the
range of a network.

Which device should be used?

A. Access point
B. Switch
C. Server
D. Router

Answer: A

Explanation:

Anaccess point (AP)is a network device that extends the coverage of a wireless network by acting as a bridge between wired and
wireless devices. It allows users to connect to a network without needing a direct wired connection. APs are particularly useful in
large office spaces where Wi-Fi signals may not reach all areas.

* Routersprimarily manage network traffic but do not directly extend network range unless they include built-in AP functionality.

* Serversare used for hosting applications and storing data but do not extend network connectivity.

* Switchesconnect wired devices within a local network but do not extend wireless network range.
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