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‘Which layer of the OSI model includes the TCP?

A. Network
B. Session

C. Application
D. Transport

Answer: D

Explanation:

TheTransport layer(Layer 4 of the OSI model) includes theTransmission Control Protocol (TCP), which provides reliable,
connection-oriented communication. TCP ensures error-checking, sequencing, and retransmission of lost packets.

* Application layerdeals with end-user protocols like HTTP and FTP.

* Session layermanages communication sessions but not transport protocols.

* Network layerfocuses on IP addressing and routing, not transport mechanisms.

NEW QUESTION # 29

A company wants to implement a cloud service to obtain access to virtual machines. The company wants to be able to choose the
operating systems and configure each of the machines.

What is the type of cloud service model that fits the needs of this company?

A. Platformas a Service (PaaS)
B. Software as a Service (SaaS)
C. Function as a Service (FaaS)
D. Infrastructure as a Service (IaaS)

Answer: D

Explanation:

Infrastructure as a Service (IaaS)provides virtualized computing resources over the cloud, including virtual machines where users can
install and configure their own operating systems and applications. It offers flexibility and scalability without requiring hardware
mvestment. Examples include AWS EC2 and Microsoft Azure Virtual Machines.

* FaaSexecutes small code functions without infrastructure management.

* PaaSprovides a managed platform but not full OS control.

* SaaSoffers ready-to-use applications without infrastructure control.

NEW QUESTION # 30

A company is designing an information system and is maintaining a focus on the user experience and resulting productivity rather than
on the technology itself.

What is the security principle implemented in this scenario?

A. Fail-safe

B. Human-centeredness

C. Zero-trust model

D. Least common mechanism

Answer: B

Explanation:

Human-centerednessin security design prioritizesuser experience and productivitywhile implementing security measures. It ensures
that security policies are mtuitive and do not excessively burden users, reducing resistance to security compliance.

* Least common mechanismminimizes shared resources to enhance security.

* Fail-safeensures secure defaults in case of system failure.

* Zero-trust modelassumes no inherent trust in users or devices.

NEW QUESTION # 31
A host is already set up with an operating system. An administrator wants to install a hypervisor atop the operating system to allow
for setting up virtual machines.



‘Which hypervisor should be used?

A. Proprietary
B. Open source
C. Type 2

D. Type 1

Answer: C

NEW QUESTION # 32
An organization's network has been the target of several cyberattacks.
Which strategy should the organization use for Wi-Fi hardening?

A. Trust local hosts by default

B. Disable ESSID broadcasting

C. Implement wired equivalent privacy (WEP)
D. Add more access points

Answer: B

Explanation:

Disabling ESSID broadcastingprevents the Wi-Fi network name from being publicly visible,making it harder for attackers to
discover and target the network. While this is not a foolproof security measure, it adds an additional layer of protection against
unauthorized access.

* Trusting local hosts by defaultis risky and not a security best practice.

* Adding more access pointsimproves coverage but does not enhance security.

* WEPis outdated and highly vulnerable to attacks; WPA2 or WPA3 should be used instead.

NEW QUESTION # 33
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