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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q12-Q17):
NEW QUESTION # 12

A customer wants to ensure secure access for private applications for their users by replacing their VPN.
Which two SASE technologies can you use to accomplish this task? (Choose two.)
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A. SD-WAN on-ramp

B. secure web gateway (SWG) and cloud access security broker (CASB)
C. secure SD-WAN

D. zero trust network access (ZTNA)

Answer: AD

Explanation:

ZTNA replaces traditional VPN by enforcing identity- and posture-based access to private applications. SD-WAN on-ranp
integrates with FortiSASE to securely route traffic from branch users to private applications over the SASE fabric, ensuring secure
and optimized access.

NEW QUESTION # 13
‘Which description of the FortiSASE inline-CASB component is true?

A. It detects data in motion.

B. It is placed outside the traffic path.

C. It relies on API to integrate with cloud services.
D. It has limited visibility when data is transmitted.

Answer: A

Explanation:
FortiSASE mnline-CASB operates i the traffic path to provide real-time visibility and control over data in motion as it is transmitted
to and from cloud applications.

NEW QUESTION # 14
Which FortiSASE component protects users from online threats by hosting their browsing sessions on a remote container within a
secure environment?

A. cloud access security broker (CASB)
B. data loss prevention (DLP)

C. secure web gateway (SWG)

D. remote browser isolation (RBI)

Answer: D

Explanation:
Remote Browser Isolation (RBI) protects users by executing their web browsing sessions in a remote, secure container, preventing
malicious content from reaching the local device.

NEW QUESTION # 15
Which two additional features does FortiClient integration provide with FortiSASE, when compared to secure web gateway (SWG)
deployment? (Choose two.)

A. SSL inspection

B. vulnerability management
C. mline-CASB protection
D. device posture check

Answer: B,D
Explanation:

When FortiClient is integrated with FortiSASE, it enables vulnerability management and device posture checks, allowing for
advanced endpoint compliance enforcement - capabilities not available in standalone secure web gateway (SWG) deployments.

NEW QUESTION # 16



Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.
What are two possible explanations for this? (Choose two.)
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¢ A Certificate inspection is not being used to scan application traffic.

e B. The private access policy must be to set to log Security Events.

¢ C. Deep inspection is not being used to scan traffic.

¢ D. The mline-CASB application control profile does not have application categories set to Monitor.

Answer: A,C

Explanation:
A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
inspection or deep inspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as
"unknown."

NEW QUESTION # 17
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