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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q151-Q156):
NEW QUESTION # 151 
An administrator is attempting to create policies for deployment of a device group and template stack. When creating the policies,
the zone drop-down list does not include the required zone.
What can the administrator do to correct this issue?
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A. Add the template as a reference template in the device group.
B. Enable "Share Unused Address and Service Objects with Devices" in Panorama settings.
C. Add a firewall to both the device group and the template.
D. Specify the target device as the master device in the device group.

Answer: C

Explanation:
In order to see what is in a template, the device-group needs the template referenced. Even if you add the firewall to both the
template and device-group, the device-group will not see what is in the template.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000PNfeCAG

NEW QUESTION # 152 
A network administrator troubleshoots a VPN issue and suspects an IKE Crypto mismatch between peers.
Where can the administrator find the corresponding logs after running a test command to initiate the VPN?

A. Tunnel Inspection logs
B. System logs
C. Configuration logs
D. Traffic logs

Answer: B

Explanation:
Explanation
According to the Palo Alto Networks documentation, "To view IKE and IPSec Crypto profiles in the logs, filter the System log for
eventid equal to vpn (Monitor > Logs > System)." References:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/vpn/set-up-site-to-site-vpn/set-up-ike-crypto-profil

NEW QUESTION # 153 
Which GlobalProtect gateway selling is required to enable split-tunneling by access route, destination domain, and application?

A. Tunnel mode
B. No Direct Access to local networks
C. Satellite mode
D. iPSec mode

Answer: A

Explanation:
Explanation
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-gateways/split-tunnel-tra

NEW QUESTION # 154 
What should an administrator consider when planning to revert Panorama to a pre-PAN-OS 8.1 version?

A. An administrator must use the Expedition tool to adapt the configuration to the pre-PAN-OS 8.1 state.
B. Administrators need to manually update variable characters to those used in pre-PAN-OS 8.1.
C. When Panorama is reverted to an earlier PAN-OS release, variables used in templates or template stacks will be removed
automatically.
D. Panorama cannot be reverted to an earlier PAN-OS release if variables are used in templates or template stacks.

Answer: D

Explanation:
https://www.paloaltonetworks.com/documentation/81/pan-os/newfeaturesguide/upgrade-to-pan- os-81/upgradedowngrade-
considerations



NEW QUESTION # 155 
Review the screenshot of the Certificates page.
An administrator for a small LLC has created a series of certificates as shown, to use for a planned Decryption roll out. The
administrator has also installed the self-signed root certificate in all client systems.
When testing, they noticed that every time a user visited an SSL site, they received unsecured website warnings.
What is the cause of the unsecured website warnings?

A. The self-signed CA certificate has the same CN as the forward trust and untrust certificates.
B. The forward trust certificate has not been signed by the self-singed root CA certificate.
C. The forward trust certificate has not been installed in client systems.
D. The forward untrust certificate has not been signed by the self-singed root CA certificate.

Answer: B

Explanation:
The cause of the unsecured website warnings is that the forward trust certificate has not been signed by the self-signed root CA
certificate. The forward trust certificate is used by the firewall to generate a copy of the server certificate for outbound SSL
decryption (SSL Forward Proxy). The firewall signs the copy with the forward trust certificate and presents it to the client. The client
then verifies the signature using the public key of the CA that issued the forward trust certificate. If the client does not trust the CA, it
will display a warning message. Therefore, the forward trust certificate must be signed by a CA that is trusted by the client. In this
case, the administrator has installed the self-signed root CA certificate in all client systems, so this CA should be used to sign the
forward trust certificate. However, as shown in the screenshot, the forward trust certificate has a different issuer than the self-signed
root CA certificate, which means it has not been signed by it. This causes the client to reject the signature and show a warning
message. To fix this issue, the administrator should generate a new forward trust certificate and sign it with the self-signed root CA
certificate12. References: Keys and Certificates for Decryption Policies, How to Configure SSL Decryption
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