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Ping Identity Certified Professional - PingAccess Sample Questions (Q26-
Q31):
NEW QUESTION # 26 
Where in the administrative console should an administrator make user attributes available as HTTP request headers?

A. HTTP Requests
B. Identity Mappings
C. Web Sessions
D. Site Authenticators

Answer: B

Explanation:
PingAccess usesIdentity Mappingsto take identity attributes provided by the authentication source (e.g., PingFederate, OpenID
Connect) and map them into HTTP request headers for back-end applications.
Exact Extract:
"An identity mapping allows you to map identity attributes from the user's session to HTTP headers, cookies, or query parameters
that are then forwarded to the target application."
* Option A (Site Authenticators)is incorrect because Site Authenticators configure how PingAccess communicates with applications
requiring authentication, not how attributes are inserted into headers.
* Option B (Identity Mappings)is correct - this is the feature designed specifically to expose user attributes to applications via HTTP
headers.
* Option C (Web Sessions)manages how sessions are stored and validated, but not the mapping of attributes into requests.
* Option D (HTTP Requests)refers to request/response processing rules, but attributes are not mapped here.
Reference:PingAccess Administration Guide -Identity Mapping

NEW QUESTION # 27 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. The resource requires no further authentication, and no rules will apply.
B. The resource requires no further authentication, and Identity Mappings still apply.
C. The resource requires no further authentication, and Processing rules still apply.
D. The resource requires no further authentication, and all Access Control rules still apply.
E. Requests to this resource are not logged, and Identity Mappings are applied.

Answer: B,C

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:
"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 28 
An internal audit reveals that an agent has been compromised. What action must be taken to re-secure the agent?
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A. Download and apply a newagent.propertiesfile
B. Select a new Agent Trusted Certificate
C. Change theagent.engine.configuration.shared.secretvalue in theagent.propertiesfile
D. Reinstall the agent

Answer: A

Explanation:
When a PingAccess agent is compromised, the secure approach is toinvalidate the existing credentials and issue a new configuration
filefrom the PingAccess Admin Console. This provides a freshagent.propertiesfile with new secrets, ensuring compromised keys
cannot be reused.
Exact Extract:
"If an agent is compromised, revoke and regenerate the agent configuration by downloading a newagent.
propertiesfile from the administrative console."
* Option Ais incorrect - manually changing the secret in the file does not propagate it to PingAccess.
* Option Bis incorrect - trusted certificates are not tied to agent authentication.
* Option Cis unnecessary - reinstalling the agent does not reset credentials.
* Option Dis correct - downloading a newagent.propertiesfile re-secures the agent.
Reference:PingAccess Administration Guide -Agent Management

NEW QUESTION # 29 
An administrator is integrating a new PingAccess Proxied Application. The application will temporarily need a self-signed certificate
during the POC/demo phase. PingAccess is terminating SSL and is responsible for loading the SSL certificate for the application.
What initial action must the administrator take in PingAccess in this situation?

A. Go to the Key Pairs section and create a new certificate
B. Go to the Certificates section and create a new certificate
C. Go to the Key Pairs section and import the PKCS#12 file provided by the customer's internal Certificate Authority
D. Go to the Key Pairs section and import the PKCS#12 file provided by the publicly trusted Certificate Authority

Answer: A

Explanation:
For SSL termination, PingAccess requires aKey Pair(certificate + private key). During a POC/demo, when a self-signed certificateis
used, the administrator can create it directly in theKey Pairssection of the console.
Exact Extract:
"Use the Key Pairs section to create self-signed certificates for testing or proof-of-concept deployments. For production, import a
PKCS#12 file containing a certificate chain and private key."
* Option Ais incorrect - Certificates store trust anchors (CAs), not SSL termination certs.
* Option Bis incorrect - an internal CA-signed cert requires PKCS#12 import, not self-signed creation.
* Option Cis incorrect - a publicly trusted CA is not used for a demo phase.
* Option Dis correct - creating a new certificate in Key Pairs generates a self-signed cert suitable for demos.
Reference:PingAccess Administration Guide -Key Pairs and Certificates

NEW QUESTION # 30 
An administrator needs to configure a signed JWT identity mapping for an application that expects to be able to validate the
signature. Which endpoint does the application need to access to validate the signature?

A. /pa-admin-api/v3/authTokenManagement
B. /pa-admin-api/v3/identityMappinga/descriptora/jwtidentitymapping
C. /pa/authtoken/JWKS
D. /pa/aidc/cb

Answer: C

Explanation:
Applications consuming signed JWTs need theJSON Web Key Set (JWKS)endpoint to retrieve the public keys used for validating
JWT signatures. PingAccess exposes this at/pa/authtoken/JWKS.
Exact Extract:



"When using JWT identity mapping, applications can obtain the signing keys from the/pa/authtoken
/JWKSendpoint to validate the JWT signature."
* Option Ais correct -/pa/authtoken/JWKSprovides the key set for signature validation.
* Option Bis incorrect - that's an administrative API for configuring identity mappings, not a runtime validation endpoint.
* Option Cis incorrect -/pa/aidc/cbis the OIDC callback endpoint.
* Option Dis incorrect -/pa-admin-api/v3/authTokenManagementis for admin token management, not JWT validation.
Reference:PingAccess Administration Guide -JWT Identity Mapping
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