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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q463-Q468):

NEW QUESTION # 463

A company has an Amazon Route 53 private hosted zone in its AWS account. The private hosted zone is connected to the
company's on-premises data center by an AWS Direct Connect connection. Virtual machines (VMs) in the on-premises data center
need to resolve DNS queries that exist in the private hosted zone.

What is the MOST operationally efficient solution that meets this requirement?

e A Create a Route 53 inbound resolver.
Configure the on-premises VM to use the inbound resolver.
¢ B. Configure a Route 53 public hosted zone.
Create an NS record for the private hosted zone.
Query the public hosted zone from the on-premises VM.
e C. Create a Route 53 outbound resolver.
Configure the on-premises VM to use the outbound resolver.
¢ D. Configure the security group on the Route 53 private hosted zone by adding an inbound rule for the on-premises CIDR

range.
Answer: B

Explanation:
httpsz/aws.amazon.com/blogs/security/how- to-centralize-dns-management- in-a-multi-account- environment/

NEW QUESTION # 464

A company is creating a new multi-account architecture. A Sysops administrator must implement a login solution to centrally manage
user access and permissions across all AWS accounts. The solution must be integrated with AWS Organizations and must be
connected to a third-party Security Assertion Markup Language (SAML) 2.0 identity provider (IdP).

What should the SysOps administrator do to meet these requirements?

e A. Enable and configare AWS Single Sign-On with the third-party IdP.

¢ B. Federate the third-party IdP with AWS Identity and Access Management (IAM) for each AWS account in the
organization.

e C. Integrate the third-party IdP directly with AWS Organizations.

¢ D. Configure an Amazon Cognito user pool. Integrate the user pool with the third-party IdP.

Answer: A

Explanation:

AWS Single Sign-On (AWS SSO) provides a centralized interface to manage SSO access to multiple AWS accounts and business
applications. AWS SSO integrates with AWS Organizations and supports SAML 2.0 identity providers, making it an ideal solution
for centrally managing user access and permissions across multiple AWS accounts.

* AWS Single Sign-On (AWS SSO):

* AWS SSO allows you to manage SSO access and user permissions to all of your AWS accounts and applications.

* It integrates seamlessly with AWS Organizations.

* Integration with SAML 2.0 IdP:

* AWS SSO supports integration with third-party SAML 2.0 identity providers.

* This allows centralized management of user identities and access.

* Steps to Implement:

* Enable AWS SSO in your AWS Organizations management account.

* Configuare AWS SSO to connect with your third-party SAML 2.0 IdP.

* Assign user permissions and roles for each AWS account through AWS SSO.

AWS Single Sign-On

Integrating AWS SSO with SAML 2.0 Identity Providers


https://www.examsreviews.com/SOA-C02-pass4sure-exam-review.html

NEW QUESTION # 465

A SysOps administrator is setting up a fleet of Amazon EC2 instances in an Auto Scaling group for an application. The fleet should
have 50% CPU available at all times to accommodate bursts of traffic. The load will increase significantly between the hours of
09:00 and 17:00, 7 days a week.

How should the SysOps administrator configure the scaling of the EC2 instances to meet these requirements?

e A Set the Auto Scaling group to start with 2 instances by setting the desired instances maximum instances, and mnimum
instances to 2. Create a scheduled scaling policy that ensures that the fleet is available at 09:00.

¢ B. Create a target tracking scaling policy that runs when the CPU utilization is higher than 90%.

¢ C. Create a target tracking scaling policy that runs when the CPU utilization is higher than 50%.
Create a scheduled scaling policy that ensures that the fleet is available at 09:00.
Create a second scheduled scaling policy that scales in the fleet at 17:00

¢ D. Create a scheduled scaling policy that ensures that the fleet is available at 09.00.Create a second scheduled scaling policy
that scales in the fleet at 17:00.

Answer: C

Explanation:

A target tracking scaling policy that mamtains a 50% CPU threshold ensures that the fleet automatically adjusts its capacity based on
actual load, keeping sufficient available CPU. Adding scheduled scaling policies to proactively scale out at 09:00 and scale in at
17:00 ensures that the fleet is appropriately sized before and after the predictable period of high load, thereby meeting the
requirement to always have 50% CPU available for handling bursts.

NEW QUESTION # 466

A company's SysOps administrator needs to change the AWS Support plan for one of the company's AWS accounts. The account
has multi-factor authentication (MFA) activated, and the MFA device is lost.

What should the SysOps administrator do to sign in?

e A Signinas an 1AM user with administrator permissions. Resynchronize the MFA token by using the
1AM console.
e B. Signin as an 1 AM user with administrator permissions. Reset the MFA device for the root user by adding a new device.
e C. Use the forgot-password process to verify the email address. Set up a new password and MFA device.
e D. Signinas a root user by using email and phone verification. Set up a new MFA device. Change the root user password.

Answer: D

Explanation:

Ifthe MFA device for the root user is lost, you can regain access to the AWS account by using email and phone verification. AWS
Support provides a process to recover root account access.

* Recover Root Account Access:

* Go to the AWS sign-in page and choose Root user.

* Enter the root user email address.

* On the MFA prompt page, choose Troubleshoot MFA.

* Follow the prompts for email and phone verification to verify your identity.

* Set Up a New MFA Device:

* Once you regain access, navigate to the JAM console at IAM Console.

* Go to the Users section and select the root user.

* Set up a new MFA device.

* Change the Root User Password:

* It is recommended to change the root user password after recovering access for security reasons.
References:

* Enabling and Managing Virtual MFA Devices (AWS Management Console)

* Troubleshooting Multi-Factor Authentication

NEW QUESTION # 467
A company has a simple web application that runs on a set of Amazon EC2 instances behind an Elastic Load Balancer in the eu-
west-2 Region. Amazon Route 53 holds a DNS record for the application with a simple touting policy. Users fromall over the world



access the application through their web browsers.

The company needs to create additional copies of the application in the us-east-1 Region and in the ap-south-1 Region. The
company must direct users to the Region that provides the fastest response times when the users load the application.

‘What should a SysOps administrator do to meet these requirements?

¢ A Ineach new Region, create a new Elastic Load Balancer and a new set of EC2 Instances to run a copy of the application.
Transition to a geolocation routing policy.

¢ B. In each new Region, create a new Elastic Load Balancer and a new set of EC2 instances to run a copy of the application.
Transition to a latency routing policy.

¢ C. Ineach new Region, create a copy of the application on new EC2 instances. Add these new EC2 instances to the Elastic
Load Balancer in eu-west-2. Transition to a multivalue routing policy.

¢ D. In each new Region, create a copy of the application on new EC2 instances. Add these new EC2 instances to the Elastic
Load Balancer in eu-west-2. Transition to a latency routing policy.

Answer: B

Explanation:

To direct users to the region that provides the fastest response times, transitioning to a latency routing policy in Amazon Route 53 is
the best solution.

Latency-Based Routing:

Latency-based routing allows you to route your traffic to the AWS region that provides the lowest latency.

Implementation:

In each new region (us-east-1 and ap-south-1), create a new Elastic Load Balancer and a new set of EC2 instances to run a copy
of the application.

Open the Route 53 console.

Select the hosted zone and choose "Create Record Set."

Create latency-based records pointing to the load balancers in each region.

Reference:

Amazon Route 53 Latency-Based Routing

NEW QUESTION # 468
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