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Microsoft Identity and Access Administrator Sample Questions (Q28-Q33):

NEW QUESTION # 28
You implement the planned changes for SSPR.
‘What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Number of authentication mathods required: | ¥

Authentication methods that can be used: | __J -

Microsoft

Answer:

Explanation:
See the answer below in explanation.
Explanation:
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Answer is

e {“Microsoft
Number of authentication methods recuifed: 2 g 1
Authentication methods that can be lss I_E-lu_l' and phone only et
NEW QUESTION # 29

Your company has a Microsoft 365 tenant.
All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD) tenant.
The company subscribes to a third-party cloud service named Servicel. Servicel supports Azire AD authentication and
authorization based on OAuth. Servicel is published to the Azure AD gallery.
Youneed to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The
solution must ensure that the users can access Servicel only from Azure AD-joined computers. The solution must minimize
administrative effort.
What should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Ensure that the users can connect to Service1

without being prompted for authentication: b
An app registration in Azure AD
Azure AD Application Proxy
An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Servicel only
from the Azure AD-joined computers: v

Azure AD Application Proxy

A compliance policy

A conditional access policy

AnQAwpoiyS O 1 T

Answer:
Explanation:

Ensure that the users can connect to Service1
without being prompted for authentication:

An app regist@n Azure AD
ion Proxy

ise application in Azure AD
aged identity in Azure AD

Ensure that the users can access Service1
from the Azure AD-join (&

e Azure AD Applicatio
( e A compliance policy
& A conditional access policy |
An OAuth policy

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

NEW QUESTION # 30
You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory



(Azre AD) are configured as shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview) (O

Learn more
(O Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (O
No )

Members can invite (0

uests can invite @

Email One-Time Passcode for guests @
Learn more
Yes No

Enable guestself-servicesign up via user flows (Preview) @
Learn more
9 Yes No )

Collaboration restrictions

(®) Allow invitations to be sent to any domain (most inclusive)

O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

A user named bsmith@fabrikam com shares a Microsoft SharePoint Online document library to the users shown in the following
table.

Email Description
Useri@contoso.com A guest'user in fabrikam.com
A user who has never accessed

UserZ2@outiook.com

Which users will be emailed a passcode?

e A. Userl, User2, and User3
e B. User2 only

e C. Userl and User2 only

e D. Userl only

Answer: B
Explanation:

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/external-identities/one- time-passcode



NEW QUESTION # 31

Hotspot Question

You have an Azure subscription named Sub] that contains an Azure key vault named Vaultl and an Azure Automation account
named Automationl.

You need to ensure that Automation] can access Vaultl. The solution must meet the following requirements:

- Ensure that if Automation] is deleted, the permissions granted for

Vaultl will be removed automatically.

- Ensure that runbooks created in Autormation! can read secret values

stored in Vault1.

- Follow the principle of least privilege.

‘What should you configure for Automationl, and which built-in role should Automation] use to access Vaultl? To answer, select
the appropriate options in the answer area.

NOTE: Each correct answer is worth one point.
ANSWeEr Area

“or Automation1, configure: v

A service account

A system-assigned managed identity
A user-assigned managed identity
An app registration

An enterprise application

Role: | | v

Key Vault Crypto Officer
Key Vault Crypto User
Key Vault Reader

Key Vault Secrets Officer
Kev Vault Secrets User

Answer:
Explanation:

Answer Area

For Automationi, configure: B 4

A service account

A system-assigned managed identity
A user-assigned managed identity
An app registration

An enterprise application

Key Vault Crypto Officer
Key Vault Crypto User
Key Vault Reader

Key Vault Secrets Officer

Key Mauk Secrets User_ ¢4

Explanation:

Box 1: A systemr-assigned managed identity

Ensure that if Automationl is deleted, the permissions granted for Vaultl will be removed automatically When an Azure resource
with a system-assigned managed identity is deleted, the managed identity is also automatically deleted. This ensures that the identity
is not orphaned and that the resource is no longer able to use it. The deletion is tied directly to the lifecycle of the resource, meaning
if the resource is gone, so is the associated managed identity.

Box 2: Key Vault Secrets User

Ensure that runbooks created in Autormationl can read secret values stored in Vault1.



To read Azure Key Vault secrets, you'll need to assign the Key Vault Secrets User role. This role grants the necessary permissions

to access and use the secrets stored in Key Vault. The Key Vault Reader role also allows users to read metadata of Key Vaults, but

not the secret contents thenselves.

* Key Vault Secrets User

Read secret contents including secret portion of a certificate with private key. Only works for key vaults that use the 'Azure role-
based access control' permission model.

Reference:

httpsz/lear.microsoft.com/en-us/entra/identity/managed- identities-azure-resources/overview
httpsy/leam.microsoft.com/en-us/azure/key-vault/general/tbac-guid

NEW QUESTION # 32
You have an Azure subscription that contains the resources shown in the following table.
Name Type Description

Userl User None

P0SER 1} psee oot None
@au!lt Azure Key Vaylt 1, GAntains’a secret named Secretl

Vault2 | Azyrg.KeyWadit™| Contains a secret named Secret?
Secret1 | Secet Stored in Vault1

Secret2 | Secret Stored in Vault2

The subscription uses Privileged Identity Management (PIM).

You need to configure the following access controls by using PIM:

* Ensure that Userl can read and update Secretl.

* Ensure that User2 can read the contents of the secrets stored in Vault2.

The solution must follow the principle of least privilege.

‘Which authorization method should you use for each user? To answer, drag the appropriate authorization methods to the correct
users. Each authorization method may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.

== Mic

I The Key Vault Secrets Officer RBAC role

it The Key Vault Reader RBAC role

it The Key Vault Secrets User RBAC role

it The LIST Secret Permissions Access Policy permission

i3 The SET Secret Permissions Afcess Policy permission

Authonzation methods Answer Area

" i The GET Secret Permissions Access Policy permission User1: 38l TRe Key Vault Secrets Officer RBAC rol

2 The Key Vault Secrets Officer RBAC role

User2: || i The Key Vault Secrets User RBAC role

i The Key Vault Reader RBAC role

& Microsoft

it The Key Vault Secrets User RBAC role

...3.

" it The LIST Secret Permissions Access PoligFpeffmission
—_

i The SET Secret Permissions Aggess, Poficy permission




NEW QUESTION # 33
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