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Microsoft Identity and Access Administrator Sample Questions (Q28-Q33):
NEW QUESTION # 28 
You implement the planned changes for SSPR.
What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
See the answer below in explanation.
Explanation:
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Answer is

NEW QUESTION # 29 
Your company has a Microsoft 365 tenant.
All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD) tenant.
The company subscribes to a third-party cloud service named Service1. Service1 supports Azure AD authentication and
authorization based on OAuth. Service1 is published to the Azure AD gallery.
You need to recommend a solution to ensure that the users can connect to Service1 without being prompted for authentication. The
solution must ensure that the users can access Service1 only from Azure AD-joined computers. The solution must minimize
administrative effort.
What should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

NEW QUESTION # 30 
You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory



(Azure AD) are configured as shown in the exhibit. (Click the Exhibit tab.)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following
table.

Which users will be emailed a passcode?

A. User1, User2, and User3
B. User2 only
C. User1 and User2 only
D. User1 only

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode



NEW QUESTION # 31 
Hotspot Question
You have an Azure subscription named Sub1 that contains an Azure key vault named Vault1 and an Azure Automation account
named Automation1.
You need to ensure that Automation1 can access Vault1. The solution must meet the following requirements:
- Ensure that if Automation1 is deleted, the permissions granted for
Vault1 will be removed automatically.
- Ensure that runbooks created in Automation1 can read secret values
stored in Vault1.
- Follow the principle of least privilege.
What should you configure for Automation1, and which built-in role should Automation1 use to access Vault1? To answer, select
the appropriate options in the answer area.
NOTE: Each correct answer is worth one point.

Answer:

Explanation:

Explanation:
Box 1: A system-assigned managed identity
Ensure that if Automation1 is deleted, the permissions granted for Vault1 will be removed automatically When an Azure resource
with a system-assigned managed identity is deleted, the managed identity is also automatically deleted. This ensures that the identity
is not orphaned and that the resource is no longer able to use it. The deletion is tied directly to the lifecycle of the resource, meaning
if the resource is gone, so is the associated managed identity.
Box 2: Key Vault Secrets User
Ensure that runbooks created in Automation1 can read secret values stored in Vault1.



To read Azure Key Vault secrets, you'll need to assign the Key Vault Secrets User role. This role grants the necessary permissions
to access and use the secrets stored in Key Vault. The Key Vault Reader role also allows users to read metadata of Key Vaults, but
not the secret contents themselves.
* Key Vault Secrets User
Read secret contents including secret portion of a certificate with private key. Only works for key vaults that use the 'Azure role-
based access control' permission model.
Reference:
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/overview
https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-guid

NEW QUESTION # 32 
You have an Azure subscription that contains the resources shown in the following table.

The subscription uses Privileged Identity Management (PIM).
You need to configure the following access controls by using PIM:
* Ensure that User1 can read and update Secret1.
* Ensure that User2 can read the contents of the secrets stored in Vault2.
The solution must follow the principle of least privilege.
Which authorization method should you use for each user? To answer, drag the appropriate authorization methods to the correct
users. Each authorization method may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 33
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