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CompTIA Linux+ Certification Exam Sample Questions (Q431-Q436):

NEW QUESTION # 431
A systers administrator is investigating a service that is not starting up. Given the following information:

t@localhos J]¥ systemctl status neffwork

netviork. :

Which of the following systemd commands should the administrator use in order to obtain more details about the failing service?

e A sysctl -a network
e B. systemctl info network
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¢ C. journalctl -xu network
e D. systemctl analyze network

Answer: C

Explanation:

Explanation

The systemd is a system and service manager for Linux systems that provides a standard way to control and monitor system
services. The systemd uses various commandsand tools to manage and troubleshoot system services, such as systemctl, sysctl, and
journaletl. The systemctl command is used to start, stop, enable, disable, restart, reload, status, and list system services. The sysctl
command is used to configure kernel parameters at runtime. The journalctl command is used to view and filter the logs of system
services.

To investigate a service that is not starting up, the administrator can use the journalctl command with the -xu option. The -x option
enables verbose output that includes explanatory text and priority information.

The -u option filters the output by a specific unit name, such as network.service. Therefore, the command journalct] -xu network will
show detailed logs of the network service, which can help identify the cause of the failure. The statement D is correct.

The statements A, B, and C are incorrect because they do not provide more details about the failing service.

The systemctl analyze network command does not exist. The systemctl info network command shows basic information about the
network unit, such as description, load state, active state, sub state, and main PID.

The sysctl -a network command shows all kernel parameters related to network settings. References: [How to Use Systemd to
Manage System Services]

NEW QUESTION # 432

Junior system admmistrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with
installing the Apache web server on the Linux server and resolving the issue that prevented the junior administrator from running
Apache.

INSTRUCTIONS

Install Apache and start the service. Verify that the Apache service is running with the defaults.

Typing "help" in the termmnal will show a list of relevant event commands.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.

CentOS Command Prompt

[root@centosT]#

Answer:

Explanation:
See the explanation below.



Explanation:

yum install httpd

systemctl --now enable httpd
systemct1 status httpd

netstat -tunlp | grep 80

pkill <processname>
systemct1 restart httpd
systemct1 status httpd

NEW QUESTION # 433

A systens administrator is receiving tickets from users who cannot reach the application app that should be listening on port
9443/tcp on a Linux server.

To troubleshoot the issue, the systems administrator runs netstat and receives the following output:

# netstat —anp | grep appd

grep '-w LISTEN
tcp 0 0 127.0.0.1:944%3106.0.0.0:*

LISTEN 1234/appd

Based on the information above, which of the following is causing the issue?

A. The application is listening on the loopback interface.
B. The IP address 0.0.0.0 is not valid.

C. The application is not running.

D. The application is listening on port 1234.

Answer: A

Explanation:

The server is in a "Listen” state on port 9943 using its loopback address. The "1234" is a process-id The cause of the issue is that
the application is listening on the loopback interface. The loopback interface is a virtual network interface that is used for internal
commumnication within the system. The loopback interface has the IP address 127.0.0.1, which is also known as localhost. The
netstat output shows that the application is listening on port 9443 using the IP address 127.0.0.1. This means that the application can
only accept connections fiom the same system, not from other systens on the network. This can prevent the users from reaching the
application and cause the issue. The administrator should configure the application to listen on the IP address 0.0.0.0, which means
all available interfaces, or on the specific IP address of the system that is reachable from the network. This will allow the application
to accept connections from other systems and resolve the issue. The cause of the issue is that the application is listening on the
loopback interface. This is the correct answer to the question. The other options are incorrect because they are not supported by the
outputs. The IP address 0.0.0.0 is valid and means all interfaces, the application is not listening on port 1234, and the application is
running as shown by the process ID 1234. References: CompTIA Linux+ (XK 0-005) Certification Study Guide, Chapter 12:
Managing Network Connections, page 383.

NEW QUESTION # 434
A systens administrator detected corruption in the /data filesystem Given the following output:



root@localhost ~]# lsblk_—ﬁf;fu”"w'{”ﬂ

NAME FSTYPE lEABEL/UUID MOUNTPOINT
sda
f-sdal f 4E7D-9539 /boot/efi
68442caf-473d-
f-sda2 448e-aee5- /boot
561aB82297314

19f06d4ed-T7c51-
F—sda3 4b02-8219=
@8362a3cdbec
25d%cada-4289-
F—sda4 ®fs 4def-9202-
cabllaffbed3
£1435ee9-855d-
f—sdas fs 4de9-9c67- /home
3%aeb7£f3edbb

sdc

G2435ff9-745e-
Fsdcl % 4£g9-9c67-
3%aebT7f3exfh

‘Which of'the following commands can the administrator use to best address this issue?

e A umount /data
ck /dev/ sdcl
mount / data

e B. umount /data
pvs /dev/sdcl
mount /data

e C. umount /data
xfS repair /dev/ sdcl
mount /data

e D. umount /data
mkfS . x5 /dev/sclcl
mount /data

Answer: C

Explanation:

Explanation

The xf8 repair command is used to check and repair an XFS filesysterm, which is the type of filesystem used for the /data partition, as
shown in the output. The administrator needs to unmount the /data partition before running the xfs repair command on it, and then
mount it back after the repair is done. For exanple: umount

/data; xfS_repair /dev/sdcl; mount /data. The mkfs.xfs command is used to create a new XFS filesystem, which would erase all the
data on the partition. The fsck command is used to check and repair other types of filesystens, such as ext4, but not XFS. The pvs
command is used to display information about physical volumes in a logical volume manager (LVM) setup, which is not relevant for
this issue.

NEW QUESTION # 435
A systenms administrator is encountering performance issues. The administrator runs 3 commands with the following output

The Linux server has the following system properties
CPU: 4 vCPU
Menory: 50GB



Which of'the following accurately describes this situation?

A. The system s under CPU pressure and will require additional vCPUs
B. The system has been running for over a year and requires a reboot.
C. The system requires more memory

D. Too many users are currently logged in to the system

Answer: A

Explanation:

Based on the output of the image sent by the user, the system is under CPU pressure and will require additional vCPUs. The output
shows that there are four processes running upload.sh scripts that are consumng a high percentage of CPU time (99.7%, 99.6%,
99.5%, and 99.4%y). The output also shows that the system has only 4 vCPUs, which means that each process is using almost one
entire vCPU. This indicates that the system is struggling to handle the CPU load and may experience performance issues or
slowdowns.

Adding more vCPUs to the system would help to alleviate the CPU pressure and improve the system performance. The system has
not been running for over a year, as the uptime command shows that it has been up for only 1 day, 2 hours, and 13 minutes. The
number of users logged in to the system is not relevant to the performance issue, as they are not consuming significant CPU
resources. The system does not require more memory, as the free command shows that it has plenty of available memory (49 GB
total, 48 GB free). References: CompTIA Linux+ (XK 0-005) Certification Study Guide, Chapter 15: Managing Memory and
Process Execution, pages 468-469.

NEW QUESTION # 436
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