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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q29-Q34):
NEW QUESTION # 29 
Which of the following port scanning techniques involves resetting the TCP connection between client and server abruptly before
completion of the three-way handshake signals, making the connection half-open?

A. Xmas scan
B. Full connect scan
C. Stealth scan
D. Null scan

Answer: C

Explanation:
The port scanning technique that involves resetting the TCP connection between the client and server abruptly before the completion
of the three-way handshake, thereby leaving the connection half-open, is known as a Stealth scan (also referred to as a SYN scan).
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This technique allows the scanner to inquire about the status of a port without establishing a full TCP connection, making the scan
less detectible to intrusion detection systems and less likely to be logged by the target. It's a method used to discreetly discover open
ports on a target machine without establishing a full connection that would be visible in logs.
References:ECIH v3 certification materials often cover different types of network scanning techniques, including Stealth scans,
explaining their methodologies, purposes, and how they can be detected or mitigated.

NEW QUESTION # 30 
QualTech Solutions is a leading security services enterprise. Dickson, who works as an incident responder with this firm, is
performing a vulnerability assessment to identify the security problems in the network by using automated tools for identifying the
hosts, services, and vulnerabilities in the enterprise network. In the above scenario, which of the following types of vulnerability
assessment is Dickson performing?

A. External assessment
B. Active assessment
C. Passive assessment
D. Internal assessment

Answer: B

Explanation:
In the scenario described, Dickson is performing an active assessment. This type of vulnerability assessment involves using
automated tools to actively scan and probe the network for identifying hosts, services, and vulnerabilities. Unlike passive
assessments, which rely on monitoring network traffic without direct interaction with the targets, active assessments engage directly
with the network infrastructure to discover vulnerabilities, misconfigurations, and other security issues by sending data to systems and
analyzing the responses. This approach provides a more immediate and detailed view of the security posture but can also generate
detectable traffic that might be noticed by defensive systems or affect the performance of live systems.
References:The ECIH v3 curriculum by EC-Council includes discussions on various methods of conducting vulnerability
assessments, highlighting the differences between active and passive techniques, as well as the contexts in which each is most
appropriately used.

NEW QUESTION # 31 
Which of the following is NOT a network forensic tool?

A. Tcpdump
B. Advanced NTFS Journaling Parser
C. Wire shark
D. Caps a Network Analyzer

Answer: B

NEW QUESTION # 32 
Which of the following techniques helps incident handlers detect man-in-the-middle attacks by finding the new APs and trying to
connect an already established channel, even if the spoofed AP consists of similar IP and MAC addresses as the original AP?

A. General wireless traffic monitoring
B. Network traffic monitoring
C. Wireless client monitoring
D. Access point monitoring

Answer: D

NEW QUESTION # 33 
Which of the following is a term that describes the combination of strategies and services intended to restore data, applications, and
other resources to the public cloud or dedicated service providers?

A. Analysis



B. Cloud recovery
C. Mitigation
D. Eradication

Answer: B

Explanation:
The term that describes the combination of strategies and services intended to restore data, applications, and other resources to the
public cloud or dedicated service providers is "Cloud recovery." This term encompasses disaster recovery efforts focused on
ensuring that an organization's digital assets can be quickly and effectively restored or moved to cloud environments in the event of
data loss, system failure, or a disaster.
Cloud recovery strategies are part of a broader disaster recovery and business continuity planning, ensuring minimal downtime and
data loss by leveraging cloud computing's scalability and flexibility. Mitigation, analysis, and eradication are terms associated with
other aspects of incident response and risk management, not specifically with the restoration of resources to cloud environments.
References:The Incident Handler (ECIH v3) curriculum includes discussions on disaster recovery and business continuity planning,
highlighting cloud recovery as a vital component of ensuring organizational resilience against disruptions.

NEW QUESTION # 34
......
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