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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q375-Q380):
NEW QUESTION # 375 
A company needs to store data in Amazon S3 and must prevent the data from being changed. The company wants new objects that
are uploaded to Amazon S3 to remain unchangeable for a nonspecific amount of time until the company decides to modify the
objects. Only specific users in the company's AWS account can have the ability to delete the objects. What should a solutions
architect do to meet these requirements?

A. Create an S3 Glacier vault Apply a write-once, read-many (WORM) vault lock policy to the objects
B. Create an S3 bucket Use AWS CloudTrail to (rack any S3 API events that modify the objects Upon notification, restore
the modified objects from any backup versions that the company has
C. Create an S3 bucket with S3 Object Lock enabled Enable versioning Add a legal hold to the objects Add the s3
PutObjectLegalHold permission to the IAM policies of users who need to delete the objects
D. Create an S3 bucket with S3 Object Lock enabled Enable versioning Set a retention period of 100 years Use governance
mode as the S3 bucket's default retention mode for new objects

Answer: C

Explanation:
Explanation
"The Object Lock legal hold operation enables you to place a legal hold on an object version. Like setting a retention period, a legal
hold prevents an object version from being overwritten or deleted. However, a legal hold doesn't have an associated retention
period and remains in effect until removed."
https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops-legal-hold.html

NEW QUESTION # 376 
A company uses AWS Organizations to manage multiple AWS accounts for different departments. The management account has an
Amazon S3 bucket that contains project reports. The company wants to limit access to this S3 bucket to only users of accounts
within the organization in AWS Organizations.
Which solution meets these requirements with the LEAST amount of operational overhead?

A. Tag each user that needs access to the S3 bucket. Add the aws:PrincipalTag global condition key to the S3 bucket policy.
B. Use AWS CloudTrail to monitor the CreateAccount, InviteAccountToOrganization, LeaveOrganization, and
RemoveAccountFromOrganization events. Update the S3 bucket policy accordingly.
C. Add the aws:PrincipalOrgID global condition key with a reference to the organization ID to the S3 bucket policy.
D. Create an organizational unit (OU) for each department. Add the aws:PrincipalOrgPaths global condition key to the S3
bucket policy.

Answer: C

Explanation:
https://aws.amazon.com/blogs/security/control-access-to-aws-resources-by-using-the-aws-organization-of-iam-principals/ The
aws:PrincipalOrgID global key provides an alternative to listing all the account IDs for all AWS accounts in an organization. For
example, the following Amazon S3 bucket policy allows members of any account in the XXX organization to add an object into the
examtopics bucket.
{"Version": "2020-09-10",
"Statement": {
"Sid": "AllowPutObject",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::examtopics/*",
"Condition": {"StringEquals":
{"aws:PrincipalOrgID":["XXX"]}}}}
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

NEW QUESTION # 377 



A company wants to run big data workloads on Amazon EMR. The workloads need to process terabytes of data in memory.
A solutions architect needs to identify the appropriate EMR cluster instance configuration for the workloads.
Which solution will meet these requirements?

A. Use a general purpose instance for the primary node. Use memory optimized instances for core nodes and task nodes.
B. Use a memory optimized instance for the primary node. Use storage optimized instances for core nodes and task nodes.
C. Use general purpose instances for the primary, core, and task nodes.
D. Use a storage optimized instance for the primary node. Use compute optimized instances for core nodes and task nodes.

Answer: A

Explanation:
Big data workloads that need to process terabytes of data in memory requirememory-optimized instancesfor the core and task
nodes to ensure sufficient memory for processing data efficiently.
Primary Node:Ageneral purpose instanceis suitable because it manages cluster operations, including coordination and monitoring,
and does not process data directly.
Core and Task Nodes:These nodes handle data storage and processing.Memory-optimized instancesare ideal because they provide
high memory-to-CPU ratios, which is critical for in-memory big data workloads.
Why Other Options Are Incorrect:
Option A:Storage optimized and compute optimized instances are not suitable for workloads that rely heavily on in-memory
processing.
Option B:A memory-optimized primary node is unnecessary because the primary node does not process data.
Option D:General purpose instances for all nodes will not provide sufficient memory for processing terabytes of data in memory.
AWS Documentation Reference:
Amazon EMR Instance Types
Memory-Optimized Instances

NEW QUESTION # 378 
A company has a payroll application that runs in the AWS Cloud. The application uses an Amazon Aurora MySQL database cluster
for data storage.
The company's auditing team needs to review the last 90 days of payroll data. A solutions architect needs to design a solution to
provide the auditing team access to the payroll data.
Which solution will meet these requirements with the MOST operational efficiency?

A. Create daily manual backups of the Aurora cluster for the last 90 days. Restore the databases by using the backups.
Delete the older backup files by using scripted CLI calls.
B. Create a backup plan by using AWS Backup with point-in-time recovery. Restore the database by using the backups from
the backup vault.
C. Create a backup plan by using AWS Backup with the daily backup option. Set the retention to 90 days.
Restore the database by using the backups from the backup vault.
D. Use Aurora automated backups. Restore the database by using point-in-time recovery.

Answer: C

Explanation:
AWS Backup provides a centralized, fully managed solution to automate and manage backups for a wide range of AWS resources,
including Aurora databases. Configuring a backup plan with daily backups and a 90- day retention policy ensures operational
efficiency and simplicity for compliance purposes.
Option A:Aurora automated backups support point-in-time recovery but do not provide the operational efficiency of a centralized
backup management system like AWS Backup.
Option B:AWS Backup with point-in-time recovery is a valid solution but does not specify daily backups with retention, which is the
most operationally efficient approach.
Option C:Manual backups require significant operational overhead to create and delete backups regularly, which is not efficient.
Option D:Using AWS Backup with a daily backup plan and 90-day retention provides an automated and efficient solution.
AWS Documentation References:
AWS Backup Overview
Backing Up Aurora Databases

NEW QUESTION # 379 



A company's web application that is hosted in the AWS Cloud recently increased in popularity. The web application currently exists
on a single Amazon EC2 instance in a single public subnet. The web application has not been able to meet the demand of the
increased web traffic.
The company needs a solution that will provide high availability and scalability to meet the increased user demand without rewriting
the web application.
Which combination of steps will meet these requirements? (Select TWO.)

A. Configure Amazon EC2 Auto Scaling with multiple Availability Zones in private subnets.
B. Replace the EC2 instance with a larger compute optimized instance.
C. Configure an Application Load Balancer in a public subnet to distribute web traffic
D. Replace the EC2 instance with a larger memory optimized instance.
E. Configure a NAT gateway in a public subnet to handle web requests.

Answer: A,C

Explanation:
These two steps will meet the requirements because they will provide high availability and scalability for the web application without
rewriting it. Amazon EC2 Auto Scaling allows you to automatically adjust the number of EC2 instances in response to changes in
demand. By configuring Auto Scaling with multiple Availability Zones in private subnets, you can ensure that your web application is
distributed across isolated and fault-tolerant locations, and that your instances are not directly exposed to the internet. An
Application Load Balancer operates at the application layer and distributes incoming web traffic across multiple targets, such as EC2
instances, containers, or Lambda functions. By configuring an Application Load Balancer in a public subnet, you can enable your
web application to handle requests from the internet and route them to the appropriate targets in the private subnets.
Reference:
What is Amazon EC2 Auto Scaling?
What is an Application Load Balancer?

NEW QUESTION # 380
......
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