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Amazon SAA-CO03 Exam s a highly sought-after certification for IT professionals looking to validate their expertise in AWS
architecture and design. SAA-CO03 exam covers a broad range of topics, including AWS core services, security, database, and
networking, and is updated regularly to reflect the latest AWS services and features. Candidates who pass the exam demonstrate
their ability to design and deploy scalable, highly available, and fault-tolerant systems on AWS, making them highly valuable to

employers globally.

Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q197-Q202):

NEW QUESTION # 197

A company uses Amazon EC2 instances and Amazon Elastic Block Store (Amazon EBS) volumes to run an application. The
company creates one snapshot of each EBS volume every day to meet compliance requirements. The company wants to implement
an architecture that prevents the accidental deletion of EBS volume snapshots. The solution must not change the administrative rights
of the storage administrator user.

‘Which solution will meet these requirements with the LEAST administrative effort?

¢ A Create an 1 AM policy that denies snapshot deletion. Attach the policy to the storage administrator user.

¢ B. Lock the EBS snapshots to prevent deletion.

e C. Create an 1AM role that has permission to delete snapshots. Attach the role to a new EC2 instance. Use the AWS CLI
from the new EC2 nstance to delete snapshots.

e D. Add tags to the snapshots. Create retention rules in Recycle Bin for EBS snapshots that have the tags.

Answer: B

Explanation:

EBS snapshots are point-in-time backups of EBS volumes that can be used to restore data or create new volumes. EBS snapshots
can be locked to prevent accidental deletion using a feature called EBS Snapshot Lock. When a snapshot is locked, it cannot be
deleted by any user, including the root user, until it is unlocked.

The lock policy can also specify a retention period, after which the snapshot can be deleted. This solution will meet the requirements
with the least administrative effort, as it does not require any code development or policy changes.

References:

1 explains how to lock and unlock EBS snapshots using EBS Snapshot Lock.

2 describes the concept and benefits of EBS snapshots.

NEW QUESTION # 198

[Design Secure Architectures]

A company wants to use an AWS CloudFormatlon stack for its application in a test environment. The company stores the
CloudFormation template in an Amazon S3 bucket that blocks public access. The company wants to grant CloudFormation access
to the template in the S3 bucket based on specific user requests to create the test environment The solution must follow security best
practices.

Which solution will meet these requirements?

e A. Create an Amazon API Gateway REST API that has the S3 bucket as the target. Configure the CloudFormat10n stack to
use the API Gateway URL

¢ B. Allow public access to the template object in the S3 bucket. Block the public access after the test environment is created

e C. Create a presigned URL for the template object Configure the CloudFormation stack to use the presigned URL.

e D. Create a gateway VPC endpoint for Amazon S3. Configure the CloudFormation stack to use the S3 object URL

Answer: C

Explanation:

it allows CloudFormation to access the template in the S3 bucket without granting public access or creating additional resources. A
presigned URL is a URL that is signed with the access key of an JAM user or role that has permission to access the object. The
presigned URL can be used by anyone who receives it, but it expires after a specified time. By creating a presigned URL for the
template object and configuring the CloudFormation stack to use it, the company can grant CloudFormation access to the template
based on specific user requests and follow security best practices. Reference:

Using Amazon S3 Presigned URLs

Using Amazon S3 Buckets
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NEW QUESTION # 199

A company hosts its multi-tier applications on AWS. For compliance, governance, auditing, and security, the company must track
configuration changes on its AWS resources and record a history of API calls made to these resources.

‘What should a solutions architect do to meet these requirements?

A. Use AWS CloudTrail to track configuration changes and AWS Config to record API calls

B. Use AWS Config to track configuration changes and AWS CloudTrail to record API calls

C. Use AWS CloudTrail to track configuration changes and Amazon CloudWatch to record API calls
D. Use AWS Config to track configuration changes and Amazon CloudWatch to record API calls

Answer: B

NEW QUESTION # 200

A company runs a web application on Amazon EC2 instances in an Auto Scaling group that has a target group. The company
designed the application to work with session affinity (sticky sessions) for a better user experience.

The application must be available publicly over the internet as an endpoint. A WAF must be applied to the endpoint for additional
security. Session affinity (sticky sessions) must be configured on the endpoint.

A. Create a Gateway Load Balancer. Specify the application target group.

B. Create a public Application Load Balancer. Specify the application target group.
C. Create a web ACL in AWS WAF. Associate the web ACL with the endpoint.
D. Create a public Network Load Balancer. Specify the application target group.
E. Create a second target group. Add Elastic IP addresses to the EC2 mstances.

Answer: B,C

Explanation:

The Application Load Balancer (ALB) supports sticky sessions (session affinity) using application cookies.

AWS WAF mtegrates natively with ALB to provide Layer 7 protection at the same endpoint.

From AWS Documentation:

"You can enable sticky sessions for your Application Load Balancer target groups to ensure that a user’s requests are consistently
routed to the same target. AWS WAF integrates with Application Load Balancer to protect your web applications from common
exploits." (Source: Elastic Load Balancing User Guide & AWS WAF Developer Guide) Why C and E are correct:

* C: ALB operates at Layer 7 (HTTP/HTTPS), supports sticky sessions, and can serve as a public endpoint.

* E: AWS WAF can be directly associated with the ALB to inspect traffic and enforce rules. Together, they fulfill both the security
and session affinity requirements.

Why others are incorrect:

* A: Network Load Balancer doesn't support session affinity.

* B: Gateway Load Balancer is used for virtual appliances, not web applications.

* D: Using EIPs bypasses load balancing and WAF integration.

References:

Elastic Load Balancing User Guide - "Sticky Sessions for Application Load Balancers" AWS WAF Developer Guide - "Associating
a Web ACL with an ALB" AWS Well-Architected Framework - Security and Performance Pillars

NEW QUESTION # 201

A conpany needs to optimize its Amazon S3 storage costs for an application that generates many files that cannot be recreated
Each file is approximately 5 MB and is stored in Amazon S3 Standard storage.

The company nmust store the files for 4 years before the files can be deleted The files must be immediately accessible The files are
frequently accessed in the first 30 days of object creation, but they are rarely accessed after the first 30 days.

Which solution will meet these requirements MOST cost-effectively?

e A Create an S3 Lifecycle policy to move the files to S3 Standard-Infrequent Access (S3 Standard-IA) 30 days after object
creation Delete the files 4 years after object creation.

¢ B. Create an S3 Lifecycle policy to move the files to S3 One Zone-Infrequent Access (S3 One Zone-1A) 30 days after
object creation Delete the files 4 years after object creation.

e (. Create an S3 Lifecycle policy to move the files to S3 Standard-Infrequent Access (S3 Standard-1A) 30 days after object
creation. Move the files to S3 Glacier Flexible Retrieval 4 years after object creation.

e D. Create an S3 Lifecycle policy to move the files to S3 Glacier Instant Retrieval 30 days after object creation. Delete the
files 4 years after object creation.



Answer: A

Explanation:

Amazon S3 Standard-IA: This storage class is designed for data that is accessed less frequently but requires rapid access when
needed. It offers lower storage costs compared to S3 Standard while still providing high availability and durability.

Access Patterns: Since the files are frequently accessed in the first 30 days and rarely accessed afterward, transitioning themto S3
Standard-IA after 30 days aligns with their access patterns and reduces storage costs significantly.

Lifecycle Policy: Implementing a lifecycle policy to transition the files to S3 Standard-IA ensures automatic management of the data
lifecycle, moving files to a lower-cost storage class without manual intervention. Deleting the files after 4 years further optimizes costs
by removing data that is no longer needed.

Reference:

Amazon S3 Storage Classes

S3 Lifecycle Configuration

NEW QUESTION # 202
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