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18. Frage

Is this the recommended way to test lifecycle state transitions in IdentityNow?

Solution: Configure and enable lifecycle states. Find a test identity that is not in the target lifecycle state. Manually change the test
identity lifecycle state to the target state from the admin user interface Verify the results of the lifecycle slate in the identity's activity

page.

o A Yes
e B.No

Antwort: A

Begriindung;

Yes, this is the recommended way to test lifecycle state transitions in IdentityNow. To validate how lifecycle states finction,
administrators can manually set up and enable lifecycle states for testing purposes. By selecting a test identity that is not already in the
target state, manually transitioning that identity to the target state using the admin user interface provides a direct and controlled way
to observe the transition. The results can be verified in the identity's activity page, where changes in the lifecycle state will be logged,
helping to ensure that the lifecycle state fimctions as expected.

Reference:

SailPoint IdentityNow Lifecycle Manager Documentation.

SailPoint IdentityNow Lifecycle State Configuration Guide.

19. Frage

In an IdentityNow environment, the source lest connection is failing with a timeout error.
Is this a step an identityNow engineer should take to troubleshoot the problem?
Solution: Test connectivity from the virtual appliance (VA) to the source.

e A Yes
e B. No

Antwort: A

Begrindung;

Testing connectivity from the virtual appliance (VA) to the source is a crucial troubleshooting step when dealing with connection
issues such as timeouts. This can be done by accessing the VA and performing network tests (e.g., ping, telnet, or curl commands)
to verify that the VA can communicate with the source over the required network paths. Ensuring that the VA has network access to
the source can help identify if the problem is related to network configuration or firewall restrictions.

Key Reference from SailPoint Documentation:

VA to Source Connectivity Testing; Verifying network connectivity between the VA and the source is a fundamental step in
diagnosing connection issues, as outlined in SailPoint's troubleshooting guidelines.

20. Frage
Is the following statement accurate regarding Separation of Duties (SoD)?
Solution: An SoD policy must define control matrix.

o A Yes
e B.No

Antwort: B

Begrindung;

No, an SoD (Separation of Duties) policy does not require a control matrix to be defined. While a control matrix can be a useful tool
for organizations to visualize and enforce SoD policies by mapping roles to potential conflicting access rights, it is not a mandatory
component of an SoD policy. An SoD policy primarily focuses on preventing conflicts of interest by ensuring that no individual has
access to perform conflicting tasks within a business process (e.g., approving and processing payments). The control matrix is a
recommended method for managing SoD but not a requirement.

Key Reference from SailPoint Documentation:



SoD Policy Overview: SailPoint recommends structuring SoD policies to focus on preventing conflicting access but does not
mandate the use of a control matrix, which is an optional best practice for visualizing these controls.

21. Frage
Is the following true about custom connectors in IdentityNow?
Solution: Custom connector are developed and compiled inside identityNow.

® A Yes
e B.No

Antwort: B

Begriindung;

No, custom connectors are not developed and compiled inside IdentityNow. Custom connectors are typically developed outside of
the IdentityNow platform using a development environment and then tested and packaged before being uploaded to the platform
These connectors can be developed using tools provided by SailPoint, but the actual development process occurs externally, not
directly within the IdentityNow environment.

Key Reference from SailPoint Documentation:

Custom Comnector Development: Custom connectors are developed outside of the IdentityNow platform and then integrated into it
for use.

22. Frage
Does the following use case correctly describe passthrough authentication?
Solution: A user logs into identityNow using a password set in identityNow during registration.

o A Yes
e B.No

Antwort: B

Begrindung;

Passthrough authentication in SailPoint IdentityNow refers to a method where the authentication process happens through a trusted
identity provider (IdP), rather than using credentials stored directly in SailPoint IdentityNow. The key feature of passthrough
authentication is that the user's login attempt is authenticated via external authentication mechanisirs such as Active Directory,
SAMI -based Identity Providers (IdPs), or other federated identity providers.

In the given use case, the user is logging into IdentityNow using a password set directly in IdentityNow during registration. This
process describes local authentication (where IdentityNow manages the credentials), not passthrough authentication. Since
passthrough authentication relies on external IdPs or federated systemns, this case does not accurately describe passthrough
authentication.

Reference:

SailPoint IdentityNow Documentation on Authentication Methods.

SailPoint IdentityNow Federation and SSO Configuration Guides.
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