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HE #16

Does this example accurately describe an IdentityNow data flow?
Solution:

1. Identity data is aggregated from an authoritative source.

2. The aggregated data is used to build an identity model.

3. Accounts are provisioned to source systemns.

4 Identity attributes are periodically synchronized to write-enabled systens

® A Yes
e B.No

IEf#: B

TR

No, this example does not accurately describe the complete data flow in IdentityNow. While it correctly mentions identity
aggregation and the building of an identity model, the third step,

"Accounts are provisioned to source systens," is not always part of the identity aggregation process.

Provisioning is typically a separate workflow initiated by access requests or certification decisions, not directly tied to identity
aggregation. Additionally, the periodic synchronization of identity attributes happens as part of identity refreshes but is not necessarily
tied to provisioning accounts in all cases.

Reference:

SailPomnt IdentityNow Aggregation and Identity Model Documentation.

SailPomnt IdentityNow Provisioning Workflow Guide.

HE#17

Does this correctly describe Manager Correlation?

Solution: an approval process by which identifies assigned as manager must periodically review and approve all access assigned to
their employees.

e A Yes
e B.No

IEf#: B

fiR .-

No, this statement describes Manager Certification rather than Manager Correlation. Manager Certification refers to an approval
process in which managers are required to periodically review and approve the access rights of their direct reports. This is a
governance feature used to ensure that employees only have the access they need, and it helps managers validate their team's access
periodically. Manager Correlation, on the other hand, is about linking identities to their managers based on attributes.

Key Reference from SailPoint Documentation:

Manager Certification vs. Manager Correlation: While Manager Certification involves periodic review and approval of access by
managers, Manager Correlation is strictly about linking identities to their respective managers based on defined attributes.

R #18
Is this statement true about using the IdentityNow APIs?
Solution: The APIs can be used by additional clients like cURL or Postman.

o A Yes
e B. No

IEf#: A

AR :

Yes, SailPoint IdentityNow APIs can be accessed and utilized by external clients such as cURL or Postman. These tools are
commonly used for testing and interacting with RESTful APIs, and they work seamlessly with IdentityNow's API framework. For
example, developers can use Postman or cURL to make API calls for various actions like managing identities, querying data, and
triggering provisioning events.

Key Reference from SailPoint Documentation:

API Integration with Tools: SailPoint IdentityNow supports third-party tools like cURL and Postman for API interaction, as these



clients can handle HTTP requests, which is how IdentityNow's APIs commumicate.

HE#19
Is the following statement accurate regarding Separation of Duties (SoD)?

Solution: An SoD policy can define mitigating controls.

o A Yes
e B. No

Ef#: A

TR

Yes, an SoD policy can define mitigating controls. Mitigating controls are measures put in place to reduce the risk of having
conflicting duties. For example, if it's not possible to completely segregate duties due to resource constraints or other business
factors, mitigating controls such as enhanced auditing, periodic reviews, or dual approvals can be defined to manage the risk.
SailPoint IdentityNow allows for the creation of SoD policies that include such mitigating controls to ensure compliance with security
and governance requirements.

Key Reference from SailPoint Documentation:

Miitigating Controls in SoD Policies: SailPoint supports the definition of mitigating controls within SoD policies to manage and reduce
risks when full separation of duties cannot be achieved.

HE #20
Is this statement accurate regarding SailPoint's multi-tenant processing environment?

Solution: A proprietary fairness algorithmis used to manage and distribute the workload.

o A Yes
e B. No

Ef: A

R -

Yes, SailPoint uses a proprietary fairness algorithm to manage and distribute workloads in its multi- tenant environment. This
algorithm ensures that resources are allocated fairly among tenants, preventing any single tenant from consuming excessive resources
at the expense of others. It helps maintain system performance and stability, balancing the processing load and providing equitable
access to shared infrastructure in a multi-tenant setup.

Reference:

SailPoint IdentityNow Multi- Tenant Architecture Documentation.

SailPoint IdentityNow Resource Allocation and Fairness Algorithm Guide.
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