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Northern Trail Outfitters would like to use a portal built on Salesforce Experience Cloud for customer self-service. Guests of the
portal be able to self-register, but be unable to automatically be assigned to a contact record until verified. External Identity licenses
have been purchased for the project.

After registered guests complete an onboarding process, a flow will create the appropriate account and contact records for the user.
Which three steps should an identity architect follow to implement the outlined requirements?

Choose 3 answers

e A Select the "Configurable Self-Reg Page" option under Login & Registration.
¢ B. Customize me self-registration Apex handler to create only the user record.
e (. Enable "Allow customers and partners to self-register".
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¢ D. Customize the self-registration Apex handler to temporarily associate the user to a shared single contact record.
¢ E. Set jp an external login page and call Salesforce APIs for user creation.

ER: ABC
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Explanation

Enabling "Allow customers and partners to self-regjster” allows guests to create their own user accounts in the portal. Selecting the
"Configurable Self-Reg Page" option allows the administrator to customize the self-registration page to capture the required fields.
Customizing the self-registration Apex handler to create only the user record prevents the automatic creation of a contact record until
verification. References: Enable Self-Registration, Customize Self-Registration
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Universal Containers (UC) has a classified information system that its call center team uses only when they are working on a case
with a record type "Classified". They are only allowed to access the system when they own an open "Classified" case, and their
access to the system is removed at all other times. They would like to implement SAML SSO with Salesforce as the Idp, and
automatically allow or deny the staff's access to the classified information system based on whether they currently own an open
"Classified" case record when they try to access the system using SSO. What is the recommended solution for automatically allowing
or denying access to the classified information system based on the open "classified" case record criteria?

e A Use Apex trigger on case to dynamically assign permission Sets that Grant access when a user is assigned with an open
"Classified" case, and remove it when the case is closed.

¢ B. Use Salesforce reports to identify users that currently own open "Classified" cases and should be granted access to the
Classified information system

e (. Use Custom SAML JIT Provisioning to dynamically query the user's open "Classified" cases when attempting to access
the classified information system.

e D. Use a Common Connected App Handler using Apex to dynamically allow access to the system based on whether the staff
owns any open "Classified" Cases.

ER: C
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Explanation

Custom SAML JIT Provisioning allows Salesforce to dynamically create or update user records in the classified information system
based on the SAML assertion sent by Salesforce as the IdP. This way, the staff can access the system only when they have an open
"Classified" case, and their access is revoked when they don't. Option A is incorrect because Salesforce reports are not a reliable
way to grant or revoke access to the system, as they are not updated in real time and may not reflect the current status of the cases.
Option B is incorrect because Apex triggers can only assign or remove permission sets within Salesforce, not in an external system.
Option D is incorrect because a Common Connected App Handler using Apex is used to customize the behavior of a connected
app, not to control access to an external system based on user attributes.

References: Custom SAML JIT Provisioning, Create a Custom Connected App Handler
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An identity architect has built a native mobile application and plans to integrate it with a Salesforce Identity solution. The following
are the requirements for the solution:

1. Users should not have to login every time they use the app.

2. The app should be able to make calls to the Salesforce REST API.

3. End users should NOT see the OAuth approval page.

How should the identity architect configure the Salesforce connected app to meet the requirements?

e A Enable the API Scope and Offline Access Scope on the connected app, and then set the connected app to access settings
to 'Admin Pre- Approved".

e B. Enable the Full Access Scope and then set the connected app access settings to "Admin Pre- Approved".

e (. Enable the API Scope and Offline Access Scope on the connected app, and then set the Connected App access settings
to "User may self authorize".

e D. Enable the API Scope and Offline Access Scope, upload a certificate so JWT Bearer Flow can be used and then set the
connected app access settings to "Admin Pre- Approved".

ZE: D
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A pharmaceutical company has an on-premise application (see illustration) that it wants to integrate with Salesforce.
The IT director wants to ensure that requests must include a certificate with a trusted certificate chain to access the company's on-
premise application endpoint.
‘What should an Identity architect do to meet this requirement?

A. Configure the company firewall to allow traffic from Salesforce IP ranges.

B. Upload a third-party certificate from Salesforce into the on-premise server.

C. Generate a certificate authority-signed certificate in Salesforce and uploading it to the on-premise application Truststore.
D. Use open SSL to generate a Self-signed Certificate and upload it to the on-premise app.
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Northern Trail Outfitters (NTO) has an off-boarding process where a terminated enployee is first disabled in the Lightweight

Directory Act Protocol (LDAP) directory, then requests are sent to the various application support teams to finish user
deactivations. A terminated employee recently was able to login to NTO's Salesforce instance 24 hours after termination, even
though the user was disabled in the corporate LDAP directory.

‘What should an identity architect recommend to prevent this from happening in the future?

e A Setup an identity provider (IdP) to authenticate users using LDAP, set up single sign-on to Salesforce and disable Logn

Form authentication.
¢ B. Create a Just-in-Time provisioning registration handler to ensure users are deactivated in Salesforce as they are disabled in



LDAP.
¢ C. Configure an authentication provider to delegate authentication to the LDAP directory.
¢ D. use a login flow to make a callout to the LDAP directory before authenticating the user to Salesforce.
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