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practice engine can lead you to a bighter future.

The CCSK Exam is comprised of 60 multiple-choice questions, and candidates have 90 minutes to complete the exam. CCSK
exam is delivered online and is available in multiple languages. CCSK exam is open-book, which means that candidates are allowed
to reference the CSA's Security Guidance for Critical Areas of Focus in Cloud Computing V4.0 during the exam. However, the
exam questions are designed to test a candidate's understanding of the material, not their ability to look up answers.

Cloud Security Alliance Certificate of Cloud Security Knowledge (v4.0) Exam
Sample Questions (Q58-Q63):
NEW QUESTION # 58 
Which term describes the practice in cloud compliance where a customer acquires a set of pre-approved regulatory or standards-
based controls from a compliant provider?

A. Automated compliance
B. Compliance inheritance
C. Attestation inheritance
D. Audit inheritance

Answer: B

Explanation:
Compliance inheritance refers to the practice in cloud compliance where a customer leverages a set of pre- approved regulatory or
standards-based controls that have been established and validated by a compliant cloud provider. Essentially, the cloud provider
implements these controls, and the customer inherits the provider's compliance framework to meet their own regulatory
requirements. This allows customers to benefit from the provider's compliance efforts without having to implement everything
themselves.
Automated compliance refers to automating compliance tasks and processes but does not describe the practice of inheriting
compliance controls. Attestation inheritance is not a standard term used in cloud compliance; attestation typically refers to formally
certifying or declaring compliance. Audit inheritance would relate to the inheritance of audit reports or records, but it doesn't
describe the broader process of inheriting compliance controls.

NEW QUESTION # 59 
What should every cloud customer set up with its cloud service provider (CSP) that can be utilized in the event of an incident?

A. A rainy day fund
B. A back-up website
C. A communication plan
D. A data destruction plan
E. A spill remediation kit

Answer: C

NEW QUESTION # 60 
Stopping a function to control further risk to business is called:

A. Mitigation
B. Transference
C. Acceptance
D. Avoidance

Answer: D

Explanation:
Risk avoidance is the practice of coming up with alternatives so that the risk in question is not realised.

NEW QUESTION # 61 
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Which one of the following is the key tool of Cloud Governance?

A. Business Impact Analysis(BIA)
B. Auditor Selection
C. Data classification
D. Contracts

Answer: D

Explanation:
The primary tool of governance is the contract between a cloud provider and a cloud customer (this is true for public and private
cloud). The contract is your only guarantee of any level of service or commitment Ref: CSA Security Guidance V4.0

NEW QUESTION # 62 
Which of the following is a primary benefit of using Infrastructure as Code (IaC) in a security context?

A. Automated compliance checks
B. Manual patch management
C. Ad hoc security policies
D. Static resource allocation

Answer: A

Explanation:
The correct answer isD. Automated compliance checks.
Infrastructure as Code (IaC)is a key DevSecOps practice where infrastructure configurations are defined and managed through
code. In a security context, the primary benefit of using IaC is the ability toautomate compliance checksand enforce security best
practices consistently across environments.
Key Benefits of IaC in Security:
Automated Compliance:IaC allows for the embedding ofsecurity policies directly into configuration scripts. This means that when
infrastructure is deployed, it automatically adheres to compliance requirements (like NIST, CIS benchmarks).
Consistency and Repeatability:Since IaC scripts are version-controlled, any configuration changes are tracked, minimizing the risk
ofconfiguration drift.
Security by Design:By coding security configurations (like IAM roles, network ACLs, encryption settings), organizations ensure that
every deployment meets security standards.
Reduced Human Error:Automating infrastructure provisioning reduces manual errors that can lead to vulnerabilities.
Why Other Options Are Incorrect:
A . Manual patch management:IaC promotes automated and repeatable configurations, reducing the need for manual patching.
B . Ad hoc security policies:IaC encouragesstandardized and consistentpolicies rather than ad hoc management.
C . Static resource allocation:IaC is dynamic and scalable, allowing for automatic scaling and configuration management rather than
static resource setups.
Real-World Example:
Using tools likeTerraformorAWS CloudFormation, organizations can defineIAM policies, security group rules, and data encryption
settingsas part of the infrastructure code. These configurations are then automatically checked for compliance against established
policies during deployment.
Security and Compliance in IaC:
Organizations can integrate tools likeTerraform ComplianceorAWS Config Rulesto automatically verify that infrastructure settings
align withregulatory requirementsandinternal security policies.
Reference:
CSA Security Guidance v4.0, Domain 10: Application Security
Cloud Computing Security Risk Assessment (ENISA) - Infrastructure as Code Best Practices Cloud Controls Matrix (CCM)
v3.0.1 - Configuration and Change Management Domain
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