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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q172-Q177):

NEW QUESTION # 172
What is the FIRST step required in implementing ISO 270017
Available Choices (select all choices that are correct)

A. Define an information security policy.

B. Performa security risk assessment.

C. Create a security management organization.
D. Implement strict security controls.

Answer: C

NEW QUESTION # 173
Ifa U.S. federal agency must comply with mandatory cybersecurity requirements under law, which document would they be
required to follow?

A. ISA/IEC 62443

B. EU Cyber Resilience Act

C. NIST Special Publication 800-171
D. NIST FIPS

Answer: D

Explanation:

For U.S. federal agencies, compliance with cybersecurity requirements is mandated under the Federal Information Security
Modernization Act (FISMA). Under this act, agencies are required by law to adhere to NIST Federal Information Processing
Standards (FIPS).

From NIST documentation and FISMA:

"Federal agencies must comply with the standards and guidelines developed by NIST, including FIPS 199 and FIPS 200, to ensure
appropriate levels of information security." NIST FIPS documents are mandatory for federal agencies, while NIST Special
Publications (e.g., SP 800-

171) are recommended or apply to non-federal entities (like contractors).

Incorrect Options:

B). ISA/IEC 62443 - While globally recognized, ISA/IEC 62443 is not mandated by U.S. federal law.

C). EU Cyber Resilience Act - Applies only to European Union entities.

D). NIST SP 800-171 - Applies to defense contractors, not directly to federal agencies.

References:

FISMA (Federal Information Security Modernization Act)

NIST FIPS 199, FIPS 200

ISA/IEC 62443 Study Guide (Context: Applicability and comparison with NIST standards)

NEW QUESTION # 174
How many security levels are in the ISASecure certification program?
Available Choices (select all choices that are correct)

A0
B. 1
C.2
D.3
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Answer: C

NEW QUESTION # 175
What are the connections between security zones called?
Auvailable Choices (select all choices that are correct)

A. Firewalls
B. Tunnels

C. Conduits
D. Pathways

Answer: C

Explanation:

According to the ISA/IEC 62443 standard, the connections between security zones are called conduits. A conduit is defined as a
logical or physical grouping of commumication channels connecting two or more zones that share common security requirements. A
conduit can be used to control and monitor the data flow between zones, and to apply security measures such as encryption,
authentication, filtering, or logging. A conduit can also be used to isolate zones from each other in case of a security breach or
incident. A conduit can be implemented using various technologies, such as firewalls, routers, switches, cables, or wireless links.
However, these technologies are not synonymous with conduits, as they are only components of a conduit. A firewall, for example,
can be used to create multiple conduits between different zones, or to protect a single zone fromexternal threats. Therefore, the other
options (firewalls, tunnels, and pathways) are not correct names for the connections between security zones. References:

* ISA/IEC 62443-3-2:2016 - Security for industrial automation and control systens - Part 3-2: Security risk assessment and
system designl

* ISA/IEC 62443-3-3:2013 - Security for industrial automation and control systens - Part 3-3: System security requirements and
security levels2

* Zones and Conduits | Tofino Industrial Security Solution3

* Key Concepts of ISA/IEC 62443: Zones & Security Levels | Dragos4

NEW QUESTION # 176

Which of the following is an example of separation of duties as a part of system development and
maintenance?

Available Choices (select all choices that are correct)

A. Changes are approved by one party and implemented by another.

B. Configuration settings are made by one party and self-reviewed using a checklist.
C. Design and implementation are performed by the same team.

D. Developers write and then test their own code.

Answer: A

NEW QUESTION # 177
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