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These Amazon SCS-C02 features make this prep method the most comfortable one.

Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Identity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisms for AWS resources. By
emphasizing secure identity management practices, this area addresses foundational competencies required
for effective access control, a vital aspect of the certification exam.

Topic 2

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 3

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Amazon AWS Certified Security - Specialty Sample Questions (Q37-Q42):
NEW QUESTION # 37 
A company wants to receive an email notification about critical findings in AWS Security Hub. The company does not have an
existing architecture that supports this functionality.
Which solution will meet the requirement?

A. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Notification
Service (Amazon SNS) topic as the target of the EventBridge rule. Subscribe an email endpoint to the SNS topic to receive
published messages.
B. Create an Amazon Kinesis Data Firehose delivery stream. Integrate the delivery stream with Amazon EventBridge. Create
an EventBridge rule that has a filter to detect critical Security Hub findings.
Configure the delivery stream to send the findings to an email address.
C. Create an AWS Lambda function to identify critical Security Hub findings. Create an Amazon Simple Notification Service
(Amazon SNS) topic as the target of the Lambda function. Subscribe an email endpoint to the SNS topic to receive published
messages.
D. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Email Service
(Amazon SES) topic as the target of the EventBridge rule. Use the Amazon SES API to format the message. Choose an
email address to be the recipient of the message.

Answer: A

Explanation:
Explanation
This solution meets the requirement of receiving an email notification about critical findings in AWS Security Hub. Amazon
EventBridge is a serverless event bus that can receive events from AWS services and third-party sources, and route them to targets
based on rules and filters. Amazon SNS is a fully managed pub/sub service that can send messages to various endpoints, such as
email, SMS, mobile push, and HTTP. By creating an EventBridge rule that detects critical Security Hub findings and sends them to
an SNS topic, the company can leverage the existing integration between these services and avoid writing custom code or managing
servers.
By subscribing an email endpoint to the SNS topic, the company can receive published messages in their inbox.

NEW QUESTION # 38 
Your CTO is very worried about the security of your IAM account. How best can you prevent hackers from completely hijacking
your account?
Please select:
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A. Don't write down or remember the root account password after creating the IAM account.
B. Use IAM IAM Geo-Lock and disallow anyone from logging in except for in your city.
C. Use MFA on all users and accounts, especially on the root account.
D. Use short but complex password on the root account and any administrators.

Answer: C

Explanation:
Explanation
Multi-factor authentication can add one more layer of security to your IAM account Even when you go to your Security Credentials
dashboard one of the items is to enable MFA on your root account

Option A is invalid because you need to have a good password policy Option B is invalid because there is no IAM Geo-Lock
Option D is invalid because this is not a recommended practices For more information on MFA, please visit the below URL
http://docs.IAM.amazon.com/IAM/latest/UserGuide/id
credentials mfa.htmll
The correct answer is: Use MFA on all users and accounts, especially on the root account.
Submit your Feedback/Queries to our Experts

NEW QUESTION # 39 
A business stores website images in an Amazon S3 bucket. The firm serves the photos to end users through Amazon CloudFront.
The firm learned lately that the photographs are being accessible from nations in which it does not have a distribution license.
Which steps should the business take to safeguard the photographs and restrict their distribution? (Select two.)

A. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license.
B. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI).
C. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the company
lacks a license.
D. Add a CloudFront geo restriction deny list of countries where the company lacks a license.
E. Update the S3 bucket policy with a deny list of countries where the company lacks a license.

Answer: B,D

Explanation:
Explanation
For Enable Geo-Restriction, choose Yes. For Restriction Type, choose Whitelist to allow access to certain countries, or choose
Blacklist to block access from certain countries.
https://IAM.amazon.com/premiumsupport/knowledge-center/cloudfront-geo-restriction/

NEW QUESTION # 40 
A company uses identity federation to authenticate users into an identity account (987654321987) where the users assume an IAM
role named IdentityRole. The users then assume an IAM role named JobFunctionRole in the target AWS account (123456789123)
to perform their job functions.
A user is unable to assume the IAM role in the target account. The policy attached to the role in the identity account is:



What should be done to enable the user to assume the appropriate role in the target account?

A. Update the trust policy on the role in the target account to be:

B. Update the IAM policy attached to the role in the target account to be:

C. Update the trust policy on the role in the identity account to be:



D. Update the IAM policy attached to the role in the identity account to be:

Answer: A

Explanation:
In IAM roles, use the Principal element in the role trust policy to specify who can assume the role.
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

NEW QUESTION # 41 
A company has deployed Amazon GuardDuty and now wants to implement automation for potential threats.
The company has decided to start with RDP brute force attacks that come from Amazon EC2 instances in the company's AWS
environment. A security engineer needs to implement a solution that blocks the detected communication from a suspicious instance
until investigation and potential remediation can occur.
Which solution will meet these requirements?

A. Configure GuardDuty to send the event to an Amazon Kinesis data stream. Process the event with an Amazon Kinesis
Data Analytics for Apache Flink application that sends a notification to the company through Amazon Simple Notification
Service (Amazon SNS). Add rules to the network ACL to block traffic to and from the suspicious instance.
B. Configure GuardDuty to send the event to Amazon EventBridge (Amazon CloudWatch Events). Deploy an AWS WAF
web ACL. Process the event with an AWS Lambda function that sends a notification to the company through Amazon Simple
Notification Service (Amazon SNS) and adds a web ACL rule to block traffic to and from the suspicious instance.
C. Enable AWS Security Hub to ingest GuardDuty findings. Configure an Amazon Kinesis data stream as an event
destination for Security Hub. Process the event with an AWS Lambda function that replaces the security group of the
suspicious instance with a security group that does not allow any connections.
D. Enable AWS Security Hub to ingest GuardDuty findings and send the event to Amazon EventBridge (Amazon
CloudWatch Events). Deploy AWS Network Firewall. Process the event with an AWS Lambda function that adds a rule to
a Network Firewall firewall policy to block traffic to and from the suspicious instance.

Answer: D



Explanation:
https://aws.amazon.com/blogs/security/automatically-block-suspicious-traffic-with-aws-network-firewall-and-am

NEW QUESTION # 42
......
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