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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q154-Q159):

NEW QUESTION # 154

A conpany needs to migrate its on-premises database fleet to Amazon RDS. The company is currently using a mixture of Microsoft
SQL Server, and Oracle databases. Some of the databases have custom schemas and stored procedures.

Which combination of steps should the company take for the migration? (Select TWO.)

e A. Use AWS Application Migration Service to analyze the source databases and to identify the stored procedures that need
to be migrated.

e B. Use AWS SCT to analyze the source databases for changes that are required.

e (. Use AWS DataSync to migrate the data from the source databases to Amazon RDS.

e D. Use Migration Evaluator Quick Insights to analyze the source databases and to identify the stored procedures that need to
be migrated.
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¢ E. Use AWS DMS5 to migrate the source databases to Amazon RDS.

Answer: B

NEW QUESTION # 155

A company has deployed its database on an Amazon RDS for MySQL DB instance in the us-east-1 Region.

The company needs to make its data available to customers in Europe. The customers in Europe must have access to the same data
as custorrers in the United States (US) and will not tolerate high application latency or stale data. The customers in Europe and the
customers in the US need to write to the database. Both groups of customers need to see updates from the other group in real time.
‘Which solution will meet these requirements?

¢ A. Copy the most recent snapshot from the RDS for MySQL DB instance to eu-west- 1. Create a new RDS for MySQL DB
instance in eu-west-1 from the snapshot. Configure MySQL logical replication from us-east- 1 to eu-west- 1. Enable write
forwarding on the DB cluster. Deploy the application in eu-west-1.
Configure the application to use the RDS for MySQL endpoint in eu-west-1.

¢ B. Convert the RDS for MySQL DB instance to an Amazon Aurora MySQL DB cluster. Add eu-west-1 as a secondary
Region to the DB cluster. Enable write forwarding on the DB cluster. Deploy the application in eu-west- 1. Configure the
application to use the Aurora MySQL endpoint in eu-west-1.

¢ C. Create an Amazon Aurora MySQL replica of the RDS for MySQL DB instance. Pause application writes to the RDS DB
instance. Promote the Aurora Replica to a standalone DB cluster. Reconfigure the application to use the Aurora database and
resume writes. Add eu-west-1 as a secondary Region to the
06 cluster. Enable write forwarding on the DB cluster. Deploy the application in eu-west- 1. Configure the application to use
the Aurora MySQL endpoint in eu- west-1.

¢ D. Add a cross-Region replica in eu-west-1 for the RDS for MySQL DB instance. Configure the replica to replicate write
queries back to the primary DB instance. Deploy the application in eu-west- 1. Configure the application to use the RDS for
MySQL endpoint in eu-west-1.

Answer: B

Explanation:

Explanation

The company should use AWS Anplify to create a static website for uploads of media files. The company should use Amplify
Hosting to serve the website through Amazon CloudFront. The company should use Amazon S3 to store the uploaded media files.
The company should use Ammazon Cognito to authenticate users.

This solution will meet the requirements with the least operational overhead because AWS Anplify is a complete solution that lets
frontend web and mobile developers easily build, ship, and host full-stack applications on AWS, with the flexibility to leverage the
breadth of AWS services as use cases evolve. No cloud expertise needed1. By using AWS Anplify, the company can refactor the
application to a serverless architecture that reduces operational complexity and costs. AWS Anplify offers the following features
and benefits:

Anplify Studio: A visual interface that enables you to build and deploy a full-stack app quickly, including frontend UI and backend.
Anplify CLI: A local toolchain that enables you to configure and manage an app backend with just a few commands.

Anplify Libraries: Open-source client libraries that enable you to build cloud-powered mobile and web apps.

Anplify Ul Components: Open-source design system with cloud-connected components for building feature-rich apps fast.
Anplify Hosting: Fully managed CI/CD and hosting for fast, secure, and reliable static and server-side rendered apps.

By using AWS Anplify to create a static website for uploads of media files, the company can leverage Amplify Studio to visually
build a pixel-perfect Ul and connect it to a cloud backend in clicks. By using Amplify Hosting to serve the website through Amazon
CloudFront, the company can easily deploy its web app or website to the fast, secure, and reliable AWS content delivery network
(CDN), with hundreds of points of presence globally. By using Amazon S3 to store the uploaded media files, the company can
benefit froma highly scalable, durable, and cost-effective object storage service that can handle any amount of data2. By using
Amazon Cognito to authenticate users, the company can add user sign-up, sign-in, and access control to its web app with a fully
managed service that scales to support millions of users .

The other options are not correct because:

Using AWS Application Migration Service to migrate the application server to Amazon EC2 instances would not refactor the
application or accelerate development. AWS Application Migration Service (AWS MGN) is a service that enables you to migrate
physical servers, virtual machines (VMs), or cloud servers from any source infrastructure to AWS without requiring agents or
specialized tools. However, this would not address the challenges of overutilization and data uploads failures. It would also not
reduce operational overhead or costs compared to a serverless architecture.

Creating a static website for uploads of media files and using AWS AppSync to create an API would not be as simple or fast as
using AWS Anplify. AWS AppSync is a service that enables you to create flexible APIs for securely accessing, manipulating, and
combining data from one or more data sources.



However, this would require more configuration and management than using Amplify Studio and Amplify Hosting. It would also not
provide authentication features like Amazon Cognito.

Setting up AWS TIAM Identity Center (AWS Single Sign-On) to give users the ability to sign in to the application would not be as
suitable as using Amazon Cognito. AWS Single Sign-On (AWS SSO) is a service that enables you to centrally manage SSO access
and user permissions across multiple AWS accounts and business applications. However, this service is designed for enterprise
customers who need to manage access for employees or partners across multiple resources. It is not intended for authenticating end
users of web or mobile apps.
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NEW QUESTION # 156

A company wants to migrate its data analytics environment from on premises to AWS The environment consists of two simple Node
Js applications One of the applications collects sensor data and loads it into a MySQL database The other application aggregates the
data into reports When the aggregation jobs run. some of the load jobs fail to run correctly The company must resolve the data
loading issue The company also needs the migration to occur without nterruptions or changes for the company's customers What
should a solutions architect do to meet these requirements?

e A. Setup an Amazon Aurora MySQL database Create an Aurora Replica for the Aurora MySQL database and move the
aggregation jobs to run against the Aurora Replica Set up collection endpoints as an Amazon Kinesis data stream Use
Amazon Kinesis Data Firehose to replicate the data to the Aurora MySQL database When the databases are synced disable
the replication job and restart the Aurora Replica as the primary instance Point the collector DNS record to the Kinesis data
stream

e B. Set up an Amazon Aurora MySQL database as a replication target for the on-premises database Create an Aurora
Replica for the Aurora MySQL database, and move the aggregation jobs to run against the Aurora Replica Set up collection
endpomts as AWS Lambda finctions behind a Network Load Balancer (NLB). and use Amazon RDS Proxy to wnte to the
Aurora MySQL database When the databases are synced disable the replication job and restart the Aurora Replica as the
primary instance. Point the collector DNS record to the NLB.

e C. Set up an Amazon Aurora MySQL database Use AWS Database Migration Service (AWS DMS) to perform continuous
data replication from the on-premises database to Aurora Move the aggregation jobs to run against the Aurora MySQL
database Set up collection endpomts behind an Application Load Balancer (ALB) as Amazon EC2 instances in an Auto
Scaling group When the databases are synced, point the collector DNS record to the ALB Disable the AWS DMS sync task
after the cutover from on premises to AWS

¢ D. Set up an Amazon Aurora MySQL database Use AWS Database Migration Service (AWS DMS) to perform continuous
data replication from the on-premises database to Aurora Create an Aurora Replica for the Aurora MySQL database and
move the aggregation jobs to run against the Aurora Replica Set up collection endpoints as AWS Lambda functions behind an
Application Load Balancer (ALB) and use Amazon RDS Proxy to write to the Aurora MySQL database When the
databases are synced, point the collector DNS record to the ALB Disable the AWS DMS sync task after the cutover from
on premises to AWS

Answer: D

Explanation:

Set up an Amazon Aurora MySQL database. Use AWS Database Migration Service (AWS DMS) to perform continuous data
replication from the on-premises database to Aurora. Create an Aurora Replica for the Aurora MySQL database, and move the
aggregation jobs to run against the Aurora Replica. Set up collection endpoints as AWS Lambda finctions behind an Application
Load Balancer (ALB), and use Amazon RDS Proxy to write to the Aurora MySQL database. When the databases are synced,
point the collector DNSS record to the ALB. Disable the AWS DMS sync task after the cutover from on premises to AWS.
Amazon RDS Proxy allows applications to pool and share connections established with the database, improving database efficiency
and application scalability. With RDS Proxy, failover times for Aurora and RDS databases are reduced by up to 66%

NEW QUESTION # 157
A company wants to use Amazon S3 to back up its on-premises file storage solution. The company s on-premises file storage
solution supports NFS and the company wants its new solution to support NFS The company wants to archive the backup Files



after 5 days If the company needs archived files for disaster recovery, the company is willing to wait a few days for the retrieval of
those Files.

‘Which solution meets these requirements MOST cost-effectively?

A company wants to use Amazon S3 to back up its on-premises file storage solution. The company's on-premises file storage
solution supports NFS, and the company wants its new solution to support NFS. The company wants to archive the backup files
after 5 days. If the company needs archived files for disaster recovery, the company is willing to wait a few days for the retrieval of
those files.

‘Which solution meets these requirements MOST cost-effectively?

¢ A Deploy an AWS Storage Gateway files gateway that is associated with an S3 bucket. Move the files from the on-premises
file storage solution to the file gateway. Create an S3 Lifecycle rule to move the file to S3 Standard-Infrequent Access (S3
Standard-1A) after 5 days.

¢ B. Deploy an AWS Storage Gateway file gateway that is associated with an S3 bucket. Move the files from the on-premises
file storage solution to the tape gateway. Create an S3 Lifecycle rule to move the files to S3 Standard-Infrequent Access (S3
Standard-1A) after 5 days.

e C. Deploy an AWS Storage Gateway file gateway that is associated with an S3 bucket. Move the files from the on-premises
file storage solution to the file gateway. Create an S3 Lifecycle rule to move the files to S3 Glacier Deep Archive after 5 days.

e D. Deploy an AWS Storage Gateway tape gateway that is associated with an S3 bucket. Move the files from the on-
premises file storage solution to the tape gateway. Create an S3 Lifecycle rule to move the files to S3 Standard-Infrequent
Access (S3 Standard-IA) after 5 days.

¢ E Deploy an AWS Storage Gateway volume gateway that is associated with an S3 bucket. Move the files from the on-
prenises file storage solution to the volume gateway. Create an S3 Lifecycle rule to move the files to S3 Glacier Deep
Archive after 5 days.

Answer: C

Explanation:
File gateway support NFS protocol, while volume gateway support iCSI protocol. And we need glacier deep archive to save cost,
cause the company willing to wait for few days retrival time.

NEW QUESTION # 158

A company is running a containerized application in the AWS Cloud. The application is running by using Amazon Elastic Container
Service (Amazon ECS) on a set of Amazon EC2 instances. The EC2 instances run in an Auto Scaling group.

The company uses Amazon Elastic Container Registry (Amazon ECR) to store its container images. When a new image version is
uploaded, the new image version receives a unique tag,

The company needs a solution that inspects new image versions for common vulnerabilities and exposures.

The solution must automatically delete new image tags that have Critical or High severity findings. The solution also must notify the
development team when such a deletion occurs.

Which solution meets these requirements?

¢ A. Configure scan on push on the repository Configure scan results to be pushed to an Amazon Simple Queue Service
(Amazon SQS) queue. Invoke an AWS Lambda function when a new message is added to the SQS queue. Use the Lambda
function to delete the image tag for images that have Critical or High seventy findings. Notify the development team by using
Amazon Simple Email Service (Amazon SES).

¢ B. Configure periodic image scan on the repository. Configure scan results to be added lo an Amazon Simple Queue Service
(Amazon SQS) queue. Invoke an AWS Step Functions state machine when a new message is added to the SQS queue. Use
the Step Functions state machine to delete the image tag for images that have Critical or High severity findings. Notify the
development team by using Amazon Simple Email Service (Amazon SES).

e C. Schedule an AWS Lambda function to start a manual image scan every hour. Configure Amazon EventBridge to invoke
another Lambda fimction when a scan is complete. Use the second Lambda fimction to delete the image tag for images that
have Critical or High severity findings. Notify the development team by using Amazon Simple Notification Service (Amazon
SNS).

e D. Configure scan on push on the repository Use Amazon EventBridge to invoke an AWS Step Functions state machine
when a scan is complete for images that have Critical or High severity findings. Use the Step Functions state machine to delete
the image tag for those images and to notify the development team through Amazon Simple Notification Service (Amazon
SNS).

Answer: D

Explanation:



Explanation
httpsz//docs.aws.amazon.cony AmazonECR/latest/userguide/ecr-eventbridge.html "Activating an AWS Step Functions state machine"
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NEW QUESTION # 159
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