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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q15-Q20):
NEW QUESTION # 15 
A software development company has multiple engineers who ate working remotely. The company is running Active Directory
Domain Services (AD DS) on an Amazon EC2 instance. The company's security policy states that al internal, nonpublic services that
are deployed in a VPC must be accessible through a VPN.
Multi-factor authentication (MFA) must be used for access to a VPN.
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What should a solutions architect do to meet these requirements?

A. Create an AWS Sire-to-Site VPN connection. Configure Integration between a VPN and AD DS. Use an Amazon
Workspaces client with MFA support enabled to establish a VPN connection.
B. Create multiple AWS Site-to-Site VPN connections by using AWS VPN CloudHub. Configure integration between AWS
VPN CloudHub and AD DS. Use AWS Copilot to establish a VPN connection.
C. Create an Amazon WorkLink endpoint. Configure integration between Amazon WorkLink and AD DS. Enable MFA in
Amazon WorkLink. Use AWS Client VPN to establish a VPN connection.
D. Create an AWS Client VPN endpoint Create an AD Connector directory tor integration with AD DS.
Enable MFA tor AD Connector. Use AWS Client VPN to establish a VPN connection.

Answer: D

Explanation:
Setting up an AWS Client VPN endpoint and integrating it with Active Directory Domain Services (AD DS) using an AD Connector
directory enables secure remote access to internal services deployed in a VPC.
Enabling multi-factor authentication (MFA) for AD Connector enhances security by adding an additional layer of authentication. This
solution meets the company's requirements for secure remote access through a VPN with MFA, ensuring that the security policy is
adhered to while providing a seamless experience for the remote engineers.
References: AWS Documentation on AWS Client VPN and AD Connector provides detailed instructions on setting up a Client
VPN endpoint and integrating it with existing Active Directory for authentication. This solution aligns with AWS best practices for
secure remote access to AWS resources.

NEW QUESTION # 16 
A global ecommerce company has many data centers worldwide. The company needs scalable cloud storage for legacy file
applications. Requirements:
* Must support iSCSI access from on-premises servers.
* Must support point-in-time snapshots via AWS Backup.
* Must retain low-latency access to frequently accessed data.Which solution will meet these requirements?

A. Use Amazon FSx File Gateway and S3 File Gateway. Use AWS Backup.
B. Provision an AWS Storage Gateway volume gateway in cache mode. Back up the volumes using AWS Backup.
C. Provision an AWS Storage Gateway file gateway in cache mode. Use AWS Backup.
D. Provision an AWS Storage Gateway tape gateway with S3 and AWS Backup.

Answer: B

Explanation:
C is correct because the Storage Gateway Volume Gateway in cache mode supportsiSCSI block storage, which is exactly what
legacy applications need. It also caches frequently accessed data locally for low-latency performance and integrates with AWS
Backup for point-in-time copies.
A is incorrect - tape gateway is designed for archival backup only.
B and D are incorrect because FSx and file gateway offerfile(NFS/SMB) storage, not block/iSCSI support.
References:
Volume Gateway Overview
AWS Backup Integration

NEW QUESTION # 17 
A company is planning a large event where a promotional offer will be introduced. The company's website is hosted on AWS and
backed by an Amazon RDS for PostgreSQL DB instance. The website explains the promotion and includes a sign-up page that
collects user information and preferences. Management expects large and unpredictable volumes of traffic periodically, which will
create many database writes. A solutions architect needs to build a solution that does not change the underlying data model and
ensures that submissions are not dropped before they are committed to the database.
Which solution meets these requirements?

A. Migrate to Amazon DynamoDB and manage throughput capacity with automatic scaling.
B. Use Amazon ElastiCache for Memcached to increase write capacity to the DB instance.
C. Immediately before the event, scale up the existing DB instance to meet the anticipated demand.
Then scale down after the event.



D. Use Amazon SQS to decouple the application and database layers. Configure an AWS Lambda function to write items
from the queue into the database.

Answer: D

Explanation:
A is wrong because the volumes of traffic are unpredictable and you may not scale up appropriately.
C is wrong because changing to Dynamo is changing the underlying data model (relational to non-relational) D is wrong because
using ElastiCache would not "increase write capacity to the DB instance".
Additionally even with high availability, in the event that the primary node in the Memcached cluster goes down, there can be data
loss.
B can scale and would not be subject to such data loss.

NEW QUESTION # 18 
A company has an application that runs on Amazon EC2 instances in an Amazon EC2 Auto Scaling group.
The company uses AWS CodePipeline to deploy the application. The instances that run in the Auto Scaling group are constantly
changing because of scaling events When the company deploys new application code versions the company Installs the AWS
CodeDeploy agent on any new target EC2 instances and associates the instances with the CodeDeploy deployment group The
application is set to go live within the next 24 hours What should a solutions architect recommend to automate the application
deployment process with the LEAST amount of operational overhead?

A. Configure Amazon EventBridge (Amazon CloudWatch Events) to invoke an AWS Lambda function when a new EC2
instance is launched into the Auto Scaling group. Code the Lambda function to associate the EC2 instances with the
CodeDeploy deployment group.
B. Create a new AWS CodeBuild project that creates a new AMI that contains the new code Configure CodeBuild to
update the Auto Scaling group's launch template to the new AMI Run an Amazon EC2 Auto Scaling instance refresh
operation.
C. Create a new AMI that has the CodeDeploy agent installed Configure the Auto Scaling group's launch template to use the
new AMI Associate the CodeDeploy deployment group with the Auto Scaling group instead of the EC2 instances.
D. Write a script to suspend Amazon EC2 Auto Scaling operations before the deployment of new code.
When the deployment is complete, create a new AMI and configure the Auto Scaling group's launch template to use the new
AMI for new launches. Resume Amazon EC2 Auto Scaling operations

Answer: C

Explanation:
Explanation
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws-auto-scaling.htm

NEW QUESTION # 19 
A company has a platform that contains an Amazon S3 bucket for user content. The S3 bucket has thousands of terabytes of
objects, all in the S3 Standard storage class. The company has an RTO of 6 hours The company must replicate the data from its
primary AWS Region to a replication S3 bucket in another Region The user content S3 bucket contains user-uploaded files such as
videos and photos. The user content S3 bucket has an unpredictable access pattern. The number of users is increasing quickly, and
the company wants to create an S3 Lifecycle policy to reduce storage costs Which combination of steps will meet these
requirements MOST cost-effectively'? (Select TWO )

A. Move the objects in the replication S3 bucket to S3 Standard-infrequent Access (S3 Standard-IA) after 30 days and to
S3 Glacier Deep Archive after 180 days
B. Move the objects in the replication S3 bucket to S3 One Zone-Infrequent Access (S3 One Zone-IA) after 30 days and to
S3 Glacier Deep Archive after 90 days
C. Move the objects in the user content S3 bucket to S3 Intelligent-Tiering after 30 days
D. Move the objects in the user content S3 bucket to S3 Intelligent-Tiering immediately
E. Move the objects in the replication S3 bucket to S3 Standard-Infrequent Access (S3 Standard-IA) after 30 days and to
S3 Glacier after 90 days

Answer: B,D



NEW QUESTION # 20
......
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