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NEW QUESTION # 364

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
View the window

You need to test LA1 in Security Center.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to:

v

When an Azure Seclinty CenterAlert is created or triggered
Wheéna response o an Azure Security Center alert is triggered

When an Azure Security Center'Récommendation is created or triggered

Trigger the execution of LA1 from: v _
Recommendations AV
Workflow automation =
Answer:
Explanation:
Answer Area

Set the LA1 trigger to:

When an Azure Security Center Alert is created or triggered
When a response 10 an Azure Securty Center alert is triggered

Trigger the execution of LA1 from: | &7

: N A - _.!_1
l:éwnleryémj@_; UoVUI L
rkilow automation

Explanation:
Answer Area

Set the LA1 trigger to: v

When an Azure Security Center Recommendation is created or triggered
When an Azure Security Center Alert is created or triggered
When a responsée to an Azure Security Center alert is triggered

Trigger the exegution of

fipm: B v

P

: afions
Wo automation

L

Reference:
httpsz/docs.microsoft.conven-us/azure/security-center/workflow-automation#create-a-logic-app-and-define- when-it-should-
automatically-run

NEW QUESTION # 365

You have a Microsoft Sentinel workspace named SW1.

In SW1. you enable User and Entity Behavior Analytics (UEBA).

You need to use KQL to perform the following tasks:

* View the entity data that has fields for each type of entity.

* Assess the quality of rules by analyzing how well a rule performs.

Which table should you use in KQL for each task? To answer, drag the appropriate tables to the correct tasks.

Each table may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view




content.
NOTE: Each correct selection is worth one point.

Tables Answer Area o (
o View entity data: | ]

| |

I I @ : Assess rule quality: | |
|EE AzureDiagnostics l (0

|EE BehaviorAnalytics I

| 1 osoft

i1 Anomalies

i AuditLogs

# CommonSecuritylog

Answer:

Explanation:

B o

II i Anomalies II . M I c ro s Oft View entity data: | i gehavioranalytics

Assess rule quality E # Anomalies

|I i AuditLogs ]
|

:I # CommonSecurityLog —l
Explanation:

Tables m
i Anomalies Go i€w entity data: BehaviorAnalytics |

i AuditLogs

Assess rule quality: [Anomalies |

i AzureDiagnostics

i BehaviorAnalytics

# CommonSecurityLog

NEW QUESTION # 366

You have resources in Azure and Google cloud.

Youneed to ingest Google Cloud Platform (GCP) data into Azure Defender.

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange
them in the correct order.



Actions ( ﬂ -

Enable Security Health Analytics.

From Azure Securty Center, add
cloud connectors.

Configure the GCP Security ©

Command Center.

©O

Create a dedicated service account
and a private key.

Enable the GCP Security Command
Center API.

Answer:
Explanation:

Answer Area

Configure the GCP Security Command Center.

Enable Security Health Analytics:

Enable the GCP Security Command Center API.

Create a dedicated service account and a
private key.

IVIICrOSOTT

1 - Configure the GCP Security Command Center.

2 - Enable Security Health Analytics.

3 - Enable the GCP Security Command Center API.

4 - Create a dedicated service account and a private key.

Reference:
httpsz/docs.microsoft.com/en-us/azure/security-center/quickstart-onboard-gcp

NEW QUESTION # 367

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You
receive an alert that there was an unusually high volume of delete operations on the blobs in storagel.

You need to identify which blobs were deleted.

‘What should you review?

A. the alert details

B. the Azure Storage Analytics logs
C. the related entities of the alert

D. the activity logs of storagel

Answer: D



NEW QUESTION # 368

You have a Microsoft 365 ES subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.
You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender
portal. The solution must use the principle of least privilege.

‘What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To configure Microsoft Defender for Endpoint:

Turn on endpoint detection and respopse(EDR) in block mode
Turn on Live Response
Turn off Tamper Protection

To configure the devices: [V

Add a network assessment job
Create adevice group that contains the devicesiang set Automation level.to Full

Createa device group that contains thedevices afd set Autématioh [evel to No automated response

Answer:
Explanation:
To configure Microsoft Defender for Endpoint: v
Turn on endpoint detection and respanse (EDR) in block mode
Turn on Live Response |
Turn off Tamper Protection
To configure the devices: v

Add a network assessment job
Create.a g:wce {oup that contains the devices and set Automation level to Full
Creafea \‘ce group that contains the devices and set Automation level to No automated response

Reference:

https:/docs.microsoft.com/en-us/microsoft- 365/security/defender-endpoint/respond-machine-alerts?view—=0365-worldwide
https:/docs.microsoft.com/en-us/microsoft- 365/security/defender-endpoint/network-devices ?view—=0365-worldwide

NEW QUESTION # 369
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