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It is universally accepted that the conmpetition in the labor market has become more and more competitive in the past years. In order
to gain some competitive advantages, a growing number of people have tried their best to pass the SC-300 exam. Because a lot of
people hope to get the certification by the related exam, now many leaders of companies prefer to the candidates who have the SC-
300certification. In their opinions, the certification is a best reflection of the candidates’ work ability, so more and more leaders of
companies start to pay more attention to the SC-300 certification of these candidates. If you also want to come out ahead, it is
necessary for you to prepare for the exam and get the related certification.

Microsoft SC-300 (Microsoft Identity and Access Administrator) Certification Examis designed to validate the skills and
knowledge of IT professionals in managing and securing Microsoft's identity and access solutions. SC-300 exam s ideal for those
who aspire to become certified identity and access administrators and want to demonstrate their expertise in implementing and
managing identity and access solutions on the Microsoft platform
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SC-300 is so flexible that you can easily change the timings, types of questions, and topics for each mock exam ExamTorrent's
Microsoft Identity and Access Admmnistrator practice test contains all the important questions that will appear in the actual SC-300
Exam. We design and update our Microsoft SC-300 exam questions after receiving precious feedback. You can try a demo and
sample of SC-300 exam questions before purchasing.

Microsoft SC-300 Exam covers various topics related to identity and access admmnistration in Microsoft 365 and Azure AD. These
topics include managing user accounts and identities, configuring and managing authentication, implementing and managing access
governance, and configuring and managing privileged access. Candidates will also be tested on their knowledge of Azure AD
Connect, Azure AD Identity Protection, and Azure AD Privileged Identity Management.

Microsoft Identity and Access Administrator Sample Questions (Q339-Q344):

NEW QUESTION # 339

Youneed to configure the MFA settings for users who connect from the Boston office. The solution must meet the authentication
requirements and the access requirements.

‘What should you configure?

A. trusted IPs that have a private IP address range

B. named locations that have a private [P address range
C. trusted IPs that have a public IP address range

D. named locations that have a public IP address range

Answer: D

Explanation:

Reference:

https7//docs.microsoft.comven-us/azure/active-directory/conditional-access/location-condition Location offer your country set, IP
ranges MFA trusted IP and corporate network VPN gateway IP address:

This is the public IP address of the VPN device for your on-premises network. The VPN device requires an [Pv4 public [P
address. Specify a valid public IP address for the VPN device to which you want to connect. It must be reachable by Azure Client
Address space: List the IP address ranges that you want routed to the local on-premises network through this gateway. You can
add muiltiple address space ranges. Make sure that the ranges you specify here do not overlap with ranges of other networks your
virtual network connects to, or with the address ranges of the virtual network itself

NEW QUESTION # 340

You have an Azure AD tenant that contains a user named Userl. User] is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.

Guest user access restrictions:

Guest users have the same access as members (most inclusive)
Guest users have limited access to properties and memberships of directory objects

Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions: .
Anyone in the organization can invite guest users ICIuding guests and non-admins (most inclusive)
Member users and users assigned to specific adiin roles can invite guest users including guests with member permissions
Only users assigned to specific admin(folés €an invite guest users

No one in the organization can invite guest users including admins (most restrictive)
T W

Enable guest self-service sign up via user
flows:

Explanation:
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Guest user access restrictions: -
Guest users have the same access as members (most inclusive)

| Guest user access is restricted to properties and memberships of their own diféctory obiects (most restrictive)

Guest invite restrictions: -
Anyone in the organization can invite guest users InCluding guests and non-admins (most inclusive)

No one in the organization can.invite guest users including admins (most restrictive)

‘nable guest self-service sign up via user
flows: . No
= :

| Yes ! ‘
Yes

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting
ensures that guest users are prevented from querying staff email addresses and can access the tenant only if they are invited by
Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant
only if they are mvited by User1.

Box3 = This setting enables guest users to sign up for the tenant only if they are nvited by Userl.

NEW QUESTION # 341

You have a Microsoft Entra tenant.

You have the end-user desktop environments shown in the following table.

Name Description

Office staff Contains Windows 11 devices that are Microsoft Entra joined
Contractors Contains Windows 11 devicesthat are Microsoft Entra registered
Frontline Contains Windows 11 Enterprise multi-session remote desktops
workers that are Microsoft Entra joined
Senior Contains Windows 11 single session hosts that are Microsoft
managers Enfra‘joined -+
Developers Contains Windows 365 devices that are Microsoft Entra joined

You need to deploy Global Secure Access.
In which environments can you install the Global Secure Access client?

A. Contractors and Office staff only

B. Contractors, Developers, Frontline workers, Office staff; and Senior managers
C. Frontline workers and Senior managers only

D. Developers, Office staff, and Senior managers only

Answer: D

Explanation:

* Office staff- yes

The client requires a 64-bit version of Windows 10 or 11 and local administrator credentials for installation or upgrade.
* Contractors - No [Not A, not C]

To successtully deploy the Global Secure Access client, devices must be either Entra joined or Entra hybrid jomned. Microsoft Entra
registered devices are not supported.

* Frontline workers - No [Not A, not B]

Azure Virtual Desktop single-session is supported, but multi-session is not.

* Senior Managers - Yes

Azure Virtual Desktop single-session is supported.

* Developers - Yes

Windows 365 is also supported.

Reference:

https:/learn.microsoft.com/en-us/entra/global-secure-access/how-to-install- windows-client



NEW QUESTION # 342

You need to meet the technical requirements for the probability that user identities were compromised.

‘What should the users do first, and what should you configure? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.

The users must first: -

Provide consent for any app toaceess the data of Contoso.
Register for multi-factor authentication (MFA).
Register for self-senvice password reset (SSPR).

You must configure:

A sign-_in‘_ri_sk policy
A userrisk policy

ﬂ@m{n’a‘ ?l ) Sﬁgsm Protection policy

Answer:
Explanation:

The users must first: -
Provide consent for any app to access the data of Contoso.
Register for multi-factor authentication (MFA). _ _
‘Re_gm_ter_for_ self-service passwo_rd _resiet (SSPR). |

You must configure: -
A'sign-in risk policy
A user risk policy
[An Awﬁ Pessord Protecio poicy

Explanation:

The users must first: v
Provide consent for any app fddccess the data of Contoso.
Reg:ster for muttl facm% entrcation {MFA)

SE N\ 1icros ot

You must configure:

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/identity- protection/concept-identity-protection- policies

NEW QUESTION # 343
You need to meet the technical requirements for license management by the helpdesk administrators.



‘What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area I J
J - L geny | e gy b i
t -I’H";r OS]
Object to create tLéL brdnch bfied S Saimstrative unit
A cdstom role
Al D‘fn:umc User secunty group
An'OuU
Tool to use: | Azure Active Directory admin center
Active Directory Admimmstrative Center
Active Directory module for Windows PowerShell
Microsoft 365 admin center
Answer:
Explanation:
Answer Area i -
A J e = b i o
it
Object to create i cach'biahen =Tﬁ'r‘f-.‘l A adminstraties o
CUSTOm fobe
A DymamuciSer secunty QIoup
Anloul
ool to'iuce: |
Actrve Directory moedule for Windows PowerSheil
Microsoft 365 admmin center
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