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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q144-Q149):

NEW QUESTION # 144

You have a Microsoft 365 ES tenant that contains a sensitivity label named labell.
You plan to enable co-authoring for encrypted files.

You need to ensure that files that have labell applied support co-authoring,
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Which two settings should you modify? To answer, select the settings in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area
Access control

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

:Q Remove access control srm-mgs if already applied to items E

@ Configure access control settings ]

(D Tum on co-authoring for Office desktop apps sc multiple users can simultaneously edit labeled documents that
have access control settings applied. Leamn more sbout this setting

| Go to co-authoring setting |

Assign permissions now or lel users decide?

Assign permissions now I I

The settings you choose will be automatically enforced when the label is applied to email and Office files.

User access to content expires @®

I A number of days after label is applied

Access expires this many days after the label is applied

Assign permissions to specific users and groups * ®

| Assign permissions

0items

Users and groups Permissions Edit Delete

No data available
B Use dynamic watermarking ©

& Customize text (optional)

.Use Double Key Encryption ©

‘[ https://sts.contoso.com | ’



Answer:

Explanation:



Answer Area
Access control

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting

invites. Learn more about access control settings

E(_) Remove access control settings if already applied 1o items E

|
| @ Configure access control settings |

() Tumon co-authoring for Office desktop apps sc multiple users can simultaneously edit labeled documents that
have access control settings applied. Learn morg sbout this setting

[ Go to co-authoring setting ]

Assign permissions now or let users decide?

‘ | Assign permissions now I

The settings you choose will be automatically enforced when the label is applied to email and Office files.

User access to content expires ®

l A number of days after label is appliad

Access expires this many days after the label is applied

E

Allow offiine access @

[ Always

Assign permissions to specific users and groups * 0

Assign permissions

No deta available =. M icrOSOf |

- Use dynamic watermarking ®

& Customize text (optional)

| Bl Use Double Key Encryption ©
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NEW QUESTION # 145
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.

MName Plattorm Chipset
Devicel | WindcwsD 1 x4
Device2 | Widdows 11 ARMBA
Devigdd, | "Windows 10 x86

You publish Microsoft Purview Information Protection sensitivity labels.

You plan to deploy the information protection client to the devices. The solution must ensure that the labels can be applied to
sensitive images and documents On which devices can you install the information protection client, and what should users use to
apply labels?

To answer, select the appropriate options in the answer area.

ced only
and Device3 only
e1, Device2, and Device3

File Explorer

Microsoft Word

The Microsoft Defender portal
The Microsoft Purview portal

P
=.M|crosoft s
Device1 only .
Device1 and Device2 only '
| Device and Revice3 only |
t c@ 2, and Device3
orren'.iw.‘__ = B v
amt !/ File Explorer |
e'x Microsoft Word
The Microsoft Defender portal
The Microsoft Purview portal
The Settings app
Explanation:
Answer Area

BE\icrosoft
N r el-"'?{,l‘ﬂ‘- -e’@ mwxei only v
mtor

Use.  File Explorer >3

exa



NEW QUESTION # 146
You have a Microsoft SharePoint Online site that contains the following files.

Name | Mddified by ofsof iData loss prevention (DLP) action

Filel.docx | Manager1 None

File2.docx | Manager1 Matched by DLP

File3.docx | Manager1 Blocked by DLP

Users are assigned roles for the site as shown in the following table.
Name _Role
Userl | Site owmer:osor
User2 % -5ite member
‘Which files can User! and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

File1.docx only
File1.docx and File2.dogx only
File1.docx, File2(dock, and File3.docx

File1.docx only
File1.docx and File2.docx only
Fil@ltogx £ile2 dogx, and File3.docx

Answer:

Explanation:

File1.docx only
File1.docx and File2.doex only
File1.docx, File2idocx, and File3.docx

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx




NEW QUESTION # 147

You have a Microsoft 365 ES subscription that contains four users named User1, User2, User3, and User4 and a file named
Filel.docx.

To Filel, you apply a sensttivity label that has the permissions shown in the following exhibit.
Assign permissions to specific users and groups @

Assign permissions

4 items
Users and groups Permissions Edit Delete
User! ©865400.onmicrosoft.com Co-Owner & W
User2 @86s40q.onmicrosoft.cdm Co-duthor & ™
User2@86540q.onmicrosoft.com Reviewer & 0|
User2 26654 0q.onmecrosoft.com E | M\it ros Oﬁ @'

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE; Each correct selection is worth one point.

Answer Area
Microsoft 365 Copilot can summarize File1 for Iansﬁl Mﬁ{&&@'ﬂtﬂ bt
User1 only [
Userl and User2 only
| User1, User2, and User3 only
User1, UserZ, Userd, and Userd
For [answer choice], Microsoft 365 Copilot can referenes Filel by using a link.  User1, User2, User3, and Userd ¥
Userl anly
User1 and User2 only
User1, User2, and User3 only
|User1, User?, User3, and Userd
Answer:
Explanation:
AnNswer Area
Microsoft 365 Copilot can summarize File1 for [answer choice]. _Userl, User2, Userd, and Userd et

User I only

|Llseﬂ and User2 only
User1, User2, and User3 only
User1, UserZ, User3, and Userd

Fm L W

User1 and User2 only |

Explanation:
Answer Area

Microsoft 365 Copilot can summarize File1 for [answer qhqqg} @ﬁ ﬁserz, User3, and Userd -

For [answer choice], Microsoft 385.Capiiot can reference File1 by using a link. = Usert, .E: . e
m vnergsoft

NEW QUESTION # 148
You have a Microsoft 365 ES subscription.
You need to implement a compliance solution that meets the following requirements:



*Captures clips of key security-related user activities, such as the exfiltration of sensitive company data.
*Integrates data loss prevention (DLP) capabilities with insider risk management.

‘What should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Captures clips of key security-related user activities e
1 Adap.t.we scopes i
o Classifiers €
o 5 o o
Forensic evidence
Search
Integrates DLP capabilities with InSider risk management: hd
Adaptive Protection
eDiscovery (Premium)
Records management
Trainable classifiers
Answer:
Explanation:
Answer Area
Captures clips of key security-related user activities o~ .1
( Adap_t.we scopes 1
o Classifiers o
- =
1 Forensic evidence 1
Search
Integrates DLP capabilities with ips{dgPrisk management: v
Adaptive Protection
eDiscovery (Premium)
Retords management
Trainable classitiers
NEW QUESTION # 149
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