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might get the chance of higher salary, greater social state and satisfying promotion chance. Once your professional SD-WAN-
Engineer ability is acknowledged by authority, you master the rapidly developing information technology. With so many advantages,
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Palo Alto Networks SD-WAN Engineer Sample Questions (Q37-Q42):
NEW QUESTION # 37 
An organization has created a custom internal application definition for "Inventory_App" on the Prisma SD-WAN controller based
on its destination IP address and port (L3/L4 rule). The application server IP has just changed.
After updating the custom application definition on the controller, how is this change propagated to the branch ION devices?

A. The change will only take effect after the daily "App-ID" scheduled update.
B. The controller automatically pushes the updated Application Definition (App-Def) to all ION devices immediately.
C. The administrator must reboot the ION devices for the new object to load.
D. The administrator must manually "Push" the policy to all sites.

Answer: B

Explanation:
Comprehensive and Detailed Explanation
In Prisma SD-WAN, Custom Applications are global policy objects managed centrally on the controller.
Immediate Propagation: When an administrator creates or modifies a Custom Application definition (e.g., updating the IP subnet or
port for an internal app), the Prisma SD-WAN controller automatically pushes this update to all connected ION devices in the
tenant.
No Manual Push: Unlike some legacy firewall management paradigms (like Panorama "Commit and Push"), the Prisma SD-WAN
architecture is "intent-based" and continuously synchronized. A change to a global object like an App Definition is considered a live
configuration change and is distributed immediately via the secure control channel.
No Reboot: The ION data plane updates its classification engine dynamically without interrupting traffic or requiring a reboot. This
ensures that policy enforcement (steering "Inventory_App" to the correct path) remains accurate in real-time.

NEW QUESTION # 38 
A network engineer is troubleshooting a user complaint regarding "slow application performance" for an internal web application.
While viewing the Flow Browser in the Prisma SD-WAN portal, the engineer notices that the Server Response Time (SRT) is
consistently high (over 500ms), while the Network Transfer Time (NTT) and Round Trip Time (RTT) are low (under 50ms).
What does this data indicate about the root cause of the issue?

A. The issue is likely on the application server itself (e.g., high CPU, slow database query), not the network.
B. The issue is likely caused by congestion on the WAN circuit, requiring a QoS policy adjustment.
C. The issue is caused by a high packet loss rate on the internet path.
D. The issue is due to a misconfigured DNS server at the branch.

Answer: A

Explanation:
Comprehensive and Detailed Explanation
The Flow Browser and App Response Time metrics in Prisma SD-WAN are critical tools for isolating the fault domain-determining
whether a problem lies in the "Network" or the "Application." Network Transfer Time (NTT) / Round Trip Time (RTT): These
metrics measure the time it takes for packets to traverse the network (WAN/LAN) and for acknowledgments to return. A low NTT
(e.g., <50ms) confirms that the network pipes (SD-WAN overlay, Underlay circuits) are healthy and transporting packets quickly.
Server Response Time (SRT): This metric specifically measures the time between the server receiving a request and the server
sending the first byte of the response. It essentially measures the "processing time" of the backend server.
In the scenario described, the network metrics (NTT/RTT) are excellent, effectively ruling out WAN congestion, packet loss, or
latency (Option A and C). However, the Server Response Time (SRT) is very high (500ms). This signature is a definitive indicator
that the network delivered the request instantly, but the application server took a long time to process it. This points the
troubleshooting effort toward the server infrastructure (e.g., a slow SQL query, an overloaded web server, or lack of compute
resources) rather than the SD-WAN environment.

NEW QUESTION # 39 
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An administrator needs to ensure that critical VoIP traffic is not dropped even when the branch's primary internet link is fully
saturated with bulk file transfers.
Which QoS mechanism does Prisma SD-WAN automatically apply to the "Platinum" priority class to prevent starvation by lower-
priority classes?

A. Hierarchical Token Bucket (HTB) with guaranteed bandwidth
B. First-In, First-Out (FIFO)
C. Strict Priority Queuing (SPQ)
D. Weighted Round Robin (WRR)

Answer: A

Explanation:
Comprehensive and Detailed Explanation
Prisma SD-WAN utilizes a hierarchical QoS model (typically based on Hierarchical Token Bucket or similar shaping algorithms) to
manage bandwidth contention.
Guaranteed Bandwidth: The "Platinum" class (used for Real-Time voice/video) is assigned a guaranteed bandwidth percentage
(floor) in the QoS profile. This ensures that even if "Gold" (Transactional) or "Silver" (Bulk) traffic is trying to consume 100% of the
link, the scheduler reserves the specific portion (e.g., 30%) for Platinum traffic, preventing starvation.
Shaping, not Policing: Unlike simple policing which drops excess traffic hard, the ION device shapes the egress traffic. If the link is
congested, the scheduler delays the lower-priority packets (buffering) to allow the high-priority Platinum packets to exit immediately.
Why not Strict Priority (A)? While Platinum behaves like a priority queue, pure Strict Priority can completely starve lower queues if
the high-priority traffic is misbehaving or voluminous. Prisma SD-WAN typically uses bandwidth guarantees (floors) and limits
(ceilings) to ensure fair sharing while protecting critical apps.

NEW QUESTION # 40 
A network engineer is troubleshooting a "Voice Quality" issue. They suspect that the DSCP markings are being stripped or altered
by the ISP.
Which tool in the Prisma SD-WAN portal allows the engineer to capture live packets on the WAN interface and inspect the IP
header ToS/DSCP field?

A. Path Quality Monitor
B. Flow Browser
C. Event Logs
D. Packet Capture (PCAP)

Answer: D

Explanation:
Comprehensive and Detailed Explanation
To validate specific packet-level details like DSCP (Differentiated Services Code Point) values, header checksums, or exact
payload sizes, a Packet Capture (PCAP) is required.
PCAP Tool: Prisma SD-WAN provides a built-in PCAP utility accessible directly from the portal. The engineer can select the
specific Interface (e.g., Internet 1), apply a Filter (e.g., port 5060 or host 1.2.3.4), and capture the traffic.
Analysis: The resulting .pcap file can be downloaded and opened in Wireshark. This allows the engineer to definitively see if the
packets leaving the ION have DSCP EF (46) and if the packets arriving (if capturing on the other side) still retain that marking, or if
the ISP has bleached it to CS0 (0).
Flow Browser (A): While it shows "Application" and metrics, the Flow Browser typically displays the assigned priority class, not
necessarily the raw bit-level DSCP value present in the packet header on the wire.

NEW QUESTION # 41 
An administrator has configured a Path Policy for "ERP_Traffic". The policy allows two public internet links, "ISP-A" and "ISP-B",
both marked as "Active". The Path Quality Profile (SLA) requires a latency of less than 150ms. Currently, both ISP-A and ISP-B
have a latency of 40ms, well within the SLA.
How does the Prisma SD-WAN ION determine which link to use for a new flow of "ERP_Traffic" when both active paths meet the
SLA requirements?

A. It selects the path that appears first in the interface configuration list.
B. It selects the path with the lowest numerical latency (e.g., if ISP-A drops to 39ms).



C. It duplicates the packets across both paths (Packet Duplication) to ensure delivery.
D. It selects the path with the highest available bandwidth capacity.

Answer: D

Explanation:
Comprehensive and Detailed Explanation
Prisma SD-WAN utilizes a sophisticated decision engine for Application-Based Path Selection that goes beyond simple failover.
When configuring a Path Policy, the administrator defines "Active" paths and a "Path Quality Profile" (SLA).
SLA Compliance (The Filter): First, the system filters the available paths based on the Path Quality Profile. In this scenario, both
ISP-A and ISP-B have 40ms latency against a 150ms threshold. Both are "green" or compliant paths.
Selection Criteria (The Tie-Breaker): When multiple paths are configured as "Active" and all meet the performance SLA, the ION
device aims to optimize the overall user experience and network utilization. The default behavior for load balancing across healthy,
compliant active paths is to select the path with the highest available bandwidth capacity.
By steering new flows to the link with the most "headroom" (available Mbps), the system prevents the saturation of a smaller link
(e.g., a 20Mbps DSL line) while a larger link (e.g., 1Gbps Fiber) sits underutilized. This maximizes the aggregate throughput for the
site. While latency is the qualifier, bandwidth availability is often the selector for compliant paths. Note that if the application was
defined as "Real-Time" and configured for packet duplication, behavior would differ, but for standard traffic, capacity-based
distribution is the standard active/active logic.

NEW QUESTION # 42
......
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