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If you do not believe, then take a look into the website of PDFVCE. You will be surprised, because its daily purchase rate is the
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exam materials are certified by the authority and have been tested by our tens of thousands of our worthy customers. This is a
product that you can definitely use with confidence. And with our Secure-Software-Design training guide, you can find that the exam
is no long hard at all. It is just a piece of cake in front of you. What is more, you can get your Secure-Software-Design certification
easily.

WGUSecure Software Design (KEO1) Exam Sample Questions (Q67-Q72):
NEW QUESTION # 67 
A public library needs to implement security control on publicly used computers to prevent illegal downloads.
Which security control would prevent this threat?

A. Nonrepudiation
B. Integrity
C. Availability
D. Authentication

Answer: D

Explanation:
Authentication is the most effective control for the scenario because it directly addresses who is using the public computers:
* User Identification: Authentication requires users to identify themselves (e.g., library card, login credentials) before accessing the
computers. This links actions to specific individuals, making it easier to control unauthorized activity.
* Policy Enforcement: Combined with other controls (e.g., content filtering), authentication enables the library to implement policies
restricting downloads. If users violate the policy, their identities can be used for consequences.
* Deterrent: Knowing they can be identified discourages users from attempting illegal downloads.

NEW QUESTION # 68 
Which secure coding best practice says to use a single application-level authorization component that will lock down the application
if it cannot access its configuration information?

A. Session management
B. Access control
C. Data protection
D. Communication security

Answer: B

NEW QUESTION # 69 
Using a web-based common vulnerability scoring system (CVSS) calculator, a security response team member performed an
assessment on a reported vulnerability in the user authentication component of the company's now product. The base score of the
vulnerability was 8.3 and changed to 9.4 after adjusting temporal and environmental metrics.
Which rating would CVSS assign this vulnerability?

A. Low seventy
B. Medium severity
C. High seventy
D. Critical severity

Answer: D

Explanation:
The task described involves assessing a document management application that has been in use for many years to ensure compliance
with organizational policies. This typically falls under the category of a security strategy for legacy code. Legacy code refers to
software that has been around for a while and may not have been designed with current security standards or organizational policies
in mind. A security strategy for legacy code would involve reviewing and updating the application to meet current security
requirements and organizational policies, ensuring that it remains secure and compliant over time.
References: The answer is based on standard practices for managing and securing legacy software systems, which include regular
assessments and updates to align with current security standards and organizational policies1.
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NEW QUESTION # 70 
Which threat modeling step identifies the assets that need to be protected?

A. Set the Scope
B. Identify and Document Threats
C. Rate Threats
D. Analyze the Target

Answer: A

NEW QUESTION # 71 
In which step of the PASTA threat modeling methodology is vulnerability and exploit analysis performed?

A. Application decomposition
B. Attack modeling
C. Define objectives
D. Define technical scope

Answer: B

Explanation:
In the PASTA (Process for Attack Simulation and Threat Analysis) threat modeling methodology, vulnerability and exploit analysis is
performed during the Attack modeling step. This step involves identifying potential threats and vulnerabilities within the system and
understanding how they could be exploited.
* Attack modeling is a critical phase where the focus is on simulating attacks based on identified vulnerabilities. It allows for a deep
understanding of the threats in the context of the application's architecture and system design.
* During this phase, security analysts use their knowledge of the system's technical scope and application decomposition to simulate
how an attacker could exploit the system's vulnerabilities. This helps in prioritizing the risks and planning appropriate mitigation
strategies.
* The goal of attack modeling is not just to identify vulnerabilities but also to understand the potential impact of exploits on the
system and the business, which is essential for developing a robust security posture.
: The information provided is aligned with the PASTA methodology as described in resources such as VerSprite1 and the OWASP
Foundation2. These sources detail the seven stages of PASTA, with attack modeling being a key component of the process.

NEW QUESTION # 72
......
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