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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Security-Operations-Engineer Prüfungsfragen mit Lösungen (Q18-
Q23):
18. Frage 
You are responsible for monitoring the ingestion of critical Windows server logs to Google Security Operations (SecOps) by using
the Bindplane agent. You want to receive an immediate notification when no logs have been ingested for over 30 minutes. You want
to use the most efficient notification solution. What should you do?

A. Configure a Bindplane agent to send a heartbeat signal to Google SecOps every 15 minutes, and create an alert if two
heartbeats are missed.
B. Create a new YARA-L rule in Google SecOps SIEM to detect the absence of logs from the server within a 30-minute
window.
C. Create a new alert policy in Cloud Monitoring that triggers a notification based on the absence of logs from the server's
hostname.
D. Configure the Windows server to send an email notification if there is an error in the Bindplane process.

Antwort: C

Begründung:
Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:
The most efficient and native solution is to use the Google Cloud operations suite. Google Security Operations (SecOps)
automatically exports its own ingestion health metrics to Cloud Monitoring. These metrics provide detailed information about the logs
being ingested, including log counts, parser errors, and event counts, and can be filtered by dimensions such as hostname.
To solve this, an engineer would navigate to Cloud Monitoring and create a new alert policy. This policy would be configured to
monitor the chronicle.googleapis.com/ingestion/log_entry_count metric, filtering it for the specific hostname of the critical Windows
server.
Crucially, Cloud Monitoring alerting policies have a built-in condition type for "metric absence." The engineer would configure this
condition to trigger if no data points are received for the specified metric (logs from that server) for a duration of 30 minutes. When
this condition is met, the policy will automatically send a notification to the desired channels (e.g., email, PagerDuty). This is the
standard, out-of-the-box method for monitoring log pipeline health and requires no custom rules (Option B) or custom heartbeat
configurations (Option C).
(Reference: Google Cloud documentation, "Google SecOps ingestion metrics and monitoring"; "Cloud Monitoring - Alerting on
metric absence")

19. Frage 
You have been tasked with developing a new response process in a playbook to contain an endpoint. The new process should take
the following actions:
* Send an email to users who do not have a Google Security Operations (SecOps) account to request approval for endpoint
containment.
* Automatically continue executing its logic after the user responds.
You plan to implement this process in the playbook by using the Gmail integration. You want to minimize the effort required by the
SOC analyst. What should you do?

A. Use the 'Send Email' action to send an email requesting approval to contain the endpoint, and use the
'Wait For Thread Reply' action to receive the result. The analyst manually contains the endpoint.
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B. Set the containment action to 'Manual' and assign the action to the appropriate tier. Contact the user by email to request
approval. The analyst chooses to execute or skip the containment action.
C. Set the containment action to 'Manual' and assign the action to the user to execute or skip the containment action.
D. Generate an approval link for the containment action and include the placeholder in the body of the
'Send Email' action. Configure additional playbook logic to manage approved or denied containment actions.

Antwort: D

Begründung:
Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:
This scenario describes an automated external approval, which is a key feature of Google Security Operations (SecOps) SOAR.
The solution that "minimizes the effort required by the SOC analyst" is one that is fully automated and does not require the analyst to
wait for an email and then manually resume the playbook.
The correct method (Option D) is to use the platform's built-in capabilities (often part of the "Flow" or
"Siemplify" integration) to generate a unique approval link (or "Approve" / "Deny" links). These links are tokenized and tied to the
specific playbook's execution. This link is then inserted as a placeholder into the email that is sent to the non-SecOps user via the
"Send Email" (Gmail integration) action.
The playbook is then configured with conditional logic (e.g., a "Wait for Condition") to pause execution until one of the links is
clicked. When the external user clicks the "Approve" or "Deny" link in their email, it sends a secure signal back to the SOAR
platform. The playbook automatically detects this response and continues down the appropriate conditional path (e.g., "if approved,
execute endpoint containment"). This process is fully automated and requires zero analyst intervention, perfectly meeting the
requirements.
Options A, B, and C all require manual analyst action, which violates the core requirement of minimizing analyst effort.
(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Gmail integration documentation"; "Flow
integration - Wait for Approval")

20. Frage 
Your organization plans to ingest logs from an on-premises MySQL database as a new log source into its Google Security
Operations (SecOps) instance. You need to create a solution that minimizes effort. What should you do?

A. Configure direct ingestion from your Google Cloud organization.
B. Configure a third-party API feed in Google SecOps.
C. Configure and deploy a Bindplane collection agent
D. Configure and deploy a Google SecOps forwarder.

Antwort: D

Begründung:
Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:
The standard, native, and minimal-effort solution for ingesting logs from on-premises sources into Google Security Operations
(SecOps) is to use the Google SecOps forwarder. The forwarder is a lightweight software component (available as a Linux binary
or Docker container) that is deployed within the customer's network. It is designed to collect logs from a variety of on-premises
sources and securely forward them to the SecOps platform.
The forwarder can be configured to monitor log files directly (which is a common output for a MySQL database) or to receive logs
via syslog. Once the forwarder is installed and its configuration file is set up to point to the MySQL log file or syslog stream, it
handles the compression, batching, and secure transmission of those logs to Google SecOps. This is the intended and most direct
ingestion path for on-premises telemetry.
Option C is incorrect because the log source is on-premises, not within the Google Cloud organization. Option B (API feed) is the
wrong mechanism; feeds are used for structured data like threat intelligence or alerts, not for raw telemetry logs from a database.
Option A (Bindplane) is a third-party partner solution, which may involve additional configuration or licensing, and is not the native,
minimal-effort tool provided directly by Google SecOps for this task.
(Reference: Google Cloud documentation, "Google SecOps data ingestion overview"; "Install and configure the SecOps forwarder")

21. Frage 
Your organization is a Google Security Operations (SecOps) customer. The compliance team requires a weekly export of case
resolutions and SLA metrics of high and critical severity cases over the past week. The compliance team's post-processing scripts
require this data to be formatted as tabular data in CSV files, zipped, and delivered to their email each Monday morning. What



should you do?

A. Build an Advanced Report in SOAR Reports, and schedule delivery of the report.
B. Generate a report in SOAR Reports, and schedule delivery of the report.
C. Build a detection rule with outcomes, and configure a Google SecOps SOAR job to format and send the report.
D. Use statistics in search, and configure a Google SecOps SOAR job to format and send the report.

Antwort: A

Begründung:
Comprehensive and Detailed Explanation
The correct solution is Option C. Google SecOps SOAR has a specific feature designed for this exact use case: Advanced Reports.
The standard "SOAR Reports" (Option A) are pre-canned dashboard-style reports (e.g., Management - SOC Status). However,
the "Advanced Reports" feature (built on Looker) provides a powerful, flexible interface for building highly customized, tabular
reports based on case data. This allows an administrator to specifically query for case resolutions and SLA metrics, and filter them
by priority = High OR Critical.
Most importantly, the Advanced Reports feature has a built-in scheduler. This scheduler can be configured to run the report at a
specific cadence (e.g., "Weekly on Monday at 9:00 AM"), send it to a list of email recipients, and attach the data in the required
format, including CSV and as a zipped file.
Option B is incorrect because detection rules create alerts, they don't report on case metrics. Option D is incorrect because it mixes
the SIEM search function with a SOAR job, which is an overly complex and unnecessary way to query case data that is already
structured within the SOAR module.
Exact Extract from Google Security Operations Documents:
Explore advanced SOAR reports: The default advanced SOAR reports are a set of dashboards and reports to help track SOC
performance, case handling, analyst workload, and automation efficiency. These reports provide both high-level and detailed insights
across your environments.1 SLA Monitoring: Use Triage Time and SLA Met flag to monitor SLA compliance and improve case
handling.
Manage advanced reports: You can create, edit, duplicate, share, download, and delete advanced reports.
Schedule a report:
* Select the report you want to schedule.
* Select the Scheduler tab and click Add.
* In the New Schedule dialog, click the Enable toggle to turn on scheduling and enter the required information (e.g., weekly,
Monday, email recipients).
* You can select the delivery format, including CSV and ZIP attachments.
References:
Google Cloud Documentation: Google Security Operations > Documentation > Monitor and report > SOAR reports > Use Looker
Explores in SOAR reports (Advanced Reports) Google Cloud Documentation: Google Security Operations > Documentation >
Monitor and report > SOAR reports > Explore SOAR reports

22. Frage 
You are developing a playbook to respond to phishing reports from users at your company. You configured a UDM query action to
identify all users who have connected to a malicious domain. You need to extract the users from the UDM query and add them as
entities in an alert so the playbook can reset the password for those users. You want to minimize the effort required by the SOC
analyst. What should you do?

A. Configure a manual Create Entity action from the Siemplify integration that instructs the analyst to input the Entities
Identifier parameter based on the results of the action.
B. Create a case for each identified user with the user designated as the entity.
C. Use the Create Entity action from the Siemplify integration. Use the Expression Builder to create a placeholder with the
usernames in the Entities Identifier parameter.
D. Implement an Instruction action from the Flow integration that instructs the analyst to add the entities in the Google SecOps
user interface.

Antwort: C

Begründung:
Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:
The key requirement is to *automate* the extraction of data to *minimize analyst effort*. This is a core function of Google Security
Operations SOAR (formerly Siemplify). The **Siemplify integration** provides the foundational playbook actions for case



management and entity manipulation.
The **`Create Entitỳ ** action is designed to programmatically add new entities (like users, IPs, or domains) to the active case. To
make this action automatic, the playbook developer must use the **Expression Builder**. The Expression Builder is the tool used to
parse the JSON output from a previous action (the UDM query) and dynamically map the results (the list of usernames) into the
parameters of a subsequent action.
By using the Expression Builder to configure the `Entities Identifier  ̀parameter of the `Create Entitỳ  action, the playbook
automatically extracts all `principal.user.userid  ̀fields from the UDM query results and adds them to the case. These new entities can
then be automatically passed to the next playbook step, such as
"Reset Password."
Options A and C are incorrect because they are **manual** actions. They require an analyst to intervene, which does *not*
minimize effort. Option D is incorrect as it creates multiple, unnecessary cases, flooding the queue instead of enriching the single,
original phishing case.
*(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Using the Expression Builder";
"Marketplace and Integrations")*
***

23. Frage
......
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