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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q43-Q48):

NEW QUESTION # 43
Which two statements are true about mixing traditional and unified security policies? (Choose two.)

A. Traditional security policies must come before unified security policies

B. Unified security policies must come before traditional security policies

C. When a packet matches a unified security policy, the evaluation process terminates

D. When a packet matches a traditional security policy, the evaluation process terminates

Answer: C,D

NEW QUESTION # 44
Which two functions does Juniper ATP Cloud perform to reduce delays in the inspection of files?
(Choose two.)
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A. Juniper ATP Cloud allows the creation of allowlists.

B. Juniper ATP Cloud performs a cache lookup on files.

C. Juniper ATP Cloud allows end users to bypass the inspection of files.

D. Juniper ATP Cloud uses a single antivirus software package to analyze files.

Answer: A.B

Explanation:

Juniper ATP Cloud is a cloud-based service that provides advanced threat prevention and detection for your network. It integrates
with SRX Series firewalls and MX Series routers to analyze files and network traffic for signs of malicious activity.

Two functions that Juniper ATP Cloud perforns to reduce delays in the inspection of files are:

Juniper ATP Cloud allows the creation of allowlists: Allowlists are lists of trusted files or file hashes that are excluded from scanning
by Juniper ATP Cloud. You can create allowlists based on file name, file type, file size, file hash, or sender domain. By using
allowlists, you can reduce the number of files that need to be uploaded to Juniper ATP Cloud for analysis and improve the
performance and efficiency of your network.

Juniper ATP Cloud perforns a cache lookup on files: Cache lookup is a process that checks ifa file has been previously scanned by
Juniper ATP Cloud and if there is a cached verdict for it. If there is a cached verdict, Juniper ATP Cloud returns it immediately
without scanning the file again. Ifthere is no cached verdict, Juniper ATP Cloud uploads the file for analysis. By using cache lookup,
you can reduce the time and bandwidth required for scanning files by Juniper ATP Cloud.

Reference: = [Juniper Advanced Threat Prevention Cloud (ATP Cloud)], [Configuring Allowlists],

[Understanding Cache Lookup]

NEW QUESTION # 45
Which two statements are true about Juniper ATP Cloud? (Choose two.)

A. Juniper ATP Cloud uses multiple antivirus software packages to analyze files.

B. Juniper ATP Cloud does not use antivirus software packages to protect against zero-day threats.
C. Juniper ATP Cloud uses antivirus software packages to protect against zero-day threats.

D. Juniper ATP Cloud only uses one antivirus software package to analyze files.

Answer: A,B

Explanation:

Two statements that are true about Juniper ATP Cloud are:

Juniper ATP Cloud uses muiltiple antivirus software packages to analyze files: Juniper ATP Cloud is a cloud-based service that
provides advanced threat prevention and detection for your network. It integrates with SRX Series firewalls and MX Series routers
to analyze files and network traffic for signs of malicious activity. Juniper ATP Cloud uses multiple antivirus software packages from
different vendors to scan files for known malware signatures and provide a comprehensive verdict based on their results.

Juniper ATP Cloud does not use antivirus software packages to protect against zero-day threats: Juniper ATP Cloud protects
against zero-day threats by using dynamic analysis, not antivirus software packages.

Dynamic analysis is a method of executing files in a sandbox environment and observing their behavior and network interactions.
Dynamic analysis can uncover unknown malware that may evade static analysis or signature-based detection methods.

Reference: = Juniper Advanced Threat Prevention Cloud (ATP Cloud), Juniper Advanced Threat Prevention Cloud | ATP Cloud |
Juniper Networks, Breaking Down Security Complexity with Juniper Networks' ATP Cloud

NEW QUESTION # 46
Youare asked to block malicious applications regardless of the port number being used.
In this scenario, which two application security features should be used? (Choose two.)

A. AppFW
B. APPID
C. AppTrack

D. AppQoE
Answer: A,B

NEW QUESTION # 47



Which two statements are correct about JSA data collection? (Choose two.)

A. The Flow Collector parses logs.

B. The Flow Collector can use statistical sampling

C. The Event Collector parses logs

D. The Event Collector collects information using BGP FlowSpec.

Answer: B,C

Explanation:

The Flow Collector can use statistical sampling to collect and store network flow data in the JSA database. The Event Collector
collects information from various sources including syslog, SNMP, NetFlow, and BGP FlowSpec. Both the Flow Collector and the
Event Collector parse logs to extract useful information from the logs.

NEW QUESTION # 48
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