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11. Frage
An IT security team wants to ensure that the correct parties are informed when a specific user account is signed in. Which of the
following would most likely allow an administrator to address this concern?

A. Enabling the collection of user sign-in logs
B. Creating an alert based on user sign-in criteria
C. Aggregating user sign-in logs from all systers
D. Configuring the retention of all sign-i logs

Antwort: B

Begrindung:

To ensure that the correct parties are informed when a specific user account is signed in, the best action is to create an alert based
on user sign-in criteria. This alert can notify administrators or security personnel when the specified event occurs.

Security monitoring and alerting are critical components of managing cloud environments securely, as discussed in the CompTIA
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Cloud+ certification.

12. Frage
Which of'the following migration types is best to use when migrating a highly available application, which is normally hosted on a
local VM cluster, for usage with an external user population?

A. Cloud to cloud

B. On-premises to on-premises
C. On-premises to cloud

D. Cloud to on-premises

Antwort: C

Begriindung;

‘When migrating a highly available application normally hosted on a local VM cluster for usage with an external user population, the
best migration type would be on-premises to cloud. This allows the application to leverage the cloud's scalability and reach,
providing better access to the external users.

13. Frage
Which of the following best describes a benefit of the CI/CD process?

A. The software is integrated with other projects easily

B. Software delivery is sped up without compromising quality
C. Incremental changes are done at the end of the project

D. Updates are released every sprint

Antwort: B

Begrindung;

CI/CD (Continuous Integration/Continuous Deployment) allows faster and more reliable delivery by automating builds, tests, and
deployments. It ensures rapid delivery without compromising quality. Updates are frequent but not necessarily tied to sprint cycles.
Reference: CompTIA Projectt PK0-005 - CI/CD Benefits; CompTIA Cloud+ CV0-004 Cloud Deployment domain.

14. Frage

An administrator is setting up a cloud backup solution that requires the following features:
* Cost effective

* Granular recovery

* Multilocation

Which of'the following backup types best meets these requirements?

A. On-stte. full, and incremental

B. Off=site, full, incremental, and differential
C. Cloud site, full, and differential

D. On-site. full, and differential

Antwort: B

Begrindung;

An off-site cloud backup solution that offers full, incremental, and differential backups would best meet the requirements of being
cost-effective, allowing granular recovery, and supporting mutlti-location storage. This combination allows for comprehensive backup
strategies that can be tailored to the company's needs while optimizing storage costs.

Reference: Backup strategies, including full, incremental, and differential backups, are an integral part of data management and
protection strategies discussed in the CompTIA Cloud+ objectives.

15. Frage
A cloud engineer needs to migrate an application from on premises to a public cloud. Due to timing constraints, the application



cannot be changed prior to migration. Which of the following migration strategies is best approach for this use case?

A. Rehost

B. Rearchitect
C. Retire

D. Refactor

Antwort: A

Begrindung;

Rehosting, often referred to as '"lifi-and-shift," is the process of migrating an application or workload to the cloud without modifying
it. This approach is suitable when there are timing constraints that prevent making changes to the application prior to migration.
Rehosting can be the quickest migration strategy since it involves moving the existing applications to the cloud with minimal changes.
References: CompTIA Cloud+ resources and cloud migration strategies
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