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Google Cloud Certified - Professional Cloud Security Engineer Exam
Professional-Cloud-Security-Engineer Prüfungsfragen mit Lösungen (Q114-
Q119):
114. Frage 
You want to prevent users from accidentally deleting a Shared VPC host project. Which organization-level policy constraint should
you enable?

A. compute.restrictSharedVpcHostProjects
B. compute.restrictSharedVpcSubnetworks
C. compute.sharedReservationsOwnerProjects
D. compute.restrictXpnProjectLienRemoval

Antwort: D
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https://www.zertpruefung.ch/Professional-Cloud-Security-Engineer_exam.html
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Begründung:
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy- constraints#constraints-for-specific-services
- constraints/compute.restrictXpnProjectLienRemoval
- Restrict shared VPC project lien removal
This boolean constraint restricts the set of users that can remove a Shared VPC host project lien without organization-level
permission where this constraint is set to True.
By default, any user with the permission to update liens can remove a Shared VPC host project lien. Enforcing this constraint
requires that permission be granted at the organization level.

115. Frage 
Your team creates an ingress firewall rule to allow SSH access from their corporate IP range to a specific bastion host on Compute
Engine. Your team wants to make sure that this firewall rule cannot be used by unauthorized engineers who may otherwise have
access to manage VMs in the development environment. What should your team do to meet this requirement?

A. Create the firewall rule with a target of a network tag. Centrally manage access to the tag.
B. Create the firewall rule in a Shared VPC with a target of a network tag.
C. Create the firewall rule with a target of a service account. Centrally manage access to the service account.
D. Create the firewall rule in a Shared VPC with a target of a specific subnet.

Antwort: C

Begründung:
A is not correct because the network tag value can be inferred by examining the Firewall Rule or VM metadata.
B is correct because access to the Service Account is required to use a firewall rule with a target of a Service Account.
C is not correct because the target network tag value can be inferred by examining the Firewall Rule or VM metadata.
D is not correct because the target subnet value can be inferred by examining the Firewall Rule or VM metadata.
https://cloud.google.com/vpc/docs/firewalls#service-accounts-vs-tags

116. Frage 
You are backing up application logs to a shared Cloud Storage bucket that is accessible to both the administrator and analysts.
Analysts should not have access to logs that contain any personally identifiable information (PII). Log files containing PII should be
stored in another bucket that is only accessible to the administrator. What should you do?

A. Upload the logs to both the shared bucket and the bucket with PII that is only accessible to the administrator. Use the
Cloud Data Loss Prevention API to create a job trigger. Configure the trigger to delete any files that contain PII from the
shared bucket.
B. On the shared bucket, configure Object Lifecycle Management to delete objects that contain PII.
C. On the shared bucket, configure a Cloud Storage trigger that is only triggered when PII is uploaded. Use Cloud Functions
to capture the trigger and delete the files that contain PII.
D. Use Pub/Sub and Cloud Functions to trigger a Cloud Data Loss Prevention scan every time a file is uploaded to the
administrator's bucket. If the scan does not detect PII, have the function move the objects into the shared Cloud Storage
bucket.

Antwort: D

117. Frage 
You are implementing a new web application on Google Cloud that will be accessed from your on-premises network. To provide
protection from threats like malware, you must implement transport layer security (TLS) interception for incoming traffic to your
application. What should you do?

A. Configure a hierarchical firewall policy. Enable TLS interception by using Cloud Next Generation Firewall (NGFW)
Enterprise.
B. Configure Secure Web Proxy. Offload the TLS traffic in the load balancer, inspect the traffic, and forward the traffic to the
web application.
C. Configure a VPC firewall rule. Enable TLS interception by using Cloud Next Generation Firewall (NGFW) Enterprise.
D. Configure an internal proxy load balancer. Offload the TLS traffic in the load balancer, inspect the traffic, and forward the
traffic to the web application.



Antwort: B

Begründung:
To protect your web application from threats like malware by implementing TLS interception for incoming traffic, configuring a
Secure Web Proxy with TLS offloading at the load balancer is an effective approach.
* Option A: By configuring a Secure Web Proxy, you can offload TLS traffic at the load balancer, inspect the decrypted traffic for
threats such as malware, and then forward the inspected traffic to your web application. This approach ensures that encrypted traffic
is securely analyzed without compromising the security of the data in transit.
* Option B: An internal proxy load balancer is designed for distributing traffic within a private network and may not support TLS
interception capabilities required for inspecting incoming traffic from external sources.
* Option C: Hierarchical firewall policies in Google Cloud are used to enforce security rules across your organization but do not
provide TLS interception capabilities.
* Option D: VPC firewall rules control traffic to and from VM instances based on specified rules but do not have the capability to
perform TLS interception or traffic inspection.
Therefore, Option A is the most suitable solution, as it allows for TLS interception through a Secure Web Proxy, enabling the
inspection of incoming encrypted traffic to detect and mitigate threats like malware before the traffic reaches your web application.
References:
* Secure Web Proxy Overview
* Cloud Load Balancing Overview

118. Frage 
Your team sets up a Shared VPC Network where project co-vpc-prod is the host project. Your team has configured the firewall
rules, subnets, and VPN gateway on the host project. They need to enable Engineering Group A to attach a Compute Engine
instance to only the 10.1.1.0/24 subnet.
What should your team grant to Engineering Group A to meet this requirement?

A. Compute Network User Role at the host project level.
B. Compute Shared VPC Admin Role at the service project level.
C. Compute Shared VPC Admin Role at the host project level.
D. Compute Network User Role at the subnet level.

Antwort: C

119. Frage
......

ZertSoft ist eine Website, die den Traum vielen IT-Fachleuten erfüllen kann. Wenn Sie einen IT-Traum haben, dann wählen Sie
doch ZertSoft. Die Fragenkataloge zur Google Professional-Cloud-Security-Engineer Zertifizierungsprüfung von ZertSoft sind von
vielen IT-Fachleuten begehrt, die Ihnen helfen, die Professional-Cloud-Security-Engineer Zertifizierung zu bestehen und im
Berufsleben befördert zu werden.
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