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12. Frage
You are building an application that runs on Cloud Run The application needs to access a third-party API by using an API key You

need to determine a secure way to store and use the API key in your application by following Google-recommended practices What
should you do?

¢ A Encrypt the API key by using Cloud Key Management Service (Cloud KMS) and pass the key to Cloud Run as an
environment variable Decrypt and use the key in Cloud Run

e B. Save the API key in Cloud Key Management Service (Cloud KMS) as a key Reference the key as an environment
variable in the Cloud Run application

e C. Save the API key in Secret Manager as a secret key Mount the secret key under the /sys/api_key directory and decrypt
the key in the Cloud Run application

e D. Save the API key in Secret Manager as a secret Reference the secret as an environment variable in the Cloud Run
application

Antwort: D

Begriindung;

Explanation

The best option for storing and using the API key in your application by following Google-recommended practices is to save the
API key in Secret Manager as a secret and reference the secret as an environment variable in the Cloud Run application. Secret
Manager is a service that allows you to store and manage sensitive data, such as API keys, passwords, and certificates, in Google
Cloud. A secret is a resource that represents a logical secret, such as an API key. You can save the API key in Secret Manager as
a secret and use IAM policies to control who can access it. You can also reference the secret as an environment variable in the
Cloud Run application by using the ${SECRET NAME} syntax. This way, you can securely store and use the API key in your
application without exposing it in your code or configuration files.

13. Frage
Your team of Infrastructure DevOps Engineers is growing, and you are starting to use Terraform to manage infrastructure. You need
a way to implement code versioning and to share code with other team members. What should you do?

¢ A Store the Terraform code in a version-control system. Establish procedures for pushing new versions and merging with the
master.

¢ B. Store the Terraform code in a shared Google Drive folder so it syncs automatically to every team member's computer.
Organize files with a naming convention that identifies each new version.

¢ C. Store the Terraform code in a network shared folder with child folders for each version release. Ensure that everyone
works on different files.

¢ D. Store the Terraform code in a Cloud Storage bucket using object versioning, Give access to the bucket to every team
member so they can download the files.

Antwort: A

Begrindung;
https//www.terraform.io/docs/cloud/guides/recommended-practices/part3.3.html

14. Frage

You are configuring connectivity across Google Kubernetes Engine (GKE) clusters in different VPCs You notice that the nodes in
Cluster A are unable to access the nodes in Cluster B You suspect that the workload access issue is due to the network
configuration You need to troubleshoot the issue but do not have execute access to workloads and nodes You want to identify the
layer at which the network connectivity is broken What should you do?

¢ A. Use a debug container to run the traceroute command from Cluster A to Cluster B and from Cluster B to Cluster A
Identify the common failure point



¢ B. Use Network Connectivity Center to perform a Connectivity Test from Cluster A to Cluster
¢ (. Install a toolbox container on the node in Cluster A Confirm that the routes to Cluster B are configured appropriately
¢ D. Enable VPC Flow Logs in both VPCs and monitor packet drops

Antwort: A

Begriindung;

The best option for troubleshooting the issue without having execute access to workloads and nodes is to use Network Connectivity
Center to perform a Connectivity Test from Cluster A to Cluster B. Network Connectivity Center is a service that allows you to
create, manage, and monitor network connectivity across Google Cloud, hybrid, and multi-cloud environments. You can use
Network Connectivity Center to performa Connectivity Test, which is a feature that allows you to test the reachability and latency
between two endpoints, such as GKE clusters, VM instances, or IP addresses. By using Network Connectivity Center to performa
Connectivity Test from Cluster A to Cluster B, you can identify the layer at which the network connectivity is broken, such as the
firewall, routing, or load balancing,

15. Frage

Your company's security team needs to have read-only access to Data Access audit logs inthe Required bucket You want to
provide your security team with the necessary permissions following the principle of least privilege and Google-recommended
practices. What should you do?

A. Assign the roles/logging. viewer role to a group with all the security team members

B. Assign the roles/logging. privateLogViewer role to each member of the security team

C. Assign the roles/logging, viewer role to each member of the security team

D. Assign the roles/logging.privateLogviewer role to a group with all the security team members

Antwort: D

Begrindung;

The best option for providing your security team with the necessary permissions following the principle of least privilege and Google-
recommended practices is to assign the roles/logging privateLogViewer role to a group with all the security team members. The
roles/logging privatel ogViewer role is a predefined role that grants read-only access to Data Access audit logs and other private
logs in Cloud Logging, A group is a collection of users that can be assigned roles and permissions as a single unit. You can assign the
roles/logging privatel ogViewer role to a group with all the security team members by using IAM policies. This way, you can provide
your security team with the mmimum level of access they need to view Data Access audit logs in the Required bucket.

16. Frage

Your application services run in Google Kubernetes Engine (GKE). You want to make sure that only images from your centrally-
managed Google Container Registry (GCR) image registry in the altostrat-images project can be deployed to the cluster while
minimizing development time. What should you do?

¢ A. Add a tagto each image in ger.io/altostrat-images and check that this tag is present when the image is deployed.

¢ B. Add logic to the deployment pipeline to check that all manifests contain only images from gcr.io
/altostrat-images.

e C. Create a custom builder for Cloud Build that will only push images to ger.io/altostrat-images.

e D. Use a Binary Authorization policy that includes the whitelist name pattern ger.io/attostrat-images/.

Antwort: D
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