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Topic Details
Topic 1 ¢ Troubleshooting
¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
Topic 4 their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.
¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
Topic 5 ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q37-
Q42):

NEW QUESTION # 37

An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.

How can the administrator create this setup?

A. Enable the workspace (for all ADOMs) to control all changes made by any administrator.
B. Enable workflow mode and the ADOM lock feature.

C. Enable the prompt asking the admnistrator to accept firewall policies changes before saving,
D. Enable device lock and the advanced mode feature in the ADOM.

Answer: B

Explanation:

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by multiple
administrators.

NEW QUESTION # 38

Refer to the exhibit. A junior administrator is troubleshooting a FortiManager connectivity issue that is occurring with a managed
FortiGate device.

Given the FortiManager device manager settings shown in the exhibit, what can you conclude from this scenario?
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A. FortiManager lost internet connectivity, therefore, the device appears to be down.

B. The administrator must refresh the device to restore connectivity.

C. The admmistrator recently restored a FortiManager configuration file.

D. The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.




Answer: C

Explanation:
FMG is in offline mode, which is activated after restoring a configuration file.

NEW QUESTION # 39
Refer to the exhibit. Which two results occur if you run the script using the Device Database option? (Choose two.)
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A. The device Config Status is tagged as Modified.

B. The administrator must install these changes on a managed device using the Install Wizard.
C. The successful execution of a script on the Device Database creates a new revision history.
D. The script history shows the successful installation of the script on the remote FortiGate.

Answer: A.B

Explanation:
Running a script on the Device Database marks the configuration as modified but does not immediately apply changes to the device.
The administrator must use the Install Wizard to push and install these changes from the Device Database onto the managed device.

NEW QUESTION # 40
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

FortiManager # diagnose dvm device list F Hl_il IEI_

- There are currently 6 devices/vdoms managed ---
- There are currently 6 devices/vdoms count for license ---

TYPE 0ID SN HA ip NAME ADOM IPs FIRMWARE HW_GenX
fegfaz-managed 188  FGVMO2TM24013504 - 100.65.1.111 ./ BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

|- STATUS: dev-db: not modified; eonf: in sync; cond: pending; dm: installed; conn: up; template:[modified]default

|- vdom:[3]root flags:@ @adom:My ADOM pkg:[imported]BR1-FGT-1

A. The latest revision history for the managed FortiGate does match the FortiManager policy database.
B. The system template default will override device-level database configurations.

C. Configuration changes have been installed on FortiGate, updating policy and device-level database.
D. The latest revision history for the managed FortiGate does not match the device-level database.



Answer: B,D

Explanation:

The status "pending” indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.

The template is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 41
What is the best explanation of how FortiManager helps with mass provisioning?

A. Tt provides local FortiGuard Distribution Server (FDS) services to the network.
B. It sends emnil alerts when new devices connect.

C. It uses templates to configure the same settings on many devices simultaneously.
D. It upgrades the OS of each FortiGate device.

Answer: C

Explanation:
FortiManager helps with mass provisioning by using templates that allow administrators to configure the same settings on muiltiple
FortiGate devices simultaneously, streamlining deployment and management.

NEW QUESTION # 42
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