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CompTIA Server+ Certification Exam Sample Questions (Q312-Q317):
NEW QUESTION # 312 
A server room with many racks of servers is managed remotely with occasional on-site support. Which of the following would be
the MOST cost-effective option to administer and troubleshoot network problems locally on the servers?

A. Crash cart
B. Management port
C. KVM
D. IP KVM

Answer: D

Explanation:
Explanation
An IP KVM (keyboard, video, mouse) is a device that allows remote access and control of multiple servers over a network using a
web browser or a clientsoftware. An IP KVM is a cost-effective option to administer and troubleshoot network problems locally on
the servers, as it eliminates the need for physical presence or dedicated hardware for each server. A management port (A) is a
network interface that is used for out-of-band management of network devices, such as routers or switches. A management port
does not provide local access to servers. A crash cart (B) is a mobile unit that contains a monitor, keyboard, mouse, and other tools
for troubleshooting servers in a data center. A crash cart requires physical access to each server and may not be cost-effective for
many racks of servers. A KVM (D) is a device that allows switching between multiple servers using a single keyboard, video, and
mouse. A KVM does not provide remote access over a network and requires physical connection to each server. References:
https://www.enterprisestorageforum.com/management/best-data-storage-solutions-and-software-2021/https://ww

NEW QUESTION # 313 
A server technician installs a new NIC on a server and configures the NIC for IP connectivity. The technician then tests the
connection using the ping command. Given the following partial output of the ping and ipconfig commands:

Which of the following caused the issue?

A. Duplicate IP address
B. Incorrect routing table
C. Incorrect default gateway
D. DHCP misconfiguration

Answer: A

Explanation:
Explanation
The ping command output shows that the NIC has an IP address of 192.168.1.100 and a default gateway of 192.168.1.1.
However, when the technician tries to ping the default gateway, the reply comes from another IP address: 192.168.1.101. This
means that there is another device on the network that has the same IP address as the default gateway, and it is responding to the
ping request instead of the intended destination.



A duplicate IP address can cause network connectivity problems, such as packet loss, routing errors, or unreachable hosts. To
resolve this issue, the technician should either change the IP address of the default gateway or the device that is conflicting with it, or
use DHCP to assign IP addresses automatically and avoid conflicts.
The other options are not correct because they do not explain the ping output. An incorrect default gateway would cause no reply or
a destination unreachable message, not a reply from a different IP address. A DHCP misconfiguration would cause an invalid or no
IP address on the NIC, not a duplicate IP address on the network. An incorrect routing table would cause routing errors or
unreachable destinations, not a reply from a different IP address.
References:
https://askleo.com/what_is_ping_and_what_does_its_output_tell_me/
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ping

NEW QUESTION # 314 
Which of the following is the MOST appropriate scripting language to use for a logon script for a Linux box?

A. Java
B. PowerShell
C. Batch
D. VBS
E. Shell

Answer: D

Explanation:
Reference:
https://redmondmag.com/articles/2016/02/09/logon-scripts-for-active-directory.aspx

NEW QUESTION # 315 
A company wants to find an affordable way to simulate a fail over of a critical application. The company does not currently have a
solution for it. The application consists of 15 servers, and the company would like to simulate on production configurations and IP
address schemes. Which of the following would be the most cost-effective solution?

A. Build a cloud laaS and perform a fail over of the application.
B. Build a warm site and perform a fail over of the application.
C. Perform a tabletop fail over of the application.
D. Build a cold site and perform a fail over of the application.
E. Build a hot site and perform a fail over of the application.

Answer: A

Explanation:
Explanation
Cloud IaaS (Infrastructure as a Service) is a service model that allows users to rent virtualized computing resources over the internet,
such as servers, storage, network, and software. Cloud IaaS can provide several benefits for disaster recovery and failover
scenarios, such as:
Lower cost: Cloud IaaS can reduce the capital and operational expenses of building and maintaining a physical disaster recovery
site, as users only pay for the resources they use on demand12.
Scalability: Cloud IaaS can offer flexible and elastic scalability of resources, as users can easily provision or deprovision resources
according to their needs and workload12.
Availability: Cloud IaaS can ensure high availability and reliability of the application, as users can leverage the cloud provider's
redundant and geographically distributed infrastructure12.
Simplicity: Cloud IaaS can simplify the failover process, as users can use the cloud provider's tools and services to automate and
orchestrate the failover operations12.
Therefore, building a cloud IaaS and performing a failover of the application would be the most cost-effective solution for the
company, as it would allow them to simulate a failover of a critical application on production configurations and IP address schemes
without investing in a physical disaster recovery site.

NEW QUESTION # 316 



An upper management team is investigating a security breach of the company's filesystem. It has been determined that the breach
occurred within the human resources department. Which of the following was used to identify the breach in the human resources
department?

A. Password policy
B. User activity reports
C. User groups
D. Multifactor authentication

Answer: B

Explanation:
User activity reports were used to identify the security breach in the human resources department. User activity reports are records
of the actions and events performed by users on a system or network, such as login
/logout times, files accessed or modified, commands executed, or websites visited. User activity reports can help monitor and audit
user behavior, detect and investigate security incidents, and enforce policies and compliance. User activity reports can be generated
by various tools, such as log management software, security information and event management (SIEM) systems, or user and entity
behavior analytics (UEBA) solutions. References: [CompTIA Server+ Certification Exam Objectives], Domain 5.0: Security,
Objective
5.2: Given a scenario, apply logical access control methods.

NEW QUESTION # 317
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