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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q602-Q607):
NEW QUESTION # 602 
A gaming application is deployed on four Amazon EC2 instances in a default VPC. The SysOps administrator has noticed
consistently high latency in responses as data is transferred among the four instances. There is no way for the administrator to alter
the application code.
The MOST effective way to reduce latency is to relaunch the EC2 instances in:

A. a single subnet inside the VPC.
B. a dedicated VPC.
C. a placement group.
D. a single Availability Zone.

Answer: C

Explanation:
To reduce latency in data transfer among EC2 instances, especially in high-performance computing (HPC) applications or
applications requiring low network latency, using a placement group is the best approach:
* Understanding Placement Groups:
* A placement group in Amazon EC2 is a logical grouping of instances within a single Availability Zone. Using placement groups,
you can achieve low-latency network performance necessary for tightly coupled node-to-node communication.
* Types of Placement Groups:
* Cluster Placement Group: Instances are physically located close together in the same Availability Zone to provide low-latency
network performance.
* Partition Placement Group: Instances are divided into logical segments called partitions, reducing the likelihood of simultaneous
failures.
* Spread Placement Group: Instances are placed on distinct underlying hardware to reduce correlated failures.
* Creating and Using a Placement Group:
* You can create a placement group using the AWS Management Console, AWS CLI, or AWS SDKs.
* When launching instances, specify the placement group to ensure they are launched within the
* same group.
aws ec2 create-placement-group --group-name my-placement-group --strategy cluster aws ec2 run-instances --image-id ami-
12345678 --count 4 --instance-type c5.large --placement GroupName=my-placement-group
* Relocating Existing Instances:
* Stop the instances, modify the placement group settings, and then restart them. Note that not all instance types are supported
within placement groups, so check the documentation for compatibility.
References:
* Placement Groups
* Cluster Instances for Low-Latency

NEW QUESTION # 603 
While setting up an AWS managed VPN connection, a SysOps administrator creates a customer gateway resource in AWS The
customer gateway device resides in a data center with a NAT gateway in front of it What address should be used to create the
customer gateway resource?

A. The public IP address of the customer gateway device
B. The private IP address of the customer gateway device
C. The public IP address of the NAT device in front of the customer gateway device
D. The MAC address of the NAT device in front of the customer gateway device

Answer: C

Explanation:
When setting up an AWS managed VPN connection and creating a customer gateway resource, if the customer gateway device
resides behind a NAT device, you should use the public IP address of the NAT device. This is because the VPN connection from
AWS will be established to the public IP address that AWS can reach.
* Identify the Public IP Address of the NAT Device:



* Determine the public IP address assigned to the NAT device in front of the customer gateway.
* Create Customer Gateway Resource:
* Navigate to the VPC console in the AWS Management Console.
* In the navigation pane, choose "Customer Gateways" and then click "Create Customer Gateway".
* Enter a name for the customer gateway.
* For the "IP Address", enter the public IP address of the NAT device.
* Configure VPN Connection:
* Create a VPN connection by navigating to the "VPN Connections" section and clicking "Create VPN Connection".
* Select the created customer gateway and complete the VPN setup wizard.
* Update Routing and Configuration:
* Ensure that the routing configurations on both the AWS side and the on-premises side are updated to route traffic through the
VPN connection.
* Configure the customer gateway device (behind the NAT) to accept traffic from the NAT device and route it appropriately.
AWS Managed VPN Connections
Customer Gateway Resource

NEW QUESTION # 604 
A company has a core application that must run 24 hours a day, 7 days a week. The application uses Amazon EC2, AWS Fargate,
and AWS Lambda. The company uses a combination of operating systems across different AWS Regions.
The company needs to maximize cost savings while committing to a pricing model that offers flexibility to make changes.
What should the company do to meet these requirements?

A. Use EC2 Spot Instances that match the type and size of existing instances that run in each Region.
B. Purchase a Compute Savings Plan that is based on Savings Plans recommendations.
C. Purchase an EC2 Instance Savings Plan that covers the EC2 instance types and the Fargatc and Lambda compute
equivalents.
D. Purchase a Reserved Instance for the instance types, operating systems. Region, and tenancy.

Answer: B

Explanation:
The Compute Savings Plan is the most flexible pricing model among AWS's long-term commitment options.
It allows the company to commit to a consistent amount of usage (measured in $/hour) for a 1- or 3-year term, and in return, it offers
significant savings over On-Demand pricing.
From the AWS Savings Plans Documentation:
Compute Savings Plans provide the most flexibility and apply to any EC2 instance regardless of region, instance family, operating
system, or tenancy, and also apply to AWS Fargate and AWS Lambda usage.
This exactly matches the company's needs:
* Uses EC2, Fargate, and Lambda
* Operates in multiple regions and OS types
* Requires cost savings with flexibility for changes
# Why the other options are incorrect:
* B. EC2 Instance Savings Plans only apply to specific instance families within a region and do not apply to Lambda or Fargate.
* C. Reserved Instances are very rigid - tied to instance type, OS, region, and tenancy. Not ideal for changing environments.
* D. Spot Instances offer savings but are not suitable for 24/7 core applications, as they can be interrupted.

NEW QUESTION # 605 
An application runs on multiple Amazon EC2 instances in an Auto Scaling group The Auto Scaling group is configured to use the
latest version of a launch template A SysOps administrator must devise a solution that centrally manages the application logs and
retains the logs for no more than 90 days Which solution will meet these requirements?

A. Update the launch template user data to install and configure the Amazon CloudWatch Logs agent to send logs to a log
group Set the log rotation configuration of the EC2 instances to 90 days
B. Launch an Amazon Machine Image (AMI) that is preconfigured with the Amazon CloudWatch Logs agent to send logs to
an Amazon S3 bucket Apply a 90-day S3 Lifecycle policy on the S3 bucket to expire the application logs
C. Launch an Amazon Machine Image (AMI) that is preconfigured with the Amazon CloudWatch Logs agent to send logs to
a log group Create an Amazon EventBridge (Amazon CloudWatch Events) scheduled rule to perform an instance refresh
every 90 days



D. Update the launch template user data to install and configure the Amazon CloudWatch Logs agent to send logs to a log
group Configure the retention period on the log group to be 90 days

Answer: D

NEW QUESTION # 606 
A SysOps administrator needs to implement a monitoring system to collect instance metrics every minute for an application. The
application runs on a highly available pair of Amazon EC2 instances. The monitoring system must send an email alert when the
metrics exceed a predefined threshold.
Which solution will meet these requirements?

A. Use the AWS Health Dashboard to extract the instance metrics. Configure Amazon EventBridge to detect and react to
changes in the metrics and to send email alerts.
B. Use AWS CloudTrail to monitor the instances. Copy the logs to an Amazon S3 bucket. Configure an AWS Lambda
function to send email alerts based on the logs from the S3 bucket.
C. Use detailed monitoring in Amazon CloudWatch for the instance metrics. Configure CloudWatch alarms that use Amazon
Simple Notification Service (Amazon SNS) to send email alerts.
D. Use basic monitoring in Amazon CloudWatch for the instance metrics. Configure CloudWatch alarms that use Amazon
Simple Notification Service (Amazon SNS) to send email alerts.

Answer: C

Explanation:
CloudWatch detailed monitoring publishes EC2 metrics at 1-minute intervals. You can then set CloudWatch alarms to trigger an
SNS email when thresholds are crossed-meeting both the granularity and alerting needs.

NEW QUESTION # 607
......
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