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After cracking the AWS Certified SysOps Administrator - Associate (SOA-C02) (SOA-C02) exam you will receive the credential
badge. It will pave your way toward well-paying jobs or promotions in any reputed tech company. At DumpStillValid have
customizable Amazon SOA-C02 practice exams for the students to review and improve their preparation. The Amazon SOA-C02
Practice Test material product of DumpStillValid are created by experts with the dedication to help customers crack the Amazon
SOA-C02 exam on the first attempt.

Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q361-Q366):
NEW QUESTION # 361 
A company stores files on 50 Amazon S3 buckets in the same AWS Region. The company wants to connect to the S3 buckets
securely over a private connection from its Amazon EC2 instances. The company needs a solution that produces no additional cost.
Which solution will meet these requirements?

A. Create a gateway VPC endpoint for each S3 bucket. Attach the gateway VPC endpoints to each subnet inside the VPC.
B. Create an interface VPC endpoint for each S3 bucket. Attach the interface VPC endpoints to each subnet inside the VPC.
C. Create one interface VPC endpoint for all the S3 buckets. Add the interface VPC endpoint to the VPC route table.
D. Create one gateway VPC endpoint for all the S3 buckets. Add the gateway VPC endpoint to the VPC route table.

Answer: D
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NEW QUESTION # 362 
A company has a stateful web application that is hosted on Amazon EC2 instances in an Auto Scaling group.
The instances run behind an Application Load Balancer (ALB) that has a single target group. The ALB is configured as the origin in
an Amazon CloudFront distribution. Users are reporting random logouts from the web application.
Which combination of actions should a SysOps administrator take to resolve this problem? (Select TWO.)

A. Enable group-level stickiness on the ALB listener rule.
B. Enable sticky sessions on the ALB target group.
C. Change to the least outstanding requests algorithm on the ALB target group.
D. Configure cookie forwarding in the CloudFront distribution cache behavior.
E. Configure header forwarding in the CloudFront distribution cache behavior.

Answer: B,D

Explanation:
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Cookies.html You can configure each cache behavior to
do one of the following: Forward all cookies to your origin - CloudFront includes all cookies sent by the viewer when it forwards
requests to the origin.
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html By default, an Application Load Balancer
routes each request independently to a registered target based on the chosen load-balancing algorithm.

NEW QUESTION # 363 
A company runs an application on an Amazon EC2 instance. A SysOps administrator creates an Auto Scaling group and an
Application Load Balancer (ALB) to handle an increase in demand.
However, the EC2 instances are failing the health check.
What should the SysOps administrator do to troubleshoot this issue?

A. Verify that the application is running on the protocol and the port that the listener is expecting.
B. Verify the maximum number of instances in the Auto Scaling group.Change the number if necessary.
C. Verify the listener priority in the ALB.
Change the priority if necessary.
D. Verify that the Auto Scaling group is configured to use all AWS Regions.

Answer: A

Explanation:
Target.FailedHealthChecks
Verify that the target is listening for traffic on the health check port. You can use the ss command on Linux targets to verify which
ports your server is listening on. For Windows targets, you can use the netstat command.
https://aws.amazon.com/premiumsupport/knowledge-center/elb-fix-failing-health-checks-alb/

NEW QUESTION # 364 
A company has a workload that runs on several Amazon EC2 instances. The company must retain the workload's system logs and
application logs for 13 months. The logs must be available for the entire 13 months. The termination of an EC2 instance must not
result in the loss of log information.
Which solution will meet these requirements?

A. Create a log group in Amazon CloudWatch Logs. Specify an Expire Events After value of 13 months Deploy the unified
CloudWatch agent onto the EC2 instances. Configure the agent to push the logs to the log group. Ensure that the attached
instance profile has permissions to push logs to the log group.
B. Create an Amazon S3 bucket Apply a bucket policy to expire objects after 13 months. Schedule a shell script to
periodically copy the logs to the S3 bucket Ensure that the attached instance profile has permissions to copy logs to the S3
bucket.
C. Create a log group in Amazon CloudWatch Logs. Specify an Expire Events After value of 13 months.
Configure the syslog protocol on the EC2 instances to push the logs to the log group. Ensure that the attached instance profile
has permissions to push logs to the log group.
D. Create an Amazon S3 bucket. Apply a bucket policy to expire objects after 13 months. Deploy the unified Amazon
CloudWatch agent onto the EC2 instances. Configure the agent to store the logs in the S3 bucket. Ensure that the attached
instance profile has permissions to store objects in the S3 bucket,



Answer: A

Explanation:
* Objective:
* Retain system and application logs for 13 months.
* Ensure logs are preserved independently of EC2 instance termination.
* Make logs easily accessible during the retention period.
* Steps to Implement (Following Option D):
* Step 1: Create a CloudWatch Log Group:
* Open the CloudWatch console and create a new log group.
* Set the retention period to 13 months using the "Expire Events After" feature.
* Step 2: Deploy the Unified CloudWatch Agent:
* Install the CloudWatch agent on all EC2 instances hosting the workload. The agent provides unified logging capabilities for system
and application logs.
* Step 3: Configure the Agent to Push Logs:
* Configure the agent to push logs (e.g., /var/log/messages, application logs) to the created log group.
* Use the agent configuration file to specify log paths, log groups, and retention settings.
* Step 4: Attach Necessary IAM Role:
* Attach an instance profile with an IAM policy that grants the necessary permissions (logs:
PutLogEvents, logs:CreateLogStream) to send logs to CloudWatch.
* Step 5: Verify Logging:
* Confirm that logs are being sent to the CloudWatch log group and are stored according to the 13-month retention policy.
* AWS References:
* Unified CloudWatch Agent:Install and Configure CloudWatch Agent
* CloudWatch Log Retention:Setting Log Retention in CloudWatch
* IAM Permissions for CloudWatch Logs:IAM Policies for CloudWatch Logs
* Why Other Options Are Incorrect:
* Option A and C: Suggest using Amazon S3 for log storage, which is valid but requires external mechanisms (e.g., scripts) for log
transfer and lacks native querying tools.
* Option B: Does not mention using the unified CloudWatch agent, which is required to efficiently push logs from EC2 instances to
CloudWatch Logs.

NEW QUESTION # 365 
A SysOps administrator launches an Amazon EC2 Linux instance in a public subnet.
When the instance is running, the SysOps administrator obtains the public IP address and attempts to remotely connect to the
instance multiple times.
However, the SysOps administrator always receives a timeout error.
Which action will allow the SysOps administrator to remotely connect to the instance?

A. Add an outbound network ACL rule to allow TCP port 22 for the SysOps administrator's IP address.
B. Modify the instance security group to allow inbound SSH traffic from the SysOps administrator's IP address.
C. Add a route table entry in the public subnet for the SysOps administrator's IP address.
D. Modify the instance security group to allow outbound SSH traffic to the SysOps administrator's IP address.

Answer: B

NEW QUESTION # 366
......
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