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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q644-Q649):

NEW QUESTION # 644

A company runs a web application on three Amazon EC2 instances behind an Application Load Balancer (ALB). Web traffic
ncreases significantly during the same 9-hour period every day and causes a decrease in the application's performance. A SysOps
administrator must scale the application ahead of the changes in demand to accommodate the increased traffic.

Which solution will meet these requirements?

e A. Create an Amazon EventBridge rule to monitor application latency. Configure the rule to add an EC2 mnstance to the ALB
if the latency threshold is reached
¢ B. Deploy the application to an EC2 Auto Scaling group that uses a target tracking scaling policy. Attach the ALB to the

Auto Scaling group.
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¢ C. Deploy the application to an EC2 Auto Scaling group that uses a scheduled scaling policy. Attach the ALB to the Auto
Scaling group.

¢ D. Create an Amazon CloudWatch alarm to monitor application latency. Configure an alarm action to increase the size of
each EC2 instance if the latency threshold is reached.

Answer: C

Explanation:

For predictable, significant traffic increases during a specific time period every day:

EC2 Auto Scaling Group: Set up an Auto Scaling group for the EC2 instances running the web application.

This group automatically adjusts the number of instances based on policies defined.

Scheduled Scaling Policy: Use a scheduled scaling policy to pre-emptively increase the number of instances before the expected
increase in traffic each day. Scheduled scaling allows you to specify the scaling actions to occur at specific times, based on known or
expected demand patterns.

Attach to ALB: Ensure the Auto Scaling group is attached to the Application Load Balancer, which will distribute incoming traffic
across the dynamically adjusted pool of EC2 instances.

This approach ensures that the application scales up resources ahead of the expected load, maintaining performance and user
experience without manual intervention.

NEW QUESTION # 645

A SysOps administrator is nvestigating why a user has been unable to use RDP to connect over the internet from their home
computer to a bastion server running on an Amazon EC2 Windows mnstance.

Which of the following are possible causes of this issue? (Choose two.)

A. A network ACL associated with the bastion's subnet is blocking the network traffic.

B. The security group for the instance does not have an inbound rule on port 22.

C. The route table associated with the bastion's subnet does not have a route to the internet gateway.
D. The instance does not have a private IP address.

E. The security group for the instance does not have an outbound rule on port 3389.

Answer: A,C

Explanation:
httpsz//docs.aws.amazon.corV AWSEC?2/latest/ WindowsGuide/troubleshoot-connect-windows- instance.html

NEW QUESTION # 646

A company observes that a newly created Amazon CloudWatch alarm is not transitioning out of the INSUFFICIENT DATA state.
The alarm was created to track the mem used percent metric from an Amazon EC2 instance that is deployed in a public subnet.

A review of the EC2 mstance shows that the unified CloudWatch agent is installed and is running, However, the metric is not
available in CloudWatch. A SysOps administrator needs to implement a solution to resolve this problem Which solution will meet
these requirements?

e A Create an 1 AM user that has an access key ID and a secret access key. Update the unified CloudWatch agent
configuration file to use those credentials.

e B. Enable CloudWatch detailed monitoring for the EC2 instance.

e (. Create an 1AM instance profile that contains CloudWatch permissions. Add the instance profile to the EC2 instance.

e D. Migrate the EC2 instance into a private subnet

Answer: C

Explanation:

* Objective:

* Ensure the mem used percent metric from the EC2 instance is available in Amazon CloudWatch.

* Root Cause:

* The unified CloudWatch agent requires IAM permissions to publish custom metrics to CloudWatch.

* Ifan JAM instance profile is not attached or is missing necessary permissions, the metric will not appear in CloudWatch.

* Solution Implementation:

* Step 1: Create an IAM role with the required permissions:

* Use the AmazonCloud WatchAgentServerPolicy managed policy, which grants permissions for the CloudWatch agent to send



1etrics.

* Step 2: Create an IAM instance profile for the role.

* Step 3: Attach the instance profile to the EC2 instance.

* Step 4: Restart the unified CloudWatch agent on the EC2 instance to apply the changes:

bash

Copy code

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a stop sudo /opt/aws/amazon-cloudwatch-
agent/bin/amazon-cloudwatch-agent-ctl -a start

* AWS References:

* Unified CloudWatch Agent Configuration:Cloud Watch Agent Permissions

* Why Other Options Are Incorrect:

* Option A: Enabling detailed monitoring only collects predefined metrics; it does not affect custom metrics like mem used percent.
* Option C: The subnet (public or private) does not affect the collection of metrics by the CloudWatch agent.

* Option D: Using IAM user credentials is not a best practice for EC2 instances; instance profiles are the recommended method.

NEW QUESTION # 647

A gaming application is deployed on four Amazon EC2 instances in a default VPC. The SysOps administrator has noticed
consistently high latency in responses as data is transferred among the four instances. There is no way for the administrator to alter
the application code.

The MOST effective way to reduce latency is to relaunch the EC2 instances in:

A. a single Availability Zone.

B. a single subnet inside the VPC.
C. a dedicated VPC.

D. a placement group.

Answer: D

Explanation:

To reduce latency in data transfer among EC2 instances, especially in high-performance computing (HPC) applications or
applications requiring low network latency, using a placement group is the best approach:

Understanding Placement Groups:

A placement group in Amazon EC2 is a logical grouping of instances within a single Availability Zone. Using placement groups, you
can achieve low-latency network performance necessary for tightly coupled node-to-node communication.

Types of Placement Groups:

Cluster Placement Group: Instances are physically located close together in the same Availability Zone to provide low-latency
network performance.

Partition Placement Group: Instances are divided into logical segments called partitions, reducing the likelihood of simultaneous
failures.

Spread Placement Group: Instances are placed on distinct underlying hardware to reduce correlated failures.

Creating and Using a Placement Group:

You can create a placement group using the AWS Management Console, AWS CLI, or AWS SDKs.

When launching instances, specify the placement group to ensure they are launched within the same group.

aws ec2 create-placement-group --group-name my-placement-group --strategy cluster aws ec2 run-instances --image-id ami-
12345678 --count 4 --instance-type c5.large --placement GroupName=my-placement-group Relocating Existing Instances:
Stop the instances, modify the placement group settings, and then restart them. Note that not all instance types are supported within
placement groups, so check the documentation for compatibility.

Reference:

Placement Groups

Cluster Instances for Low-Latency

NEW QUESTION # 648

A company runs several workloads on AWS. The company identifies five AWS Trusted Advisor service quota metrics to monitor in
a specific AWS Region. The company wants to receive email notification each time resource usage exceeds 60% of one of the
service quotas.

‘Which solution will meet these requirements?

e A Use the AWS Service Health Dashboard to monitor each Trusted Advisor service quota metric. Configure an Amazon



Simple Notification Service (Amazon SNS) topic for email notification each time that usage exceeds 60% of one of the
service quotas.

¢ B. Use the AWS Service Health Dashboard to monitor each Trusted Advisor service quota metric.
Configure an Amazon Simple Queue Service (Amazon SQS) queue for email notification each time that usage exceeds 60%
of one of the service quotas.

¢ (. Create five Amazon CloudWatch alarms, one for each Trusted Advisor service quota metric. Configure an Amazon
Simple Notification Service (Amazon SNS) topic for email notification each time that usage exceeds 60% of one of the
service quotas.

¢ D. Create five Amazon CloudWatch alarms, one for each Trusted Advisor service quota metric. Configure an Amazon
Simple Queue Service (Amazon SQS) queue for email notification each time that usage exceeds 60% of one of the service
quotas.

Answer: C

Explanation:

CloudWatch alarms allow you to monitor AWS resources, and you can configure an SNS topic to send an email notification each
time one of the alarms is triggered. This will ensure that the company receives email notifications each time one of the service quotas
is exceeded, allowing the company to take action as needed.

NEW QUESTION # 649
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