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Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q32-Q37):

NEW QUESTION # 32

A company's developers manually install software modules on Amazon EC2 instances to deploy new versions of a service. A
security audit finds that instances contain inconsistent and unapproved modules.

A CloudOps engineer must create a new instance image that contains only approved software.

Which solution will meet these requirements?

e A. Use AWS Systems Manager Run Command to install the approved modules on all running instances during an in-place
update.

e B. Use EC2 Image Builder to create and test an Amazon Machine Image (AMI) that includes only the approved modules.
Update the deployment workflow to use the new AML

¢ C. Use Amazon Detective to continuously find and uninstall unauthorized modules from the instances.

e D. Use Amazon GuardDuty to create and deploy an Amazon Machine Image (AMI) that includes only the approved
modules.

Answer: B

Explanation:

According to the AWS Cloud Operations and Deployment documentation, EC2 Image Builder is the AWS-managed service for
automating the creation, maintenance, validation, and deployment of secure and compliant Amazon Machine Images (AMISs).

It allows CloudOps teams to define image pipelines that include only approved software modules and configuration scripts. EC2
Image Builder automatically tests and verifies these AMIs for compliance before deployment.

This process ensures configuration consistency, elimnates manual installation errors, and simplifies ongoing patch management. The
service integrates with AWS Systems Manager, Amazon Inspector, and AWS CloudFormation for end-to-end automation.

In contrast:

Amazon Detective and GuardDuty (Options A & B) are security monitoring tools, not image management solutions.

Run Command (Option C) applies ad-hoc updates but does not create standard, reusable AMIs.

Therefore, Option D is correct-EC2 Image Builder provides the most operationally efficient and compliant way to create an
approved baseline AMI for future deployments.

NEW QUESTION # 33

A global company runs a critical primary workload in the us-east-1 Region. The company wants to ensure business continuity with
minimal downtime in case of a workload failure. The company wants to replicate the workload to a second AWS Region.

A CloudOps engineer needs a solution that achieves a recovery time objective (RTO) of less than 10 mmnutes and a zero recovery
point objective (RPO) to meet service level agreements.

‘Which solution will meet these requirements?

¢ A Implement a custom script to generate a regular backup of the data and store it in an S3 bucket that is in a second Region.
Use the backup to launch the application in the second Regjon in the event of a workload failure.

¢ B. Implement a pilot light architecture that provides real-time data replication in the second Region. Configure Amazon Route
53 health checks and automated DNS failover.

e C. Implement a warm standby architecture that provides regular data replication in a second Region. Configure Amazon
Route 53 health checks and automated DNS failover.

¢ D. Implement an active-active architecture that provides real-time data replication across two Regions. Use Amazon Route
53 health checks and a weighted routing policy.

Answer: D

Explanation:

According to the AWS Cloud Operations and Disaster Recovery documentation, the active-active multi-Region architecture
provides the lowest possible RTO and RPO among all disaster recovery strategies. In this approach, workloads are deployed and
actively running in multiple AWS Regions simultaneously. All data is continuously replicated in real time between Regions using fully
managed replication services, ensuring zero data loss (zero RPO).

Because both Regions are active and capable of handling requests, failover between them is instantaneous, meeting the RTO of less
than 10 minutes. Amazon Route 53 is used with weighted or latency-based routing policies and health checks to automatically route
traffic away from an impaired Region to the healthy Region without manual intervention.

In contrast:

Pilot Light Architecture maintains only a minimal copy of the environment in the secondary Region. It requires time to scale up



infrastructure during a disaster, resulting in longer RTO and potential data loss (non-zero RPO).

Warm Standby Architecture keeps partially running infrastructure in the secondary Region. Although faster than pilot light, it still
requires scaling and synchronization, resulting in higher RTO and RPO compared to active-active.

Backup and Restore (option D) relies on periodic backups and restores data when needed. This approach has the highest RTO and
RPO, unsuitable for mission-critical workloads demanding high availability and zero data loss.

Therefore, based on AWS-recommended disaster recovery strategies outlined in the AWS Cloud Operations and Disaster
Recovery Guide, the Active- Active Multi-Regjon architecture (Option C) is the only approach that guarantees RTO <10 minutes
and RPO = 0, achieving continuous availability and business continuity across Regions.

NEW QUESTION # 34

A CloudOps engineer needs to ensure that AWS resources across multiple AWS accounts are tagged consistently. The company
uses an organization in AWS Organizations to centrally manage the accounts. The company wants to implement cost allocation tags
to accurately track the costs that are allocated to each business unit.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Use Organizations tag policies to enforce mandatory tagging on all resources. Enable cost allocation tags in the AWS
Billing and Cost Management console.

¢ B. Configure AWS CloudTrail events to nvoke an AWS Lambda finction to detect untagged resources and to automatically
assign tags based on predefined rules.

e C. Use AWS Config to evaluate tagging compliance. Use AWS Budgets to apply tags for cost allocation.

e D. Use AWS Service Catalog to provision only pre-tagged resources. Use AWS Trusted Advisor to enforce tagging across
the organization.

Answer: A

Explanation:

Tagging is essential for governance, cost management, and automation in CloudOps operations. The AWS Organizations tag policies
feature allows centralized definition and enforcement of required tag keys and accepted values across all accounts in an organization.
According to the AWS CloudOps study guide under Deployment, Provisioning, and Automation, tag policies enable automatic
validation of tags, ensuring consistency with minimal manual overhead.

Once tagging consistency is enforced, enabling cost allocation tags in the AWS Billing and Cost Management console allows
accurate cost distribution per business unit. AWS documentation states:

"Use AWS Organizations tag policies to standardize tags across accounts. You can activate cost allocation tags in the Billing console
to track and allocate costs." Option B introduces unnecessary complexity with Lambda automation. Option C detects but does not
enforce tagging, Option D limits flexibility to Service Catalog resources only. Therefore, Option A provides a centrally managed,
automated, and low-overhead solution that meets CloudOps tagging and cost-tracking requirements.

References (AWS CloudOps Documents / Study Guide):

* AWS Certified CloudOps Engineer - Associate (SOA-C03) Exam Guide - Domain 3: Deployment, Provisioning and Automation
* AWS Organizations - Tag Policies

* AWS Billing and Cost Management - Cost Allocation Tags

* AWS Well- Architected Framework - Operational Excellence and Cost Optimization Pillars

NEW QUESTION # 35

A company's architecture team must receive immediate email notifications whenever new Amazon EC2 instances are launched in the
company's main AWS production account.

‘What should a CloudOps engneer do to meet this requirement?

e A Create a user data script that sends an email message through a smart host connector. Include the architecture team's email
address in the user data script as the recipient. Ensure that all new EC2 nstances include the user data script as part of a
standardized build process.

¢ B. Create an Amazon Simple Queue Service (Amazon SQS) queue and a subscription that uses the email protocol. Enter the
architecture team's email address as the subscriber. Create an Amazon EventBridge rule that reacts when EC2 instances are
launched. Specify the SQS queue as the rule's target.

e (. Create an Amazon Simple Notification Service (Amazon SNS) topic. Configure AWS Systerms Manager to publish EC2
events to the SN topic. Create an AWS Lambda function to poll the SNS topic. Configure the Lambda function to send any
messages to the architecture team's email address.

e D. Create an Amazon Simple Notification Service (Amazon SNS) topic and a subscription that uses the email protocol. Enter
the architecture team's email address as the subscriber. Create an Amazon EventBridge rule that reacts when EC2 instances



are launched. Specify the SNS topic as the rule's target.
Answer: D

Explanation:

As per the AWS Cloud Operations and Event Monitoring documentation, the most efficient method for event-driven notification is
to use Amazon EventBridge to detect specific EC2 API events and trigger a Simple Notification Service (SNS) alert.

EventBridge continuously monitors AWS service events, including Runlnstances, which signals the creation of new EC2 instances.
When such an event occurs, EventBridge sends it to an SN topic, which then immediately emails subscribed recipients - in this
case, the architecture team.

This combination provides real-time, serverless notifications with minimal management. SQS (Option C) is designed for queue-
based processing, not direct user alerts. User data scripts (Option A) and custom polling with Lambda (Option D) introduce
unnecessary operational complexity and latency.

Hence, Option B is the correct and AWS-recommended CloudOps design for immediate launch notifications.

NEW QUESTION # 36

A company hosts an FTP server on EC2 instances. AWS Security Hub sends findings to Amazon EventBridge when the FTP port
becomes publicly exposed in attached security groups.

A CloudOps engineer needs an automated, event-driven remediation solution to remove public access from security groups.
‘Which solution will meet these requirements?

e A Create a cron job for the FTP server that invokes an AWS Lambda fimction. Configure the Lambda function to modify
the server to use SFTP instead of FTP.

¢ B. Configure the existing EventBridge event to stop the EC2 instances that have the exposed port.

e C. Create a cron job for the FTP server to invoke an AWS Lambda fimction. Configure the Lambda function to modify the
security group of the identified EC2 instances and to remove the instances that allow public access.

¢ D. Configure the existing EventBridge event to invoke an AWS Lambda function. Configure the function to remove the
security group rule that allows public access.

Answer: D

Explanation:

Per the AWS Cloud Operations and Security Automation documentation, Security Hub integrates with Amazon EventBridge to
publish findings in real time. These events can trigger automated responses using AWS Lambda functions or AWS Systems
Manager Automation runbooks.

In this scenario, the correct CloudOps approach is to configure the existing EventBridge rule to invoke a Lambda function that
inspects the event payload, identifies the affected security group, and removes the offending mbound rule (e.g,, port 21 open to
0.0.0.0/0).

This event-driven remediation provides continuous compliance and eliminates manual intervention. Cron jobs (Options B and C)
contradict event-driven design and add operational overhead. Stopping instances (Option A) doesn't address the root cause - the
insecure security group.

Thus, Option D aligns with AWS best practices for automated security remediation through EventBridge and Lambda.

NEW QUESTION # 37
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