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Trend Micro Certified Professional for Deep Security Sample Questions
(Q24-Q29):
NEW QUESTION # 24 
Based on the configuration setting highlighted in the exhibit, what behavior can be expected during a malware scan?

A. With the highlighted setting enabled, Deep Security Agents will scan files for viruses and malware using supplementary
aggressive detection pattern files.
B. With the highlighted setting enabled, Deep Security Agents will scan files for known viruses and malware using patterns and
any files deemed suspicious will be submitted to a configured Deep Discovery Analyzer for further analysis.
C. With the highlighted setting enabled, Deep Security Agents will scan files for unknown malware using Predictive Machine
Learning.
D. With the highlighted setting enabled, Deep Security Agents will scan files for known malware as well as newly encounted
malware by accessing the Suspicious Objects List.

Answer: A

Explanation:
The highlighted option specifies, "Scan for exploits against known critical vulnerabilities and aggressive detection of unknown
suspicious exploits." This means the agent uses additional, more aggressive detection patterns to identify not just known exploits but
also suspicious and unknown exploit techniques in document files. Predictive Machine Learning and Suspicious Objects List are
separate features, and Deep Discovery Analyzer integration is not referenced by this setting.
Reference:
Trend Micro Deep Security Administrator's Guide, Document Exploit Protection Section

NEW QUESTION # 25 
Which of following statements best describes Machine Learning in Deep Security?

https://www.torrentvce.com/Deep-Security-Professional-valid-vce-collection.html


A. Machine Learning is a malware detection technique in which files are scanned based on the true file type as determined by
the file content, not the extension.
B. Machine Learning is malware detection technique in which processes on the protected computer are monitored for actions
that are not typically performed by a given process.
C. Machine Learning is malware detection technique in which features of an executable file are compared against a cloud-
based learning model to determine the probability of the file being malware.
D. Machine Learning is a malware detection technique in which the Deep Security Agent monitors process memory in real
time and once a process is deemed to be suspicious, Deep Security will perform additional checks with the Smart Protection
Network to determine if this is a known good process.

Answer: C

Explanation:
Predictive Machine Learning

NEW QUESTION # 26 
Which of the following statements correctly identifies the purpose of the Integrity Monitoring Protection Module?

A. The Integrity Monitoring Protection Module monitors incoming traffic to confirm the integrity of header information
including packet source and destination details.
B. The Integrity Monitoring Protection Module monitors and analyzes the integrity of application logs to identify tampering,
corruption and other suspicious modifications to the logs.
C. The Integrity Monitoring Protection Module monitors critical operating system objects such as services, processes, registry
keys and ports to detect and report malicious or unexpected changes.
D. The Integrity Monitoring Protection Module monitors traffic to verify the integrity of incoming traffic to identify protocol
deviations, packets fragments and other protocol anomalies.

Answer: C

Explanation:
The Integrity Monitoring module is designed to watch over key OS objects-such as files, registry keys, processes, and ports-and
detect/report unauthorized or unexpected changes for compliance and security auditing.
References:
Trend Micro Deep Security Integrity Monitoring Guide

NEW QUESTION # 27 
A collection of servers protected by Deep Security do not have Internet access. How can Smart Scan be used on these computers?

A. Smart Scan can be configured to use a local pattern file containing the same information as the Smart Protection Network.
B. Promote one of the Deep Security Agents on the air gapped computers to become a Relay.
C. Install a Smart Protection Server in the environment and set it as the source for File Reputation information.
D. Smart Scan must contact the Smart Protection Network to function. Any servers without Internet access will be unable to
use Smart Scan.

Answer: C

Explanation:
For environments without Internet access, a Smart Protection Server can be deployed locally. This server provides File Reputation
and Web Reputation services for Smart Scan, allowing air-gapped systems to use Smart Scan without requiring direct Internet
access.
Reference:
Trend Micro Deep Security Administrator's Guide, Smart Protection Server and Smart Scan Section

NEW QUESTION # 28 
How can you prevent a file from being scanned for malware?

A. Edit the "Scan Exclusions" section of the dsa.properties configuration file on the Deep Security Agent computer to include
the file name. Save the configuration file and restart the Deep Security Agent service.



B. Add the file to the Exclusions list in the Malware Scan Configuration.
C. Enable "File Types scanned by IntelliScan" in the Malware Scan Configuration prop-erties in the Deep Security Manager
Web console. Click "Scan All Except" and type the filename to exclude from the scan.
D. Add the file to the Exclusions list in the "Allowed Spyware/Grayware Configuration".

Answer: B

NEW QUESTION # 29
......
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