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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q54-Q59):

NEW QUESTION # 54
In which state can a device be moved into the CMDB to prevent monitoring log collection?

A. Void

B. Pending

C. Unmanaged
D. Unapproved

Answer: C

NEW QUESTION # 55
In me FortiSIEM CLI. which command must you use to determine whether or not syslog is being received from a network device?

A. Onetcat

B. tcpdump

C. phDeviceTest

D. OphSyslogRecorder

Answer: B

Explanation:

* Syslog Reception Verification: To verify whether syslog messages are being received from a network device, a network packet
capture tool can be used.

* tcpdump Command: tcpdump is a powerful command- line packet analyzer tool available in Unix-like operating systemns. It allows
administrators to capture and analyze network traffic.

Usage: By using tcpdump with the appropriate filters (e.g., port 514 for syslog), administrators can monitor the incoming syslog
messages in real-time to verify if they are being received.

Example Command: tcpdump -1 <interface> port 514 captures the syslog messages on the specified network interface.

* Reference: FortiSIEM 6.3 User Guide, CLI Commands section, which details the usage of tcpdump for network traffic analysis
and verification of syslog reception.

NEW QUESTION # 56
Ifevents are grouped by Reporting [P, Event Type, and user attributes in FortiSIEM, how ,many results will be displayed?

A. Seven results will be displayed.

B. Unique attribute cannot be grouped.
C. There results will be displayed.

D. Five results will be displayed.

Answer: D

NEW QUESTION # 57
Which database is used for storing anomaly data, that is calculated for different parameters, such as traffic and device resource
usage running averages, and standard deviation values?

e A Profile DB
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e B.CMDB
e C.SVNDB
e D. Event DB

Answer: A

NEW QUESTION # 58
What is a prerequisite for FortiSIEM Linux agent installation?

A. Both the web server and the audit service must be installed on the Linux server being monitored
B. The web server must be installed on the Linux server being monitored

C. The auditd service must be installed on the Linux server being monitored

D. The Linux agent manager server must be installed.

Answer: C

Explanation:

* FortiSIEM Linux Agent: The FortiSIEM Linux agent is used to collect logs and performance metrics from Linux servers and send
themto the FortiSIEM system.

* Prerequisite for Installation: The auditd service, which is the Linux Audit Daemon, must be installed and running on the Linux server
to capture and log security-related events.

auditd Service: This service collects and logs security events on Linux systens, which are essential for monitoring and analysis by
FortiSIEM.

* Importance of auditd: Without the auditd service, the FortiSIEM Linux agent will not be able to collect the necessary event data
from the Linux server.

* Reference: FortiSIEM 6.3 User Guide, Linux Agent Installation section, which lists the prerequisites and steps for installing the
FortiSIEM Linux agent.

NEW QUESTION # 59
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