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Splunk Phantom Certified Admin Sample Questions (Q92-Q97):

NEW QUESTION # 92
‘When analyzing events, a working on a case, significant iterms can be marked as evidence. Where can ail of a case's evidence items
be viewed together?

A. At the bottom of the Investigation page widget panel.
B. Investigation page Evidence tab.

C. Evidence report.

D. Workbook page Evidence tab.

Answer: C

Explanation:

Explanation

The correct answer is B because the evidence report is a PDF document that contains all the evidence items of a case, along with
the case details, phases, tasks, and comments. The evidence report can be generated from the Case Details page by clicking on the
Generate Evidence Report button. The answer A is incorrect because the Workbook page Evidence tab only shows the evidence
iterrs that are associated with a specific phase or task of a case, not all the evidence itens of the case. The answer C is incorrect
because the Investigation page Evidence tab only shows the evidence items that are associated with a specific event or artifact of a
case, not all the evidence items of the case. The answer D is incorrect because there is no such option at the bottom of the
Investigation page widget panel. Reference: Splunk SOAR User Guide, page 64.

NEW QUESTION # 93
During a second test of a playbook, a user receives an error that states: "an empty parameters list was passed to phantomact()."
‘What does this indicate?

A. The container has artifacts not parameters.

B. The playbook is using an incorrect container.
C. The playbook debugger's scope is set to all
D. The playbook debugger's scope is set to new.

Answer: A

Explanation:

The error message "an empty parameters list was passed to phantom.act()" typically indicates that the action being called by the
playbook does not have the required parameters to execute.

This can happen if the playbook expects certain data to be present in the container's artifacts but finds none. Artifacts in Splunk
SOAR (Phantom) are data elements associated with a container (such as an event or alert) that playbooks can act upon. Ifa
playbook action is designed to use data from artifacts as parameters and those artifacts are missing or do not contain the expected
data, the playbook cannot execute the action properly, leading to this error.

NEW QUESTION # 94
Phantom supports mutltiple user authentication methods such as LDAP and SAML2. What other user authentication method is
supported?

A. Biometrics
B. SAML3
C. OpenlD
D. PIV/ICAC

Answer: D

Explanation:

Splunk SOAR supports multiple user authentication methods to ensure secure access to the platform. Apart from LDAP
(Lightweight Directory Access Protocol) and SAML2 (Security Assertion Markup Language

2.0), SOAR also supports PIV (Personal Identity Verification) and CAC (Common Access Card) as authentication methods. These
are particularly used in government and military organizations for secure and authenticated access to systems, providing a high level
of security through physical tokens or cards that contain encrypted user credentials.



NEW QUESTION # 95
Two action blocks, geolocate ip 1 and file reputation 2, are connected to a decision block. Which of the following is a correct
configuration for making a decision on the action results from one of the given blocks?

o A
: TR
Select parameter setto: file reputation_2:action_result.cef.* &9pbnse_ ie; evaluation option set to: in, and the Select Value set to:
e B
Select parameter set to: file reputation 2:actidn result.data. . S&Bpens. ie; evaluation option set to: -~; and the Select Value set to:
ustom_list:Banned Countries. splunk

INK

SRIL
Select parameter set to: gecl ate ip l:action_result.cef.*.couffiy iso code; evaluation option set to: !=; and the Select Va\ueR:ox left

empty.

Answer: D

Explanation:

In the given decision block, you are trying to evaluate the results of two action blocks: geolocate ip 1 and file reputation 2. The
correct configuration for making a decision based on the result of geolocate ip 1 is by checking the country iso_code field from the
action result and setting the evaluation option to != (not equal), with no specific value provided in the "Select Value" box. This
essentially checks whether a valid country ISO code exists in the action result and proceeds if it's not empty or different froma
specific value. This is a common check when working with geolocation results to see if a response has been returned.

Other options (B, C, and D) include response codes or list comparisons, which do not align with the decision structure mentioned,
which needs to operate based on a country iso_code field.

References:

* Splunk SOAR Playbook Development Guide.

* Splunk SOAR Documentation on Decision Blocks and Action Result Evaluation.

NEW QUESTION # 96
‘Which Phantom VPE Nock S used to add information to custom lists?

A. Filter blocks

B. Action blocks
C. Decision blocks
D. API blocks

Answer: D

Explanation:

Filter blocks are used to add mformation to custom lists in Phantom VPE. Filter blocks allow the user to specify a list name and a
filter expression to select the data to be added to the list. Action blocks are used to execute app actions, API blocks are used to
make REST API calls, and decision blocks are used to evaluate conditions and branch the playbook execution. In the Phantom
Visual Playbook Editor (VPE), an API block is used to interact with various external APIs, including custom lists within Phantom.
Custom lists are key-value stores that can be used to maintain state, aggregate data, or track nformation across multiple playbook
Tuns.

API blocks allow the playbook to make GET, POST, PUT, and DELETE requests to these lists, facilitating the addition, retrieval,
update, or removal of information. This makes API blocks a versatile tool in managing custom list data within playbooks.

NEW QUESTION # 97
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