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Splunk Enterprise Security Certified Admin Exam Sample Questions (Q34-
Q39):
NEW QUESTION # 34 
A site has a single existing search head which hosts a mix of both CIM and non-CIM compliant applications. All of the applications
are mission-critical. The customer wants to carefully control cost, but wants good ES performance. What is the best practice for
installing ES?

A. Add a new search head and install ES on it.
B. Increase the number of CPUs and amount of memory on the search head, then install ES.
C. Install ES on the existing search head.
D. Delete the non-CIM-compliant apps from the search head, then install ES.

Answer: A

Explanation:
Reference:
https://www.splunk.com/pdfs/technical-briefs/splunk-validated-architectures.pdf

NEW QUESTION # 35 
Which of the following would allow an add-on to be automatically imported into Splunk Enterprise Security?

A. A prefix of CIM_
B. A prefix of Splunk_TA_
C. A suffix of .spl
D. A prefix of TECH_

Answer: B

Explanation:
Explanation
A prefix of Splunk_TA_ would allow an add-on to be automatically imported into Splunk Enterprise Security.
Splunk Enterprise Security uses a naming convention to identify and import add-ons that are compatible with the Common
Information Model (CIM). Add-ons that start with Splunk_TA_ are automatically imported into Splunk Enterprise Security and
mapped to the appropriate data models. Add-ons that do not follow this naming convention must be manually imported and
configured in Splunk Enterprise Security1. A prefix of CIM_ or TECH_ does not indicate an add-on that can be automatically
imported. A suffix of .spl is the file extension for Splunk apps and add-ons, but it does not guarantee that they are compatible with
Splunk Enterprise Security. References = Import add-ons into Splunk Enterprise Security

NEW QUESTION # 36 
Which of the following is part of tuning correlation searches for a new ES installation?

A. Configuring correlation permissions.
B. Configuring correlation notable event index.
C. Configuring correlation result storage.
D. Configuring correlation adaptive responses.

Answer: B

NEW QUESTION # 37 
Following the installation of ES, an admin configured users with the ess_user role the ability to close notable events.
How would the admin restrict these users from being able to change the status of Resolved notable events to Closed?

A. From Splunk Access Controls, select the ess_user role and remove the edit_notable_events capability.
B. From the Status Configuration window select the Resolved status. Remove ess_user from the status transitions for the



Closed status.
C. From the Status Configuration window select the Closed status. Remove ess_user from the status transitions for the
Resolved status.
D. In Enterprise Security, give the ess_user role the Own Notable Events permission.

Answer: C

Explanation:
Explanation
The Status Configuration window in Splunk Enterprise Security allows you to manage and customize the investigation statuses and
the status transitions for notable events. You can specify which roles can change the status of a notable event from one status to
another. For example, you can restrict the ess_user role from changing the status of Resolved notable events to Closed by removing
the ess_user role from the status transitions for the Closed status. This way, only the roles that have the permission to change the
status to Closed can close the Resolved notable events. References = Manage and customize investigation statuses in Splunk
Enterprise Security

NEW QUESTION # 38 
After data is ingested, which data management step is essential to ensure raw data can be accelerated by a Data Model and used by
ES?

A. Normalization to the Splunk Common Information Model.
B. Extracting Fields.
C. Normalization to Customer Standard.
D. Applying Tags.

Answer: A

Explanation:
Explanation
After data is ingested, the data management step that is essential to ensure raw data can be accelerated by a data model and used by
ES is normalization to the Splunk Common Information Model (CIM). The CIM is a standard and consistent way of naming and
structuring the fields and tags for different types of data, such as network, web, email, authentication, and malware. The CIM allows
you to use the same search queries and dashboards across different data sources, even if they have different formats or schemas.
Normalizing data to the CIM involves mapping the raw data fields and tags to the CIM fields and tags using technology add-ons.
Technology add-ons are Splunk apps that provide the necessary configurations and extractions for specific data sources. By
normalizing data to the CIM, you can enable data model acceleration for the data models that use the CIM fields and tags. Data
model acceleration is a feature that speeds up searches and reports that use data models by pre-computing and storing the results of
the data model queries. Data model acceleration is required for most of the dashboards and correlation searches in Splunk
Enterprise Security. References = Data models in the Splunk Common Information Model Data model acceleration
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