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Splunk Enterprise Security Certified Admin Exam Sample Questions (Q59-
Q64):
NEW QUESTION # 59 
A security manager has been working with the executive team en long-range security goals. A primary goal for the team Is to
Improve managing user risk in the organization. Which of the following ES features can help identify users accessing inappropriate
web sites?

A. Make sure the Authentication data model contains up-to-date events and is properly accelerated.
B. Use the Access Anomalies dashboard to identify unusual protocols being used to access corporate sites.
C. Configuring the identities lookup with user details to enrich notable event Information for forensic analysis.
D. Configuring user and website watchlists so the User Activity dashboard will highlight unwanted user actions.

Answer: D

NEW QUESTION # 60 
Which of the following are the default ports that must be configured for Splunk Enterprise Security to function?

A. SplunkWeb (8068), Splunk Management (8089), KV Store (8000)
B. SplunkWeb (8390), Splunk Management (8323), KV Store (8672)
C. SplunkWeb (8043), Splunk Management (8088), KV Store (8191)
D. SplunkWeb (8000), Splunk Management (8089), KV Store (8191)

Answer: D

NEW QUESTION # 61 
Which component normalizes events?

A. SA-Notable.
B. Technology add-on.
C. SA-CIM.
D. ES application.

Answer: C

NEW QUESTION # 62 
Which of the following threat intelligence types can ES download? (Choose all that apply)

A. Text
B. VulnScanSPL
C. STIX/TAXII
D. SplunkEnterpriseThreatGenerator

Answer: C

Explanation:
Reference:
https://docs.splunk.com/Documentation/ES/6.1.0/Admin/Downloadthreatfeed

NEW QUESTION # 63 
Which of the following would allow an add-on to be automatically imported into Splunk Enterprise Security?



A. A prefix of CIM_
B. A prefix of Splunk_TA_
C. A prefix of TECH_
D. A suffix of .spl

Answer: B

Explanation:
Explanation
A prefix of Splunk_TA_ would allow an add-on to be automatically imported into Splunk Enterprise Security.
Splunk Enterprise Security uses a naming convention to identify and import add-ons that are compatible with the Common
Information Model (CIM). Add-ons that start with Splunk_TA_ are automatically imported into Splunk Enterprise Security and
mapped to the appropriate data models. Add-ons that do not follow this naming convention must be manually imported and
configured in Splunk Enterprise Security1. A prefix of CIM_ or TECH_ does not indicate an add-on that can be automatically
imported. A suffix of .spl is the file extension for Splunk apps and add-ons, but it does not guarantee that they are compatible with
Splunk Enterprise Security. References = Import add-ons into Splunk Enterprise Security
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