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How would nonrepudiation be best classified as?

A. A compensating control
B. A corrective control

C. A preventive control

D. A logical control

Antwort: C

Begrindung;

Systems accountability depends on the ability to ensure that senders cannot deny sending information and that receivers cannot deny
receiving it. Because the mechanisms implemented in nonrepudiation prevent the ability to successfully repudiate an action, it can be
considered as a preventive control. Source: STONEBURNER, Gary, NIST Special Publication 800-33: Underlying Technical
Models for Information Technology Security, National Institute of Standards and Technology, December 2001, page 7.

477. Frage
Another type of access control is lattice-based access control. In this type of control a lattice model is applied. How is this type of
access control concept applied?

e A The pair of elements is the subject and object, and the subject has an upper bound equal or higher than the upper bound of
the object being accessed.

¢ B. The pair of elements is the subject and object, and the subject has an upper bound lower then the upper bound of the
object being accessed.

e C. The parr of elements is the subject and object, and the subject has no access rights in relation to an object.

e D. The pair of elements is the subject and object, and the subject has no special upper or lower bound needed within the
lattice.

Antwort: A

Begrindung;

Explanation/Reference:

To apply this concept to access control, the pair of elements is the subject and object, and the subject has to have an upper bound
equal or higher than the object being accessed.

WIKIPEDIA has a great explanation as well:

In computer security, lattice-based access control (LBAC) is a complex access control based on the interaction between any
combination of objects (such as resources, computers, and applications) and subjects (such as individuals, groups or organizations).
In this type of label-based mandatory access control model, a lattice is used to define the levels of security that an object may have
and that a subject may have access to. The subject is only allowed to access an object if the security level of the subject is greater
than or equal to that of the object.

Reference(s) used for this question:

KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, 2001, John
Wiley & Sons, Page 34.

and

http-/en.wikipedia.org/wikiLattice-based _access_control

478. Frage
How are memory cards and smart cards different?

A. Memory cards have no processing power

B. Smart cards provide a two-factor authentication whereas memory cards don't
C. Only smart cards can be used for ATM cards

D. Memory cards normally hold more memory than smart cards

Antwort: A

Begrindung;

Section: Access Control

Explanation/Reference:

The main difference between memory cards and smart cards is their capacity to process information. A memory card holds



information but cannot process information. A smart card holds information and has the necessary hardware and software to actually
process that information.

A memory card holds a user's authentication information, so that this user needs only type in a user ID or PIN and presents the
memory card to the system. Ifthe entered nformation and the stored information match and are approved by an authentication
service, the user is successfully authenticated.

A common example of a memory card is a swipe card used to provide entry to a building. The user enters a PIN and swipes the
memory card through a card reader. Ifthis is the correct combination, the reader flashes green and the individual can open the door
and enter the building.

Memory cards can also be used with computers, but they require a reader to process the information. The reader adds cost to the
process, especially when one is needed for every computer. Additionally, the overhead of PIN and card generation adds additional
overhead and complexity to the whole authentication process.

However, a memory card provides a more secure authentication method than using only a password because the attacker would
need to obtain the card and know the correct PIN.

Administrators and management need to weigh the costs and benefits of a memory card implementation as well as the security needs
of the organization to determine if it is the right authentication mechanism for their environment.

One of the most prevalent weaknesses of memory cards is that data stored on the card are not protected.

Unencrypted data on the card (or stored on the magnetic strip) can be extracted or copied. Unlike a smart card, where security
controls and logic are embedded in the integrated circuit, memory cards do not employ an inherent mechanism to protect the data
from exposure.

Very little trust can be associated with confidentiality and integrity of information on the memory cards.

The following answers are incorrect:

"Smart cards provide two-factor authentication whereas memory cards don't" is incorrect. This is not necessarily true. A memory
card can be combined with a pin or password to offer two factors authentication where something you have and something you
know are used for factors.

"Memory cards normally hold more memory than smart cards" is incorrect. While a memory card may or may not have more
memory than a smart card, this is certainly not the best answer to the question.

"Only smart cards can be used for ATM cards" is incorrect. This depends on the decisions made by the particular institution and is
not the best answer to the question.

Reference(s) used for this question:

Shon Harris, CISSP All In One, 6th edition , Access Control, Page 199 and also for people using the Kindle edition of the book
you can look at Locations 4647-4650.

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition : Access Control ((ISC)

2 Press) (Kindle Locations 2124-2139). Auerbach Publications. Kindle Edition.

479. Frage
An alternative to using passwords for authentication in logical or technical access control is:

A. manage without passwords

B. biometrics

C. not there

D. use of them for physical access control

Antwort: B

Begriindung;

Section: Access Control

Explanation/Reference:

An alternative to using passwords for authentication in logical or technical access control is biometrics.

Biometrics are based on the Type 3 authentication mechanism-something you are.

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley & Sons, Page 37.

480. Frage
What is the appropriate role of the security analyst in the application system development or acquisition project?

e A application user
e B. data owner
e (. control evaluator & consultant



¢ D. policeman
Antwort: C

Begrindung;

Explanation/Reference:

The correct answer is "control evaluator & consultant". During any system development or acquisition, the security staff should
evaluate security controls and advise (or consult) on the strengths and weaknesses with those responsible for making the final
decisions on the project.

The other answers are not cotrect because:

policeman - It is never a good idea for the security staff to be placed into this type of role (though it is sometimes unavoidable).
During system development or acquisition, there should be no need of anyone filling the role of policeman.

data owner - In this case, the data owner would be the person asking for the new system to manage, control, and secure information
they are responsible for. While it is possible the security staff could also be the data owner for such a project if they happen to have
responsibility for the information, it is also possible someone else would fill this role. Therefore, the best answer remains "control
evaluator & consultant”.

application user - Again, it is possible this could be the security staff; but it could also be many other people or groups. So this is not
the best answer.

Reference:

Official ISC2 Guide page: 555 - 560

All'in One Third Edition page: 832 - 846
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