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o Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, 0T security, and privileged remote

Topic 1 access. It also includes implementing SaaS security and setting up effective policies related to security,

decryption, and QoS. The section further evaluates how to create and manage user-based policies using

tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.

¢ Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering. The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

Topic 2

¢ Prisma Access Admmnistration and Operation: This section of the exam measures the skills of TT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.

Topic 3

e Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates

Topic 4 are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,

and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,

HIP enforcement, User-1D mismatches, and split tunneling performance issues.

Palo Alto Networks Security Service Edge Engineer Sample Questions (Q53-
Q58):

NEW QUESTION # 53
Which feature can help address a customer concern about the length of time it takes to update their SaaS- allowed IP addresses
while onboarding to Prisma Access?

A. Traffic steering

B. Dynamic IP pooling

C. DNS-based load balancing
D. Dedicated IP addresses

Answer: A

Explanation:

‘When onboarding toPrisma Access, usingDedicated P addresseshelps address concerns about the time required to updateSaaS-
allowed IP lists. Withdedicated egress IPs, the customer receivesfixed, predictable [P addressesthat do not change dynamically. This
elimmates the need to frequently updateSaaS providers' allowlists, ensuring seamless access to cloud applications without
interruptions due to IP address changes.

NEW QUESTION # 54

An ntern is tasked with changing the Anti-Spyware Profile used for security rules defined in the GlobalProtect folder. All security
rules are using the Default Prisma Profile. The intern reports that the options are greyed out and cannot be modified when selecting
the Default Prisma Profile.

Based on the image below, which action will allow the intern to make the required modifications?
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A. Change the configuration scope to Prisma Access and modify the profile group.

B. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed froma group.
C. Request edit access for the GlobalProtect scope.

D. Create a new profile, because default profile groups cannot be modified.

Answer: D

Explanation:

Palo Alto Networks best practices and the behavior of Strata Cloud Manager (SCM) dictate thatpredefined or default objects,
including profile groups like "Default Prisma Profile," cannot be directly modified.

These default objects serve as baseline configurations and are often locked to prevent accidental or unintended changes that could
impact the overall security posture.

The intern's experience of the options being greyed out when selecting "Default Prisma Profile” is a direct indication of this
immutability of default objects.

Therefore, the correct action is to:

* Create a new Profile Group:The intern should create a new profile group within the appropriate configuration scope (likely
GlobalProtect, given the task).

* Configure the new Profile Group:In this new profile group, the intern can select the desired Anti- Spyware Profile (which might be
an existing custom profile or a new one they create).

* Modify Security Rules:The security rules currently using the "Default Prisma Profile” in the GlobalProtect folder need to be
modified to use this newly created profile group.

Let's analyze why the other options are incorrect based on official documentation:

* A. Request edit access for the GlobalProtect scope. While having the correct scope permissions is necessary for
makinganychanges within GlobalProtect, it will not override the inherent immutability of default objects like "Default Prisma Profile."”
Edit access will allow the intern to create new objects and modify rules, but not directly edit the default profile group.

* B. Change the configuration scope to Prisma Access and modify the profile group. The image shows that "Default Prisma Profile”
has a "Location" of "Prisma Access." However, even within the Prisma Access scope, default profile groups are generally not
directly editable. The issue is not the scope but the fact that it's a default object.

* D. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed froma group.The question is about
changing theprofile group, not the individual Anti-Spyware Profile. While "best-practice” profiles might be part of default groups, the
core issue is the inability to modify thedefault groupitself. Creating a new group allows the intern to choose which Anti-Spyware
Profile to include.

In summary, the findamental principle in Palo Alto Networks management is that default objects are typically read-only to ensure a
consistent and predictable baseline. To make changes, you need to create custom objects.

NEW QUESTION # 55

An engineer deploys a new branch connected to Prisma Access. From the customer premises equipment (CPE) device at the
branch, Phase 1 on the tunnel is established, but Phase 2-encrypted packets are not coming back from Prisma Access.
Which Strata Logging Service log facility should the engineer review to determine why Phase 2-encrypted traffic is not being
received?

e A Tunnel logs
e B. Decrypt logs
e (. Traffic logs



¢ D. Systemlogs
Answer: A

Explanation:

SincePhase 1 of the [PSec tunnel is establishedbutPhase 2 traffic is not being received, theTunnel logsin Strata Logging
Serviceshould be reviewed. Tunnel logsprovide visibility into IPSec tunnel establishment, Phase 2 negotiation, and any errors or
dropped packets related to encrypted traffic. This will help identify whetherESP (Encapsulating Security Payload) traffic is being
blocked, mismatched security associations (SAs) exist, or if there are other issues with Prisma Access responding to Phase 2-
encrypted packets.

NEW QUESTION # 56
‘When configuring Remote Browser Isolation (RBI) with Prisma Access (Managed by Strata Cloud Manager), which element is
required to define the protected URLs for mobile users?

e A. ADNS Security profile applied to a Security policy with the action of "Isolate" for the target remote browser DNS
categories

¢ B. A Security policy with the target URL categories and set the action to "Isolate"

¢ C. AnRBI profile applied to the URL access management profile

¢ D. A URL access management profile with site access set to "[solate" applied to a Security policy

Answer: D

Explanation:

‘When configuringRemote Browser Isolation (RBI)inPrisma Access (Managed by Strata Cloud Manager) for mobile users, aURL
access management profilemust be created with thesite access action set to

"Isolate". This profile is thenapplied to a Security policyto enforce isolation for specific URLs. This ensures thatweb traffic to
designated high-risk or untrusted sitesisredirected to a remote, secure browser instance, protecting endpoints from potential web-
based threats.

NEW QUESTION # 57

A customer using Prisma Access (Managed by Panorama) wants to monitor traffic patterns across all remote networks and use
Strata Logging Service to gather insights on network usage. An engineer notices that some network data is missing from the
Application Command Center (ACC).

‘What should the engineer do to ensure conplete data visibility?

e A Verify that the Panorama web interface has been configured to aggregate logs from both the Panorama data and RN-
SPN.

e B. Ensure that log forwarding profiles are applied to all Prisma Access policies and directed to Strata Logging Service.

¢ C. Reconfigure the Prisma Access remote networks to log directly to Panorama instead of using Strata Logging Service.

¢ D. Enable the Use Data for Pre-Defined Reports' setting in the Logging and Reporting configuration on Panorama.

Answer: B

Explanation:

For complete data visibility inPrisma Access (Managed by Panorama),log forwarding profilesmust be applied toall security policiesto
ensure that traffic logs are correctly sent toStrata Logging Service. If log forwarding is missing or misconfigured, some traffic data
may not appear in theApplication Command Center (ACC), leading to incomplete nsights. Verifying and correctly assigning log
forwarding ensures that all relevant network activity is captured and available for analysis.

NEW QUESTION # 58
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