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NEW QUESTION # 44 
A business requires logs to be written to a centralized Oracle database. Which two actions must the PingAccess administrator take
to enable this? (Choose 2 answers.)

A. Remove the logs located in PA_HOME/log.
B. Copy the database driver JAR file to the PA_HOME/lib directory.
C. Enable the Audit flag in the Resource.
D. Import the database certificate into the Trusted Certificate Group.
E. Configure log4j2.xml and log4j2.db.properties.

Answer: B,E

Explanation:
PingAccess supports logging directly to a relational database usingLog4j database appenders. To enable this:
* Configurelog4j2.xmlto use a JDBC Appender.
* Configurelog4j2.db.propertieswith the database connection information.
* Provide the appropriate database driver in thePA_HOME/libdirectory.
Exact Extract:
"To log to a database, configure log4j2.xml and log4j2.db.properties, and place the JDBC driver JAR file in PA_HOME/lib."
* Option Ais correct - both files must be configured.
* Option Bis incorrect - existing logs do not need removal.
* Option Cis incorrect - enabling audit is unrelated to database logging.
* Option Dis correct - the Oracle JDBC driver must be installed in PA_HOME/lib.
* Option Eis incorrect unless TLS is used to connect to the DB, but it is not required for standard DB logging setup.
Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 45 
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins value for each of the listed domains
B. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
C. Allowed Origins to*.anycompany.comand disable the Allow Credentials option
D. Allowed Origins to*and enable the Allow Credentials option

Answer: B

Explanation:
To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.
The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.
Exact Extract:
"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."
* Option Ais incomplete - multiple values are possible, but in this case onlywww.anycompany.comis required.
* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.
* Option Cis insecure -*with credentials is disallowed by CORS specifications.
* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.
Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 46 
How many administrators are supported using HTTP Basic Authentication in the Administrative Console?

A. 0
B. 1
C. 2
D. 3

Answer: A



Explanation:
When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.
Exact Extract:
"When admin authentication is set to native (HTTP Basic), only one administrative user is supported. For multiple admins, configure
UI authentication with an OIDC provider."
* Option A (1000)is incorrect.
* Option B (1)is correct - only one basic auth admin account.
* Option C (10)andOption D (100)are incorrect.
Reference:PingAccess Administration Guide -Admin Authentication

NEW QUESTION # 47 
Which two options can be changed in therun.propertiesfile? (Choose 2 answers.)

A. Default logs location
B. X-Frame-Options header
C. Operational mode for PingAccess
D. URL for heartbeat endpoint
E. Logging levels

Answer: C,E

Explanation:
Therun.propertiesfile in PingAccess is the primary configuration file that defines system-level runtime behavior. According to
PingAccess documentation:
* Exact Extract:
"Therun.propertiesfile contains configuration properties for PingAccess, including operational mode, logging levels, admin
authentication fallback, cluster settings, and system defaults." (PingAccess Administrator's Guide -run.properties Reference) From
this, we can determine:
* C. Operational mode for PingAccess#CorrectThe propertypa.operational.modeinrun.properties defines whether the node
operates asSTANDALONE,CLUSTERED_CONSOLE, CLUSTERED_CONSOLE_REPLICA, orCLUSTERED_ENGINE.
This is one of the core configurable options.
* E. Logging levels#CorrectProperties such aslog.leveland other logging configurations are explicitly defined inrun.properties,
allowing administrators to adjust the verbosity of logs (DEBUG, INFO, WARN, ERROR).
Why the others are incorrect:
* A. Default logs location#IncorrectThe log file path is not controlled viarun.properties. It is defined in log4j2.xml, not
inrun.properties.
* B. URL for heartbeat endpoint#IncorrectThe heartbeat endpoint (/pa/heartbeat.ping) is a fixed system endpoint and is not
configurable inrun.properties.
* D. X-Frame-Options header#IncorrectSecurity headers likeX-Frame-Optionsare managed under application security policies or
global response headers, not inrun.properties.
Reference:PingAccess Administrator's Guide -run.properties Reference(section describingpa.operational.
modeand logging configuration properties).

NEW QUESTION # 48 
The application team is requesting step-up authentication only for a few specific resources while maintaining previous authentication
for other resources. What change would the administrator need to make?

A. Change the Context Root
B. Use context root as reserved resource base path
C. Manual Resource Ordering
D. Authentication Challenge Policy

Answer: D

Explanation:
To enforcestep-up authenticationfor selected resources, PingAccess usesAuthentication Challenge Policies
. These policies allow different challenge methods to be applied depending on the resource.
Exact Extract:



"Authentication challenge policies define how PingAccess challenges users for authentication and are often applied when step-up
authentication is required for specific resources."
* Option A (Authentication Challenge Policy)is correct - it ensures only certain resources trigger step- up MFA.
* Option Bis incorrect; the reserved resource base path is unrelated to authentication.
* Option Cis incorrect; changing the context root just changes the URL path prefix.
* Option Dis incorrect; manual ordering of resources is unrelated to enforcing MFA.
Reference:PingAccess Administration Guide -Authentication Challenge Policies
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