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Cloud Security Alliance Certificate of Cloud Security Knowledge (v4.0) Exam
Sample Questions (Q237-Q242):

NEW QUESTION # 237
Which feature in cloud enhances security by isolating deployments similar to deploying in distinct data centers?

A. Randomized deployment configurations

B. Shared deployments for similar applications

C. A single deployment for all applications

D. Multiple independent deployments for applications

Answer: D

Explanation:

Multiple independent deployments help isolate workloads, reducing the potential impact of a breach by confining it to a single
deployment environment. Reference: [Security Guidance v5, Domain 7 - Infrastructure

& Networking]

NEW QUESTION # 238
Why is it essential to include key metrics and periodic reassessment in cybersecurity governance?

A. To ensure effective and continuous improvement of security measures
B. To document all cybersecurity incidents and monitor them overtime
C. To reduce the number of security incidents to zero

D. To meet legal requirements and avoid fines

Answer: A

Explanation:

Including key metrics and periodic reassessment in cybersecurity governance is essential for ensuring the effective and continuous
improvement of security measures. Metrics provide a way to assess the current state of security, identify gaps, and measure progress
over time. Periodic reassessment allows organizations to adapt to emerging threats and vulnerabilities, ensuring that security controls
remain relevant and effective as the threat landscape evolves.

‘While meeting legal requirements is important, the primary reason for metrics and reassessment is continuous improvement, not just
legal compliance. Documenting cybersecurity incidents is important, but the main focus of key metrics and reassessment is improving
and adapting security strategies. Zero security incidents is not feasible; the goal is to reduce incidents and manage risk, not to
eliminate all incidents entirely.

NEW QUESTION # 239
Which practice ensures container security by preventing post-deployment modifications?

A. Employing Role-Based Access Control (RBAC) for container access
B. Use of immutable containers

C. Regular vulnerability scanning of deployed containers

D. Implementing dynamic network segmentation policies

Answer: B

Explanation:
Immutable containers are not altered post-deployment, ensuring the integrity of the deployed environment and reducing the risk of
unauthorized modifications. Reference: [CCSK v5 Curriculum, Domain 8 - Cloud Workload Security][ 16tsource].

NEW QUESTION # 240
‘What can be implemented to help with account granularity and limit
blast radius with laaS an PaaS?

¢ A. Configuring role-based authentication



B. Implementing least privilege accounts

C. Maintaining tight control of the primary account holder credentials
D. Configuring secondary authentication

E. Establishing multiple accounts

Answer: E

NEW QUESTION # 241
What does Zero Trust Network Access (ZTNA) primarily use to control access to applications?

A. TP address and port number

B. Geolocation data exclusively

C. Username and password

D. Identity, device, and contextual factors

Answer: D

Explanation:

Zero Trust Network Access (ZTNA) enforces the principle of "never trust, always verify." Unlike traditional perimeter-based
security, ZTNA continuously evaluates access requests using dynamic factors. These include:

* User identity (authenticated via SSO or MFA)

* Device posture (device compliance, health status)

* Contextual information (time of access, location, behavior patterns)

This layered decision-making process ensures that access is tightly controlled and highly contextual, minimizing attack surfaces and
mitigating lateral moverment within networks.

ZTNA aligns with cloud-native security practices discussed mDomain 7: Infrastructure Security, emphasizing the transition from static
access control lists to dynamic, identity-centric enforcement models.

Reference:CSA Security Guidance v4.0 - Domamn 7: Infrastructure SecurityCSA Cloud Controls Matrix v3.

0.1 - TVS-09: Segmentation & Zoning

NEW QUESTION # 242
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